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Why Hybrid Systems Verficationv e () universiTat

security and dependability are inevitable

late results and erroneous behavior immediately affect reality

formal verification
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Why Hybrid Systems Verification

float PID::get_pid(float error, float scaler) // discrete low pass filter, cuts out the
{ // high frequency noise that can drive the controller crazy
uint32_t tnow = hal.scheduler->millis(); float RC = 1/(2*PI*_fCut);
uint32_t dt=tnow - _last_t; derivative = _last_derivative +
float output =0; ((delta_time / (RC + delta_time)) *
float delta_time; (derivative - _last_derivative));
if (_last_t==0 || dt>1000) { // reset integrator if inactive for a second // update state
dt=0; _last_error = error;
reset_I(); _last_derivative = derivative;
}
_last_t = tnow; // add in derivative component
delta_time = (float)dt / 1000.0f; output += _kd * derivative;
}

// Compute proportional component
output +=error * _kp; // scale the P and D components

output *=scaler;
// Compute derivative component if time has elapsed

if ((fabsf(_kd) > 0) && (dt > 0)) { // Compute integral component if time has elapsed
float derivative; if ((fabsf(_ki) > 0) && (dt > 0)) {
_integrator += (error * _ki) * scaler * delta_time;
if (isnan(_last_derivative)) { if (_integrator < -_imax) {
derivative = 0; _integrator = -_imax;
_last_derivative = 0; } else if (_integrator > _imax) {
}else { _integrator = _imax;
derivative = (error - _last_error) / delta_time; }
} output += _integrator;
}
return output;
}
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Why Hybrid Systems Verification s —

float PID::get_pid(float error, float scaler) // discrete low pass filter, cuts out the
{ // high frequency noise that can drive the controller crazy
uint32_t tnow = hal.scheduler->millis(); float RC = 1/(2*PI*_fCut);
uint32_t dt=tnow - _last_t; derivative = _last_derivative +
float output =0; ((delta_time / (RC + delta_time)) *
float delta_time; (derivative - _last_derivative));
if (_last_t==0 || dt>1000) { // reset integrator if inactive for a second // update state
dt=0; _last_error = error;
reset_I();

}
_last_t = tnow;
delta_time = (float)dt / 1000.0f;

Program verification only reveals errors in the code.

// Compute proportional component Did we use the right dynamics?

output +=error * _kp;
Does the controller match the dynamics (linearization, ...)?
// Compute derivative component if tim¢
if ((fabsf(_kd) > 0) && (dt > 0)) {
float derivative;

_integrator += (error * _ki) * scaler * delta_time;
if (isnan(_last_derivative)) { if (_integrator < -_imax) {
derivative = 0; _integrator = -_imax;
_last_derivative = 0; } else if (_integrator > _imax) {
}else { _integrator = _imax;
derivative = (error - _last_error) / delta_time; }
} output += _integrator;
}
return output;
}
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Only looking at the continuous side neglects errors due to
digital control decisions!
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Why Hybrid Systems Verification
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Hybrid Systems Verification

Hybrid system: dynamical systems where the system state evolves over time
according to interacting laws of discrete and continuous dynamics.

v
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Hybrid Automaton
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a=a+>s continuous evolution

\_Y_I
discrete state change
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Hybrid Automaton

({h =v,v = —g&h = 0};
if (h=0)then
Vi= —CV

fiy”

Y

hybrid program
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Syntax

({h =v,v = —g & h = 0}; r differential equation system
if (h=0)then } control structure

V= —CV - discrete jump
fiy ‘

Y

hybrid program

a =aqflaVUBla|x=0|x=+|{x"1=04..,x',=60,&F}|?F

D 1= 0,~0,|P|PAY|D VY|P - P|D & Y|Vx. P|Tx. D|[a] P[{a)D
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Syntax
a; B sequential composition (a before )
aVuUp nondeterministic choice (a or )
a” nondeterministic repetition (@ some number of times, incl. 0)
x:=0 assignment
X =% random assignment (with arbitrary value)
{x'{ =064 ..,x',, =0, &F} continuous evolution, F must hold the entire time
?7F deadlock if F is false
la] P modality box: true if ® holds after all runs of «
(a)D modality diamond: true if ® holds after at least one run of a

Summer 2015 Constructing and Verifying Cyber Physical Systems - Marcus Volp 284



- : S = TECHNISCHE
Differential Dynamic Logic () universiTat

Semantics

a =aqflaUBla|x=0|x=+|{x'1=04,..,x',=0,&F}|?F

P = 0,~0,|DP|PAY|P VY|P - Y|P & Y|Vx. P|TAx. D|[a]P|{a)D

P 9,
@< @, o @< @ wo
| \‘G ¢ \‘G
[a] ::={(®, w)| ...}
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Semantics

a =aqflaUBla|x=0|x=+|{x'1=04,..,x',=0,&F}|?F

P = 0,~0,|DP|PAY|P VY|P - Y|P & Y|Vx. P|TAx. D|[a]P|{a)D

[x =0] :={(¥,w) | w =I[x — 0]}
[x =x] :={¥,w) | w =[x —r],r € R}
[?F] =:={({®,9) | FQ®) = true}
O Q@ [«8:={W)Wwelal ko e BN
[a v B] ::=[a] U [B]
[a*] :={(¥, w) [In € N.Y =0,,9, = w, (¥;,Y;4+1) € [a],0 <i <n}
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Semantics
a = aflaVUBla|x=0|x=+|{x'"y =04 ..,x',=60,&F}|?F
P = 0,~0,|DP|PAY|P VY|P - Y|P & Y|Vx. P|TAx. D|[a]P|{a)D
4 [{x'y =64, ..,x",, =06, &F}] :={{, w)]| ...
flow f : [0,7] = State * f(0)=9,f() = w
* f respects the differential equation:
* val;,(f({),x;) = f({)(x;) is continuous in { € [0, 7]
* fis differentiable and has value val; ,(f'({),0x;) in { € (0,7)
> = frespectstheinvariant val; , (f ({), F) = true for { € [0,7]
Var » R r * (assumey’ = O for all other variables)

287
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Semantics

({h=v,v = —g&h =0}
if (h =0)then 6\/\

v.= —CV
fiy ©
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Super Dense Time and Zeno Behavior:
System behavior is zeno if infinitely many discrete transitions happen in finite time.

Hybrid programs do not define discrete actions in
parallel to continuous evolutions. There is no differ-
ential equation to describe how reality evolves!

But! It is possible to emulate all desired behavior.

X'y =0;,t' =1&F At S tpaxh 7t 2 tpins ¥ = 42
\ Y N
wait between t,,;, and t,, 4« before update
becomes effective
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Sequent Calculus

ro+-y,4

rory,A
%’ r-¢-1y,A
n
- Fr-¢,A T FYA
Yo, YW
Yn
ro, A
oAy A
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Sequent Calculus

H=0,
c=0
c<1
970 r¢rya
Emvz <mg(H — h) re¢-y,A
I_
[({h =v,v = —g&h=0}3h 20U (h=0;v =—cv))'](h=0 Ah <H) r'e¢,A T4
1 I'F oAy,
HZOAC20A6<1/\g>OAEmv <mg(H — h)
I_
[({h =v,v = —g&h=0};h 20 U(h=0;v =—cv))'](h=0 Ah <H) reyrAa
I oA FA

1
HZO/\CZOAc<1/\g>0/\§mv2Smg(H—h)—>
[(fh =v,v = —g&h=0};h 20U (h=0;v =—cv))'](h=0 Ah <H)
291
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KeYmaera Cheat Sheet http://symbolaris.com /info/KeYmaera.html 2
. ok A . ' o, A . 'co,A T'kd,A _ . Lok, A
(—r not right) TEoo A (Vr or right) TE oV oA (Ar and right) T oA A (—r imply right) TF oS oA
Lot left) 22 (lorlefry 2T A T F A efr) YA imply lefe) 22 Lera
(=1 not left) I —oF A (V1 or left) T oviFA (Al and left) ForvFA (—1 imply left) FoSdFA
'-o,A T'orF A
(ax close) =———  (cut) — —
Lok ¢, A '=A
(a)(B)o | . oV (a)(a®)p ) ¢ On
) e S *n 1 ;=) assig L .
((;) compose) i B)% ((*™) unwind) o ((:=) assign) o —
[O;Hg]o CD/\ [ H *]O <.I-‘1 ::91----1:71, = 911)0
. N S *T 1 . ‘.::. . 3 3 .
([;] compose) Ao ([*] unwind) a*]o ([:=] assign) P A—
(@) V (B)o H A >0 ((VO<t<t (S(t))H) A (S(t))0)
U) choi ' ?) test - ') ODE solve . |t
({U) cholee) = T hys (2) test) 77y (O O solve) = = & H)o
alo A [Blo H V>0 (VO<t<t (S(t))H) — (S(t))0)
- - - - ? o / - i 1
([U] choice) @ U Ao ([7] test 7H ('] ODE solve) =0y, =6, & H]o
. ' o(s(X1,..,.X0)), A _ . 'k o(X), A
Vr all right — 2 Jr exists right
(Vr all right) ' Vao(x), A (3r exists right) I'-3dzo(z), A
[oo(s(Xy,... X)) FA [Lo(X)FA
dl exists left) — — 2 V1 all left
(B exists left) = = S F A (viall le )F‘v’x@(-)FA
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L' QE(WX (2(X) F T(X)).A (id eliminate existential)
DP(s(Xq,.., X)) F U(s(Xq,... X)), A re,-vy, A ... IO, FU, A
'k [a]o, A I'E VYo — 1), A I'F (a)p, A e VYo — ), A
['F [a]d, A ' (a)d, A
I'-o,A ' V*¢— [a]e), A eV — 1), A
I [a*]y, A
' Jvep(v), A ' VYVo>0 (p(v) = (a)p(v — 1)), A I'E V(<0 p(v) = ), A

(iV quantifier elimination)

' QE(3X A,(®; - ¥,)), A H

([] generalization) ({) generalization)

(ind loop invariant)

(con loop convergence)

I'E (a*), A
IH-FA TFY(H-F% . %)A
(DI differential invariant) A PO N Hi F A“
. . ThE =612, =0, &~FIH A Tk IS0V (-FAH = (F'2e)}... %) Al
(DV differential variant) Tr (o =t o =G CHVE A
I'-VY(H — ¢),A
(DW differential weaken) A £ 1% I;p])qb A
) _ 'k [2'=0& H|C,A CE[2=0&(HAQC)]p, A
(DC' differential cut) TF v =0k Ho A
. . oo 00Ty THE'=60.y=0&H[Y. A
DA differential ] S
( ifferential auxiliaries) TF 7 =& Hlo. A
' [y:=0lo, A X (z:=X)o VX [z:=X]¢
(I A auxiliary variable) IEyF @:X ' ((:x) random) <-‘1(f: *)o> ([:+] random) [I[J; *]Q]Q 8
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Model a car that can either accelerate or brake.
Introduce a controller that keeps a safe braking distance.

Proof that the car will brake within this safe distance.

See Simple Car Examples in KeYmaeraX!
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