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| will tell about...

m the process of finding security errors

= our mathematical model for it

= the comparison of open and closed source
| will not tell about...

m whether open or closed source I1s better
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s BATTLE ROYALE

Open Source Closed Source

everyone has access only the company has
to source code the source code

everyone can search attackers have a

for bugs
\ 1

more defenders find bugs are prevented
more bugs from being exploited

easler to find bugs harder to find bugs
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PROPOSITION

Attackers only need only one error.

Defenders need to find all errors.
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3 Errors:
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No Error:
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ATTACKERS
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ATTACKERS
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DEFENDERS
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DEFENDERS
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m 720 errors
e =20
= 1% probabllity to find an error
p=qg=0.0T
m /5% desired winning chance
pa=pp=20.75

= How many attackers?

= How many defenders?
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= \What happens If both sides lose’
= . orwin?

= Do the detenders really lose If they do not
find all errors?

= They just have to find the errors first.

= [nstead of a snapshot, model a race.
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PROPOSITION

Defenders need to find any error

earlier than the attackers.
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p q

m steps n steps

P =1 =p)" 'p-(1—¢q)" "¢
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)m—l )n—l

Pmn = (1—p p-(1—gq q

defenders win for n < m
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Z Z N q(1—p)

n=1m=n-+41 (1_p)—|_p

open more
source defenders
closed harder for
source attackers
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T million lines of code, 15 security errors
=15

probabllity for a single defender to find an error
qS/'ng/e — 0002%

the same for attackers In open source case
Psingle,open = 0.002 %

closed source factor 2 harder
Psingle,closed = 0.007 %

500 attackers
How many defenders do we need?
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closed

source

open

17133 Impossible
source
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CONCLUSION

No matter how many defenders,

there’'s always a window for attackers.
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= urn model for discovery of security errors
® race between attackers and defenders
= there Is an upper bound for the defenders

= this bound may be hit In reality
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