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® done: time

® today: MISC. resources

= architectures for resource management

m solutions for specific resources

® ypcoming: drivers
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KERNEL
RESOURCES
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®m kernel manages

m tasks
m threads
m capabilities

B mapping database
= |t all comes down to memory
= kernel memory i1s limited

m opens the possibility of DoS attacks
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= memory management policy should not
be In the kernel

" manage kernel memory in userland

m kernel provides memory control
mechanism

m exception for bootstrapping:
initial kernel memory 1s managed by
Kernel
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m kernel-memory objects in L4.sec

= extension of the recursive address space
model

= create kernel-memory object by
converting user pages

= yserland apps pay for kernel memory
allocated on their behalf

m converted pages no longer accessible by
userland
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= kernel uses kernel-memory objects for
storing allocated data structures

® supports map and unmap

® reconvert on unmap

m reconvert transfers object back to userland
m recursively deletes all kernel structures

= dependency graph must be cycle-free
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separate enforcement and

management

TU Dresden MOQOS: Resource Management 8



TECHNISCHE
@ UNIVERSITAT
DRESDEN

ARCHITECTURES
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Application

Management Library OS

-nforcement Exokernel
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= provide primitives at the lowest possible
level necessary for protection

= yse physical names wherever possible

B resource management primitives:

m cxplicit allocation
B cxXposed revocation
m protected sharing

® ownership tracking
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m each application can use its own library OS
m |ibrary OS’es cannot trust each other

= No central management for global resources

= think of a file system

m kernel manages disk ownership with block
granularity

® cach library OS comes with 1ts own
fillesystem implementation

m one partition per application?
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® |nvariants In shared resources must be
maintained

= four mechanisms provided by the exokernel

= software regions for sub-page memory
protection, allows to share state

= capabilities for access control

= critical sections

= wakeup predicates: code downloaded Into
the kernel tor arbitrary checks
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Low-Level Higher-Level

Application
Resource Resource

Manager Manager

Client-Libs
L4 Microkernel
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m different abstraction levels for resources

memory, CPU,

basic resources :
|O-ports, interrupts

block device, framebuffer,

hardware network card

compound file, GUI window,
resources TCP session
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m gpplications use multiple resources that
depend on other resources

m resource tree of cooperating resource
managers

= |solation of resources allows managers to
provide real-time guarantees for their
specific resource

= D
D

ROPS:

resden Real-time OPerating System
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B SOME resources are by themselves
managed In a hierarchy

® recursive virtual memory

= Nhierarchy can differentiate service

m different memory properties by different
pagers
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NETWORK
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ANKH

driver for physical

L4 VFS network card

mp

VIrtL

€
d

built with DDE using
INux 2.6 drivers

provides multiple
virtual network cards

ments a simple

bridge
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FLIPS

L4 VFS

Y
€

Flexible [P Stack
TCP/IP stack

Itten by ripping the

evant code out of

Inux 2.4

uses DDE to use
_Inux code with little
modifications
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L4 VES = virtual file system
layer

= provides POSIX file
INnterface

®m for network:
BSD sockets
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® guaranteed timely communication service

m |ower bound for bandwidth

® ypper bound for latency and jitter

= networks In embedded systems

= field busses
m collapsed network stacks
® pus topology, single broadcast domain

= example: CAN bus
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N
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high-performance bus
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= switches use buffers on output ports

= delay bound depends on traffic to the output

® T queues get too long, frames are dropped
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= traffic on output ports depends on
iInbound traffic

= \nbound traffic depends on the computers
sending to the switch

= shaping the traffic sent by computers helps

= pounds iIncoming traffic at the switch

" pounds the queue length Iin the switch

= prevents dropped packets

m yse network calculus for shaping parameters
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TOKEN BUCKET

tokens arrive at rate r

token bucket with size b

application packet buffer

packets arrive

Traffic 1s shaped
" by the token bucket (b+r+t)
" by the medium (M+C#t).

Resulting traffic bound for a
duration t at the switch: T-SPEC

min(b+rt,M + Ct)

packets drain
from applications tokens

output packet buffer

packets (€M) leave to
network with rate C
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switch 1s a shared medium

all nodes must cooperate for this to work
Wworst-case delays < 1ms

network utilization > 90%

no node synchronization required

predictable packet transmission on off-the-
shelf switched ethernet

hard real-time capable
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HARD DISK
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DE driver to access

L4 VES nard disks

iIncludes disk request
scheduling

based on DDE

provides block device

Filesystem

ongoing work on USB
block devices
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DRESDEN

L4 VES ® NO real one
implemented
Eil : = We have a tmpfs
U AL using RAM as backing
store
m = \/PFS: securely reuse
a Linux filesystem
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hierarchical name
space

ey Al = connects subtrees to
different backend
B gka mounting
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= guaranteed bandwidth of data streams

read from / written to disk

m execution times of disk requests vary

® disk head position i

= rotational delay

0.05

B DOOr ratio between worst ; o
case and average case

Frequ

0.02

® gverage: 4ms

0

m worst: 30ms

TU Dresden MOS: Resource Management

/

\

/

N\

0

2

Request Service Time (ms)

4

6

8

10

12

32



TECHNISCHE
@ UNIVERSITAT
DRESDEN

= guality-based probabilistic scheduling

= map disk bandwidth to the periodic
execution of disk requests

m constant number per period

- ﬂxedrequestsue

Period 1 = Period 2 = Period 3

Stream 1:

Stream 2:

Best-Effort Requests:

Time
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"0
P

Uality param

eter: fraction of requests

rocessed on time

m agdmission control calculates
reservation time for each stream

m disk scheduler enforces reservation

® requests are only executed as long as the
reservation 1s not depleted

® problem: disk requests cannot be aborted,
admission math must deal with this

TU Dresden

MOS: Resource Management 34
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m scheduler picks requests according to
remaining reservation and quality

= not good for disk utilization

m existing non-real-time disk schedulers are
much better

m clevator

m SATF: shortest access time first
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m solution: two level scheduling using
Dynamic Active Subset

= first level selects set of disk requests

® that can be executed In any order

m while still meeting all guarantees

= thi

SC

s set Is then handed to the second level

neduler

B can execute disk requests In any order

B any non-real-time scheduler works
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GRAPHICS
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MAG

ICLRILMELRS = myltiplexes the
frame buffer

out wi

-/

n

al desktops,
dow merging

= detalls In the legacy /
security lectures
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widget drawing server
Terminal

also handles mouse
and keyboard input

distributed to
applications

can also operate on
raw framebuffer

® real-time capable
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DOpE client providing
a terminal window

= \/T100 emulation

® can support readline
applications

m shell

= python
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= guaranteed update rates of GU| elements
® video output, animations
® periodic jobs

= known frame rate and drawing time

® support non-real-time applications at the
same time

m ynpredictable

B minimize latency for responsiveness
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= traditional GUIs implement GUI elements

(,widgets” , controls”) outside the d
system
® 3s a library In the application

IsSplay

= window system has no global view on
objects involved In a redraw

® cannot predict effects of redraw operations

" N0 guarantees

TU Dresden MOS: Resource Management
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= DOpE (Desktop Operating Environment)
implements widgets in the window server

= shared memory buffers for transtfer

= nO client interaction for redraw operations

== create user input

T —"
’—_— - -

rectangle
list

Shared memory write
buffer
‘ Frame-buffer I

TU Dresden MOS: Resource Management 43




SCREENSHOT

| VSertest
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rocessing time for redraw correlates with
IXels to be carried over the bus

- reserves fixed CPU shares

m reservation I1s used to locally schedule

redraw operations

m periodic scheduling of real-time redraws

® remaining time used for non-real-time

drawing
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= complex non-real-time redraws can be split

m outstanding redraws can be merged

B maximum gueue length for outstanding
redraws Is bounded by the screen pixels

= bounded latency for all graphical output

® even for non-real-time applications

= guaranteed response time to user input
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= pus-bandwidth-scheduling only sufficient
for software drawing

= today: compositing window managers

m GPU is becoming an essential co-processor

" needs to be scheduled (like a CPU?)

B 3CCess must be governed

m current hardware not well suitea

® NO paging In graphics memory (no MMU!)
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COMQUAD
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= Components with Quantitative Properties
and Adaptivity

. combl

resou

ne component technology and

‘ce management

m consider resource consumption of
components

" make real-time guarantees accessible to the
common software engineer

TU Dresden
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m kernel resource management

B pasiC resource management concepts
m cxokernel
= multiserver
B management detalls for specific resources

= network
m disk
® graphics
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