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B Common observations:

B Complex software has security bugs
m Users are plagued by malware

m User PCs become bots

m Critical data gets stolen

m [argeted attacks at high-value users:

®m |ndustry, governments, NGOs, ...

m 5ad truth: threats won't go away
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m |t's all the same for mobile devices

® Malware in Android Store: trojan horse
downloaded by millions of users

B Security-critical bugs:
m Drivers [1,2], USB stacks [7], boot loaders
" Messaging apps [8], web browser, ...

m  Jallbreaking” = attack on security:

m Requires physical access ...

m . orvisit special website [9]
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m [solation In commodity OSes based on
User accounts:

B Same privileges for all apps

B Permissive Interfaces (e.qg., ptrace to
manipulate other address spaces)

m No isolation within applications

m Efforts to restrict privileges:

m SELinux, AppArmor, Seatbelt, ...
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HW ISOLATION

m Separate computers

- PC 1 PC 2
m Applications and data
physically 1solated o
u _ffeCtiVG, but ... App

" High costs

B Needs more space

B |nconvenient

Hardware

m Exposure to network Hardware
may pose threat
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VM ISOLATION

® Multiple VMs, OSes

m |solatl

virtua

B Saves space, energy,
maintenance effort

m But still ...

VM 1 VM 2
on enforced by

ization layer

S
. , Virtualization Layer
VMs Is Inconvenient
= Even more code
7/
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B Huge code bases remain
m Applications still the same

m Many targets to attack:

m Applications, libraries, commodity OSes
® \/irus scanner, firewall, ...

m \irtualization layer

m High overhead for many VMs
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B Protect the user’'s data
m Secure applications that process data

m Acknowledge different kinds of trust:
m Application A trusted for task B, but not C
m OS trusted to store data, but not to see It

m Use Infrastructure without trusting it?

m [dentify and secure TCB: the Trusted
Computing Base
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m [0 iImprove security: Reduce size of TCB =
smaller attack surface

m [irst idea:

m Remove huge legacy OS from TCB

m Port application to microkernel-based multi-
server OS

B Remove unneeded libc backends, etc.

m Possible approaches discussed In lecture
on , Legacy Reuse”
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Q) universirar NIZZA ARCHITECTURE

: Signing : E-Commerce : Banking
Legacy OS , : :
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Nizza architecture: fundamental concepts:

m Strong isolation

m Application-specific TCBs
m | egacy reuse

= [rusted wrappers

® [rusted computing

TU Dresden Security Architectures



TECHNISCHE
@ UNIVERSITAT
DRESDEN

m Reflects Principle of Least Privilege

m [CB of an application includes only
components Its security relies upon

m [CB does not include unrelated
applications, services, libraries

m \echanisms:

m Address spaces, |IPC control for isolation

m \\ell-defined interfaces
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APP-SPECIFIC TCB

Network
App

Eegacy.
2PP

Signing
App

Key Mgmt

Virtual
Ethernet

Legacy OS
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SPLITTING
COMPONENTS
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B Problems with porting applications:
B Dependencies need to be satisfied

m Can be complex, require lots of code

m Stripped down applications may lack
functionality / usability

m Better idea: split application

m Make only security-critical parts run on
microkernel-based OS

m Parts of application removed from TCB

TU Dresden Security Architectures 17
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Digitally signed e-malils, what'’s critical?
m Handling of signature keys

B Requesting passphrase to unlock secret
sighature key

m Presenting e-mall message:
m Before sending: ,, What You See Is What
You Sign”

m After recelving: verity signature, identify
sender

TU Dresden Security Architectures 18
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m 1,500,000+ SLOC no longer in TCB:

m | inux kernel, drivers, X-Server
m C and GUI libraries, Thunderbird

m [CB size reduced to ~150,000 SLOC:

m GNU Privacy Guard, e-mall viewer

m Basic L4 system

m At |least 10 times less code In TCB

TU Dresden Security Architectures 20
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m Splitting works for applications

® \Vhat about the complex and useful
infrastructure of commodity OSes?

® Drivers (see previous lectures)
m Protocol stacks (e.g., TCP/IP)

m [ile systems

m Starting point: Virtualized commodity OS

TU Dresden Security Architectures
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SIMPLE REUSE

Run legacy OS in VM

Reuse service: net, files, ...

egacy Ir

from app

But:

frastr
iIcatio

ucture I1solated

NS

m Applications still depend on
legacy services ... In TCB?

m [nterfaces reused, security

TU Dresden

Issues as well?

Security Architectures
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B Network and file system stacks are
virtually essential subsystems
m Generally well tested

m Ready for production use

m .. but not bug free: month of Kernel Bugs
2006 [1,2]:

m 14 exploitable flaws In file systems: UFS,
SO 9660, Ext3, SquashFsS, ...

m \WiFi drivers: remotely exploitable bugs

TU Dresden Security Architectures 23



TECHNISCHE
@ UNIVERSITAT
DRESDEN

m Complex protocol stacks should not be
part of TCB (for confidentiality + integrity)

B Reuse untrusted infrastructure through
trusted wrapper:

m Add security around existing APls
m Cryptography
" Redundancy

m (General iIdea similar to SSL. VPN

TU Dresden Security Architectures 24



TECHNISCHE

Q) universirar EXAMPLE: VPN

VPN: Confidentiality, Integrity, M
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m SINA box used by German ,,BSI™:
= \/PN gateway
B |mplements [IPSec & PKI

®m |ntrusion detection &
‘esponse

m Used for secure access to i
government networks, e.g. :
INn German embassies

TU Dresden Security Architectures 26
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m Hardware:

m Differently trusted network interfaces:

B Red: plaintext, no protection
m Black: encrypted, MACs

m [amper / EM protected casing

m Software:

® Minimized and hardened Linux
m Runs only from CD-ROM or Flash

TU Dresden Security Architectures
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® | inux Is complex!

m S| OC for Linux 2.6.18:

m Architecture specific: 817880

m X386 specific: bb,463

® Drivers: 2,365,250

. Common: 1,800,587
m [ypical conftig: ~ 2,000,000

B Minimized & hardened: ~ 500,000

TU Dresden Security Architectures 28
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m Research project , Mikro-SINA”

B (Goals:
m Reduce TCB of VPN gateway

m Enable high-level evaluation for high
assurance scenarios

m Ensure confidentiality and integrity of
sensitive data within the VPN

m Exploit microkernel architecture

TU Dresden Security Architectures
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IPSEC BASICS

m Protocol suite for securing |P-

based communication Application
m Authentication header (AH)
TCP / UDP
m [ntegrity

m Authentication

®m Encapsulating Security Payload
(ESP)

m Confidentiality

Link Layer
® [unnel mode / transport mode

o

TU Dresden Security Architectures
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Q) universirar IPSEC IN L4LINUX

m [PSec Is security critical component

m . butisintegrated into Linux kernel

L4Linux

IPSec

IP Stack

TU Dresden Security Architectures 31



IPSEC ,VIADUCT"

m Better: isolate IPSec in  Viaduct”

m |PSec packets sent/recelved through TUN/
TAP device

LALinux

IP Stack

TU Dresden Security Architectures 32
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Q) universirar FRAGMENTATION

®m Problem: Routers can fragment IPSec
packets on the way

m | et L*Linux reassemble them

LALinux

AH /
ESP

IP Stack

TU Dresden Security Architectures 23



CONFIDENTIALITY

m Untrusted L*Linux must not see both
plaintext and encrypted data

m Dedicated L4Linux for black/red networks

L4Linux L4Linux

AH /
ESP

tunO tunO
IP Stack IP Stack

ethO eth1

TU Dresden Security Architectures 34
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m Result: trusted wrapper for VPN

m Small TCB (see [6] for detalls):
m 5000 SLOC for ,Viaduct”

m Fne grain 1solation

m Principle of least privilege

m Extensive reuse of legacy code:

m Drivers

m |P stack

TU Dresden Security Architectures
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EXAMPLE: STORAGE

How to provide secure and
: ‘eliable storage for trusted
ey § applications?

: Signing : E-Commerce
Legacy OS , :
: :

TU Dresden Security Architectures 26



PRIVATE STORAGE

m Private Storage for isolated applications

m Restrict communication capabilities

Signing Banking
App : : App

TU Dresden Security Architectures 37



VIRTUAL PRIVATE...

VPFS: Confidentiality, Integrity, M

TCB

Linux Kernel

4600 SLOC :
(QUM@M Secure Commodity

File System File System

50,000+ Sl m:)

See [3] for details

TU Dresden Security Architectures 38
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() puiversive VIRTUAL PRIVATE ...

Commodity
File System
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m Confidentiality: only authorized
applications can access file system, all
untrusted software cannot get any useful
iInformation

® Integrity: all data and meta data iIs
correct, complete, and up to date;
otherwise report integrity error

TU Dresden Security Architectures 40



POPULAR SOLUTIONS

File-level protection

CFS Cryptographic File System for UNIX
EFS Microsoft Encrypting File System
ecryptfs Linux kernel support + tools

EncFS Based on FUSE

Block Layer Volume-level protection

TrueCrypt, Filevault 2

Bitlocker

Storage Device Encrypted volumes in smartphones, etc.

TU Dresden Security Architectures 41




DESIGN OPTIONS

rst end of design space:
‘otect whole file system at
block layer:

D

m [ransparent encryption of all
data and metadata

m Block-level integrity 7277

B Most parts of file system stack
are part ot TCB

m Attack surface still big

TU Dresden Security Architectures

Block Layer

Protection

Disk Driver
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DESIGN OPTIONS

m Second end of design space:
Protect individual files:

m Stacked file system

m Encryption of all data and some
metadata (names, directories, ...) | saen

m More flexibility for integrity

B Most parts of file system stack Block Layer
not part of TCB

Disk Driver

m |deal for trusted wrapper

TU Dresden Security Architectures 43



TRUSTED WRAPPER

Untrusted

Trusted (TCB)

VPES Helper

open, read, write,

Critical :
mmap, readdir, ...

App VFS

alloc/free blocks,

File / Naming _ sile System B*-trees, redundancy,
. open, read, write, consistency;, ...
Abstraction

} mmap, (readdir), ... uffe m
Buffer Cache read/write blocks,
Block Layer partition tables, ...

Persistency +
AES / SHA-1

Disk Driver SATA, command

queuing, write
barriers, power, ...

Carsten \Weinhold 44



VPFS APPROACH

Virtual Private File System (TCB)

oealed
Iviemory

N N N N N N N N

Reused Commodity File System (Untrusted)

m Encrypted files In commodity file system

m Merkle hash tree to detect tampering

TU Dresden Security Architectures 45
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m Jrusted part of VPFS enforces security:

m Encryption / decryption on the fly
m Plaintext only In trusted buffer cache

B Files In untrusted commodity file system
store encrypted blocks

B Hash tree protects integrity of complete
file system

®m Single hash of root node stored securely

TU Dresden Security Architectures 46



MULTIPLE FILES

Inode File (w/ per-file hashes) p

TU Dresden Security Architectures 47
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m \/PFS reuses Linux file system stack:

m Drivers, block device layer

m Optimizations (buffer cache, read ahead,
write batching, ...)

m Allocate / free disk storage for files

m Cooperation: proxy driver in L4Linux

TU Dresden Security Architectures 48



PROXY DRIVER

Shared memory + Signaling:
SHM Buffer - Trigger Linux Irg, then

unblock read() on chardev

- Call write() on chardev, then
trigger L4 App’s IRQ

- Encrypted blocks transferred

: via shared memory
Notify Drv

(chardev)

Wait+Signal: read+write

SHM buffer: mmap VPES
IRQ Setup Core

SHM Buffer Dataspace SHM Buffer

L4Linux L4Linux
Kernel Container

TU Dresden Security Architectures 49
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m [rusted wrappers for file systems work!

m \/PFS Is general purpose file system

m Significant reduction In code size:

m Untrusted Linux file system stack
comprises 50,000+ SLOC

m \VPFS adds 4,000 to 4,600 SLOC to
application TCB [3]

m |VPFS adds another 350 SLOC for secure
journaling to protect against crashes [4]
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USER INTERFACES
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m |solated appl
domains of t

Inconvenient

ications run In different

'ust, but separate screens are

m [he Nitpicker solution [b]:

m | et all windows share the same screen ...

.. but securely:

m Make windows & applications identifiable

B Prevent them from spying on each other: route
iInput securely, no screenshots

TU Dresden
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xclock

ndow Focus Freferences

Views

Buffers
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xclock

Window Focus Preferences

g [ 2

set keyboard input focus

Auto: Set keyboard input focus to
(" the window under the mouse
pointer

Install colormap in the window.
(" _.that has the input focus.

(" _thatis under the mouse pointer.

_| Balloon Help

TU Dresden

cus Mode—————— Automatic Window Raise Delay
(¢ Manual: Click on the window to ‘ "/“ :Tf‘ ,‘T; ,‘E ,‘IZ OFF

Hello Kr

How about @

cus Mod

~ Manual: Click on the
set keyboard input foc

Auto: Set keyhoard ing
(" the window under the

pointer & |Please enter your passphrase:

xxxxxxxx)i
—Install colormap in the

€ _.that has the input fog oK I Gﬁcell

-

at is under the mouse

_| Balioon Help

Security Architectures

Views

Do you want ta sign this document?
Hou about a beer at the Bottoms Up
this evening?

Greetings, Nornan

Buffers

Please enter your passphrase:

T

1
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DRESDEN NITPICKER IN ACTION

MM 0 NitOVIWM

‘hl‘ o .,H
MO M

NitOvW/M
NitOW WM
F

Bt M

S

r't\.-.oc SharedMen(alloo)r hl.low=oBB88, 1h.high=800083, id=4f, si1z
l4dope J SharedMen(get_odr): oddress » 35:1{1&3

nases | 5.84: server_nomes _register(8.97 - “lddope.0

NONES | 8.07: server_nomes_register(8.87 -> "Dus2")

vecrtest] UScrTest(feadbock_init): done

l4dope | SharedMen(alloo): hl.low=cfd80, 1h.high=80008, 1d=%1, size=2%8
l4dope | SharedMen(get odr)i address = 780000

nanes | 8.04: server_nomes _register(8.08 - "lddope.08%)

raTes | 8.88: server_nomes r-q.x'-rlﬁ.. 1 > "Dve3®)

vicrtest] UScr Tuhllluip init): done
l4dope ShoredMen(alloc): hl.low=cOR80, 1h.high=80008, 1d=53, size=00000
Sharedien(get_odr) 1 address = 00000

. nitovien: open_screen oolled w1824, h»768, depth=16
'._nml | cpen_soreen: Hdr_sr-.::re 0 Nitpicker returned 0
nitovl | cpen_screen: nitpicker isport bylfec call relicned buf i
nitovl nitovien: mop_scoreen called )
nitovl nap_screan: ldda _shore to clienti Teturrec ©
nitovl nitovien: mop_soreen returns U 1d=O20C2000 , SO2S3000
nitovl 1 ¢ s1ze"000100000
nitpickel atkbd.c: Unknomn key relecsed (ronsloted set 2, code

O '1.-'{

Lriest

nitpicke: /sericd),
nitpickel atkbd.c: This {5 an XFreeSt bugi It shouldn't -);ca,
nitpicke: y. !
nitpicke]l atkbd.or Urkrnown key released ( (r'orn:'.n'.g:ft

2y oode Ox

’ o~ .
nitpicke: /seriocd). N
ni Q_px'l_‘h.j atkbd.c: Thiz iz on XFreedb bugi I " heul
nitpicke: y.

NONRES | 58.00: server_nases _register(5SSi00 - '-:wZu-.l,Jta'A,n

Nanes | 58.001 server _nases register(38103 - ovien.03")

o Occeze hor

MNitOV/MIE NtOVTY M
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m Secure reuse of untrusted legacy
infrastructure

m Split apps + OS services for smaller TCB

m Nizza secure system architecture:

m Strong isolation
m Application-specific TCBs
m | egacy Reuse

m [rusted Wrapper

TU Dresden Security Architectures
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m Next

vear, January 8th:

m | ecture on , Trusted Computing”:

m \\here does VPFS store Its secrets?’

ow 1o prevent tampering wit
ow to trust in what Nitpicker s

m Also on January 3th:

n stored data?’

NOWS ONn screen?

m Practical exercise, room E0BG9

TU Dresden
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