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00 Goals

Give you an overview about:

® debugging in general,
® debugging operating systems.

We will not discuss:

® why programs contain faults,
® how to operate your debugger of choice.
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Terminology
Basics

Kernel Debuggers
System Debugger

Final Remarks
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Terminology
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01 Debugging

to debug To detect, locate, and correct errors in a computer program.
Technigues include use of breakpoints, desk checking, dumps,
inspection, reversible execution, single-step operation, and traces.
(IEEE 610.12-1990: Standard Glossary of Software Engineering)

Debuggers are useful beyond bug-finding. They can be used to:
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01 Debugging

to debug To detect, locate, and correct errors in a computer program.
Technigues include use of breakpoints, desk checking, dumps,
inspection, reversible execution, single-step operation, and traces.
(IEEE 610.12-1990: Standard Glossary of Software Engineering)

Debuggers are useful beyond bug-finding. They can be used to:

® ynderstand a program by exploring its execution (reverse engineering),
® manipulating its execution,
[ )
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01 Terminology

The term bug is imprecise, better use:

fault A defect or abnormal condition of a component, e.g.
A (missing) action in a program'’s code that makes it misbehave.
error An incorrect or inconsistent state because of a fault.
failure Uservisible misbehavior of a system (due to an error).

Colloquially, the term bug is somewhere in between error and fault.
[1]
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01 Example: Ping of Death (Simplified)

The Internet Protocol (IP) specifies a way to fragment packets for narrow paths.
Packets must be smaller than 26 bytes. Fragments have 13 bit offset into original
packet measured in 8-byte-units.

uint8_.t packet[65536]; // Will hold complete packet
uint13_t fragment_offset; // from fragment [P header
uint16_t payload._length; // from fragment [P header

if (payload_length > maximum) // usually 1492
goto error_handling;

// Put fragment into correct place in original packet

memcpy (packet + fragment_offset*8, fragment_payload,
payload_length);
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01 Example: Ping of Death (Cont'd)

For fragment_offset = 2'8 — 1 and payload_length > 7, the reassembly algorithm
will overflow its buffer.

Windows 95 panics when it receives such a packet fragment.
Important data structures are overwritten by the last fragment.

The code doesn’t check array bounds properly.
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01 Example: Ping of Death (Cont'd)

For fragment_offset = 2'8 — 1 and payload_length > 7, the reassembly algorithm
will overflow its buffer.

Windows 95 panics when it receives such a packet fragment. Failure
Important data structures are overwritten by the last fragment.

The code doesn’t check array bounds properly.
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01 Example: Ping of Death (Cont'd)

For fragment_offset = 2'8 — 1 and payload_length > 7, the reassembly algorithm
will overflow its buffer.

Windows 95 panics when it receives such a packet fragment. Failure
Important data structures are overwritten by the last fragment. Error

The code doesn’t check array bounds properly.
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01 Example: Ping of Death (Cont'd)

For fragment_offset = 2'8 — 1 and payload_length > 7, the reassembly algorithm
will overflow its buffer.

Windows 95 panics when it receives such a packet fragment. Failure
Important data structures are overwritten by the last fragment. Error

The code doesn't check array bounds properly. Fault
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Fault — Error — Failure
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01 The Zune 30 Meltdown

Try to calculate the current year given the days passed since 1980:

int year = 1980;
while (days > 365) {
if (IsLeapYear(year)) {
if (days > 366) {

days —= 366;
year += 1;
t
} else {
days —= 365;
year += 1;

}
}
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01 The Zune 30 Meltdown

Try to calculate the current year given the days passed since 1980:

int year = 1980;
while (days > 365) {
if (IsLeapYear(year)) {
if (days > 366) {

days —= 366;
year += 1;
} .
} else { Failure
days —= 365; On December 313, 2008 all Zune 30s
year += 1; drained their battery.

}
}

TU Dresden, 2013/1/16 Debugging slide 11 of 60



TECHNISCHE
@ UNIVERSITAT
DRESDEN

01 The Zune 30 Meltdown

Try to calculate the current year given the days passed since 1980:

int year = 1980;
while (days > 365) {
if (IsLeapYear(year)) {
if (days > 366) {

days —= 366;
year += 1;
t
} else { Error
days —= 365; The while loop does not terminate.
year += 1;

}
}
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01 The Zune 30 Meltdown

Try to calculate the current year given the days passed since 1980:

int year = 1980;
while (days > 365) {
if (IsLeapYear(year)) {
if (days > 366) {

days —= 366;
year += 1;
}
} else { Fault
days —= 365; Code does not handle
year += 1; IsLeapYear(year) && (days == 366).

}
}
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02 Qutline

Basics
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02 Entering the Debugger

User Interrupt

The debugger interrupts the
running program.

Software Breakpoints

Debugger inserts special
opcodes that cause a trap.

TU Dresden, 2013/1/16

Debugging

Exceptions

The program executed an illegal
operation.

Hardware Breakpoints

The CPU can be programmed to
cause a trap at certain points
using special debugging
registers.
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Jan 4 04:52:24 nb-awln-bsd wtpd_initres[1208]1: couldn’t resolve *2.freeh

ntp.org’, giving up on it
Starting bsdstats.
MEVE

Fatal trap 12: page fault while in kernel mode
cpuid = 8; apic id = 88

fault virtual address Bxc3laa?194
fault code supervisor read, page not present
instruction pointer B%208 :8xc89578d6

0x20 :8xc2faeb?4

8x28 :Bxc2faeb74

base Bx8, linik @xfffff, type Bx1b
DPL @, pres 1, def32 1, gran 1
interrupt enabled, resume, IOPL = 8

stack pointer
frame pointer
code segment

processor ef lags

current process = B (iwi@ taskq)
trap number =12

panic: page fault

cpuid = @

Uptime: 28s

Canmot dump. Device not defined or unavailable.

Automatic reboot in 15 seconds - press a key on the console to abort
-=> Press a key on the console to reboot,

-=> or switch off the systen nou.

sd. poo |
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02 What do we want to know?

Given a failure (for example a program crash because of an illegal memory
read/write), we usually get from the hardware/operating system:

® the current register set (including the instruction pointer) and
® the application’s raw, unstructured data.

We want to know:
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02 What do we want to know?

Given a failure (for example a program crash because of an illegal memory
read/write), we usually get from the hardware/operating system:

® the current register set (including the instruction pointer) and
® the application’s raw, unstructured data.

We want to know:

® where we are (position in source file),
® how we got there (backtrace), and
® what the state of the program is (values of variables).

How does a debugger translate between those worlds?
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02 Detour: Stack Layout

The stack (together with global variables) describes the current state of execution.
IA-32 (x86) ABI uses two CPU registers to manage the stack:

ESP A pointer to the top element of the stack.
EBP A pointer to the frame of the current function.
Frames form a linked list from the initial function to the current one!
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int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer
add $8, J%esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP EBP

el
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer
add $8, J%esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP EBP

0000 0002
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000

Hellagsiol



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer
add $8, J%esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

0000 0002

0000 0001

0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000

ESP EBP
|



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

0000 0002
4000 120D
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000

ESP EBP
|




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, hebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

0000 0002

0000 0001
4000 120D

0000 0024
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000

ESP EBP
|




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

0000 0002

0000 0001
4000 120D

0000 0024
0000 0000
0000 0000
0000 0000
0000 0000
0000 0000

ESP




int inner(int f)

{

return f;
}

int outer(int a, int b)
int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp

sub $4, %esp _
mov 8(%ebp), %heax <~
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)

call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C

_0x%187]

0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001

“[4000 120D

(0060 ooza} - |




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax

add 0xC(%ebp),%eax

mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, Yesp
leave

ret

push $2

push $1

call outer

add $8, %esp

-
-

-

0x20

0x1C |
0x18

0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0000
0000 0000
0000 0000
0000 0000
0000 0000



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

____0x10- 5 0000 0000

ESP




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0003
0000 0000
0000 0000
0000 0000
0000 0000



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0003
0000 0003
0000 0000
0000 0000
0000 0000




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp <«
leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0003
0000 0003
4000 O3FD
0000 0000
0000 0000




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp <«
leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C

0x08 -\

0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0003
0000 0003
4000 O3FD
0000 0014
0000 0000




inner:
push %ebp
mov %esp, hebp

mov 8(%ebp), %eax . ESP EBP
leave M :
ret R I
int inner(int f) o \\OXQO 0000 0002
{ push %ebp vxic| [0000 0001 !
return f; mov %esp, %ebp AN
} sub $4, Yesp Ox18\ 4000 120D
int outer(int a, int b) mov 8(Yebp), %eax 0x14 0000 0024 |
{ add 0xC(%ebp),%eax
et & 0 o & B oy Yoeez, ~(GE) 0x10 0000 0003
return inner(c); pushd -4(%ebp) 0x0C 0000 0003
} call inner
add $4, Yesp < 0x08-|--1 4000 03FD
. |
outer(l, 2); leave 0x04 {0000 0014 k—- - - -
ret
0x00 0000 0000
push $2
push $1

call outer
add $8, Y%esp -



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp <«
leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C

0x08 -\

0x04
0x00

0000 0002
0000 0001
4000 120D
0000 0024
0000 0003
0000 0003
4000 O3FD
0000 0014
0000 0000

ESP EBP
|



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp <
leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0003
0000 0003
4000 O3FD
0000 0014
0000 0000




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0003
0000 0003
4000 03FD
0000 0014
0000 0000




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer

add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP

0000 0002
0000 0001
4000 120D

0000 0024 -+ -

0000 0003
0000 0003
4000 03FD
0000 0014
0000 0000



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer
add $8, %esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

0000 0002
4000 120D
0000 0024
0000 0003
0000 0003
4000 03FD
0000 0014
0000 0000

ESP EBP
|




int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer
add $8, J%esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

0000 0002

0000 0001

4000 120D
0000 0024
0000 0003
0000 0003
4000 03FD
0000 0014
0000 0000

ESP EBP
|



int inner(int f)

{

return f;

}

int outer(int a, int b)

int ¢ = a + b;
return inner(c);

}

outer(1l, 2);

inner:

push %ebp

mov %esp, hebp
mov 8(%ebp), %eax
leave

ret

outer:

push %ebp

mov %esp, %ebp
sub $4, %esp

mov 8(%ebp), %eax
add 0xC(%ebp) ,%eax
mov %eax, -4(%ebp)
pushd -4(%ebp)
call inner

add $4, %esp

leave

ret

push $2

push $1

call outer
add $8, J%esp

0x20
0x1C
0x18
0x14
0x10
0x0C
0x08
0x04
0x00

ESP EBP

el
0000 0002
0000 0001
4000 120D
0000 0024
0000 0003
0000 0003
4000 03FD
0000 0014
0000 0000



TECHNISCHE
@ UNIVERSITAT
DRESDEN

02 Stack Layout (contd)

0x20

TU Dresden, 2013/1/16

0x1C
0x18
0x14

0x10
0x0C
0x08

EBP

Call Frame (C/C++)

® EBP points to current frame.

® Arguments and Local variables are
referenced relative to frame pointer.

® Next frame pointer is at EBP.
® Return address is EBP+4.

Backtrace

® Follow link of frame pointers.

® Use return address (or EIP for first
frame) to resolve function name
and arguments.

Debugging slide 18 of 60



TECHNISCHE
@ UNIVERSITAT
DRESDEN

02 C Calling Convention Trivia

In the C calling convention the caller cleans up the stack adding 1 instruction per
function call, while x86 has an instruction to do it in the RET instruction. Why?

Arguments are pushed right-to-left. Wouldn't left-to-right be more natural?
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TECHNISCHE
UNIVERSITAT
DRESDEN

02 C Calling Convention Trivia

In the C calling convention the caller cleans up the stack adding 1 instruction per
function call, while x86 has an instruction to do it in the RET instruction. Why?

Arguments are pushed right-to-left. Wouldn't left-to-right be more natural?

The callee does not need to know how many arguments are on the stack:

® printf
® va list, stdarg.h
® ( did not require function prototypes for a long time

TU Dresden, 2013/1/16 Debugging slide 19 of 60



TECHNISCHE
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02 Watch out for Optimizations

-fomit-frame-pointer allows
GCC to use EBP for other
purposes when no frame pointer
is needed.

Tail Call Optimization turns calls
into jumps when they are in tail
position.

int complex(int a) ;nt simple {int a)
{
return a+5;

} }

return complex(a);

TU Dresden, 2013/1/16 Debugging slide 20 of 60
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DRESDEN

02 Optimizations vs. Debugging

Until now the debugger relied on conventions to

® find parameters and variables,
® unwind the stack,

but adhering to conventions obstructs compiler optimization, such as

TU Dresden, 2013/1/16 Debugging slide 21 of 60



TECHNISCHE
UNIVERSITAT
DRESDEN

02 Optimizations vs. Debugging

Until now the debugger relied on conventions to

® find parameters and variables,
® unwind the stack,

but adhering to conventions obstructs compiler optimization, such as

® keeping variables in registers,
® inlining functions,
[ )

TU Dresden, 2013/1/16 Debugging

slide 21 of 60
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02 Understanding the Binary

Use debugging information. The UNIX world uses ELF and DWARF.

ELF DWARF [3]
® [xecutable and Linkable ® (more or less)
Format (or Extensible language-independent
Linking Format) debugging information

embedded in special ELF

® the lingua franca of UNIX !
sections

executable formats
® aims to be OS and CPU ® call frame/data layout
architecture neutral information

® very versatile ® |ine number information

TU Dresden, 2013/1/16 Debugging slide 22 of 60
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02 Attaching Metainformation to Code

Naive Solution DWARF Solution
Store Store programs that generate
® source file, line number, ® the Call Frame Information
Table,

® call frame information,
® |ine Number Table, and

® compute variable locations.

® |ocation of variables

for every single instruction in the
binary.

TU Dresden, 2013/1/16 Debugging slide 23 of 60



OOk wWwN =

#include <stdio.h>
void hello (void)

puts ("Hello.World!\n");

objdump -W:

0 <hello>:

0: push %ebp

1: mov %esp,’%ebp

3: sub $0x14,%esp
6: push somepointer
b

Extended opcode 2: set Address to 0x0

Special opcode 8: Address +=

Line +=
Special opcode 90: Address +=
Line +=
Special opcode 188: Address +=
Line +=

Advance PC by 2 to 0x15

0
3
6

1
13
1

: call puts
10: add $0x10, %esp
13: leave
14: ret
(0x00)
(4)
(0x06)
(8)
(0x13)
()

Extended opcode 1: End of Sequence



OOk wWwN =

#include <stdio.h>

void hello (void)

puts ("Hello.World!\n")

objdump -W:

0 <hello>:
0: 55

1: 89 eb

3: 83 ec 14
6: 68 00 00 00 00
b: e8 fc ff ff ff
10: 83 c4 10

13: ¢9

14: c3

Extended opcode 2: set Address to 0x0

Special opcode 8: Address
Line

Special opcode 90: Address
Line

Special opcode 188: Address
Line

Advance PC by 2 to 0x15

+=
+=

0
3
6

1
13
1

(0x00)
(4)
(0x06)
(5)
(0x13)
(6)

Extended opcode 1: End of Sequence



OOk wWwN =

#include <stdio.h>

void hello (void)

puts ("Hello.World!\n")

objdump -W:

0 <hello>:
0: 55<— Line 4
1: 89 eb

3: 83 ec 14
6: 68 00 00 00 00
b: e8 fc ff ff ff
10: 83 c4 10

13: ¢9

14: c3

Extended opcode 2: set Address to 0x0

Special opcode 8: Address
Line

Special opcode 90: Address
Line

Special opcode 188: Address
Line

Advance PC by 2 to 0x15

+=
+=

0
3
6

1
13
1

(0x00)
(4)
(0x06)
(5)
(0x13)
(6)

Extended opcode 1: End of Sequence



OOk wWwN =

#include <stdio.h>

void hello (void)

puts ("Hello.World!\n")

objdump -W:

0 <hello>:
0: 55<— Line 4
1: 89 eb

3: 83 ec 14
6: 68 00 00 00 00« Line 5
b: e8 fc ff ff ff

10: 83 c4 10

13: ¢9

14: c3

Extended opcode 2: set Address to 0x0

Special opcode 8: Address
Line

Special opcode 90: Address
Line

Special opcode 188: Address
Line

Advance PC by 2 to 0x15

+=
+=

0
3
6

1
13
1

(0x00)
(4)
(0x06)
(5)
(0x13)
(6)

Extended opcode 1: End of Sequence



OOk wWwN =

#include <stdio.h>

void hello (void)

puts ("Hello.World!\n")

objdump -W:

0 <hello>:
0: 55<— Line 4
1: 89 eb

3: 83 ec 14
6: 68 00 00 00 00« Line 5
b: e8 fc ff ff ff

10: 83 c4 10

13: c94 Line 6

14: c3

Extended opcode 2: set Address to 0x0

Special opcode 8: Address
Line

Special opcode 90: Address
Line

Special opcode 188: Address
Line

Advance PC by 2 to 0x15

+=
+=

0
3
6

1
13
1

(0x00)
(4)
(0x06)
(5)
(0x13)
(6)

Extended opcode 1: End of Sequence



OOk wWwN =

#include <stdio.h>

void hello (void)

puts ("Hello.World!\n")

objdump -W:

0 <hello>:

0: 55<— Line 4

1: 89 eb« Line 4

3: 83 ec 14« Line 4

6: 68 00 00 00 00« Line 5
b: e8 fc ff ff ff« Line 5
10: 83 c4 10« Line 5

13: c94 Line 6

14: ¢3¢« Line 6

Extended opcode 2: set Address to 0x0

Special opcode 8: Address
Line

Special opcode 90: Address
Line

Special opcode 188: Address
Line

Advance PC by 2 to 0x15

+=
+=

0
3
6

1
13
1

(0x00)
(4)
(0x06)
(5)
(0x13)
(6)

Extended opcode 1: End of Sequence



TECHNISCHE
@ UNIVERSITAT
DRESDEN

02 Data Layout

Compile Unit

Data is described in a
/ \\ graph of records.

Base Type  Structure Type  Subprogram

Frame and structure
offsets are computed by
stack machine programs.

Parameter  Variable
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TECHNISCHE
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02 Data Layout (cont'd)

Abbrev Number: 6 (DW_TAG_structure_type)

DW_AT _name : foo
DW_AT_byte_size : 16
[...]
struct foo { Abbrev Number: 7 (DW_TAG_member)
. . DW_AT _name :a
int a; o3
. char b[10]; DW_AT_type : <0x4f>
b DW_AT_data_member_location: DW_OP_plus_uconst: 0
Abbrev Number: 7 (DW_TAG_member)
DW_AT_name : b
[...]
DW_AT_type : <0xb0>

DW_AT_data_member_location: DW_OP_plus_uconst: 4

TU Dresden, 2013/1/16 Debugging slide 26 of 60
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02 Call Frame Information

Abbrev Number: 117 (DW TAG_subprogram)

DW_AT _name
DW_AT_decl_file
DW_AT_decl_line
DW_AT_type
DW_AT_low_pc
DW_AT_high_pc
DW_AT_frame_base
DW_AT_sibling

01
: 136

: <0x267bf>

: 0x4043d6

: 0x4043eb

: 0xc966 (location list)
: <0x307dc>

(indirect string, offset: 0x481d): strchr

Abbrev Number: 118 (DW_TAG_formal_parameter)

DW_AT _name
DW_AT_decl_file
DW_AT_decl_line
DW_AT_type
DW_AT_location

TU Dresden, 2013/1/16

H
HE

: 136

: <0x267bf>

¢ 0xc992 (location list)

Debugging
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02 Frame Pointer in Optimized Code

char xstrchr(char xs, int c)
{
do {
if (c == xs)
return s;
} while (xs++);
return O;

}

4043d6:
4043d7:
404349:
4043dc:
4043de:
4043e0:
4043e2:
4043e4:
4043eb5:
4043e7:
4043€9:
4043ea:

0000c966 004043d6 004043d7 (DW_OP_bregd: 4)
0000c966 004043d7 004043ea (DW_OP_bregd: 8)
0000c966 004043ea 004043eb (DW_OP_bregd: 4)

TU Dresden, 2013/1/16 Debugging

push

mov

%ebx

(heax) ,%cl

movsbl %cl, %ebx

cmp
je
test
je
inc
jmp
xor
pop
ret

%ebx, %edx
4043e9
%ecl, el
4043e7
fheax
4043d7
%eax, fheax
%hebx



TECHNISCHE
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02 Finding Variable Values in Optimized Code

DWAREF includes a stack-based untyped Forth-like language to describe how to
retrieve certain values from the program state.

DW_OP._ Stack (before)
dup a
drop a
over ab
plus_uconst:x a
bregn:x

dref X
It ab
bra:x a

Stack (after)
aa

aba

a+x

regn+x

value at address x

1if a < b, 0 otherwise

(skip x bytes of code, unless a = 0)
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02 Finding Variable Values in Optimized Code

unsigned
minshift (unsigned start,

unsigned size,

unsigned minshift)
{
unsigned shift = bsf(start | (1u << 31)));
if (shift < minshift) minshift = shift;
shift = bsr(size | 1);
if (shift < minshift) return shift;
return minshift;

}

TU Dresden, 2013/1/16 Debugging slide 30 of 60



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;

DW_OP_dup;

DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0;

DW_0OP_swap;

DW_0P_over;

DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;

DW_OP_bra: 1;

DW_0OP_swap;

DW_0P_drop;

DW_OP_stack_value

Parameters in EAX, EDX, ECX on entry.

401298:
401299:
40129e:
40129f:
4012a2:
4012ab:
4012a8:
4012aa:
4012ac:
4012b1:
4012b3:
4012b6:
4012b8:
4012ba:
4012bd:
4012c0:
4012cl:
4012c2:

push Yesi

or $0x80000000,%eax
push %ebx

or $0x1,%edx

bsf Y%eax,’%ebx
sub $0x4,%esp
mov %edx,%eax
mov %ecx,kesi
call bsr

cmp %esi,%eax
cmovbe %eax,%esi
mov %ebx,%eax
cmp %ebx,%esi
cmovbe %esi,leax
add $0x4,%esp
pop %hebx

pop %esi

ret



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX
EBX



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX
EBX



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX
EBX+2%



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX
EBX+2%



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;
DW_0P_dup;
DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0; EBX
DW_0OP_swap; EBX+2%
DW_0OP_over; ESI
DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;
DW_0P_dup;
DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0; EBX
DW_0OP_swap; EBX+2%
DW_0OP_over; ESI
DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;
DW_0P_dup;
DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0; EBX
DW_0P_swap; ESI
DW_0OP_over; EBX+231
DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;
DW_0P_dup;
DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0; EBX
DW_0P_swap; ESI
DW_0OP_over; EBX+231
DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;

DW_0P_dup;

DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0;

DW_0P_swap;

DW_0OP_over;

DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;

DW_OP_bra: 1;

DW_0OP_swap;

DW_0OP_drop;

DW_0P_stack_value

EBX

ES
EBX+2%7
ES



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;

DW_0P_dup;

DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0;

DW_0P_swap;

DW_0OP_over;

DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;

DW_OP_bra: 1;

DW_0OP_swap;

DW_0OP_drop;

DW_0P_stack_value

EBX

ES
EBX+2%7
ES



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;

DW_0P_dup;

DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0;

DW_0P_swap;

DW_0OP_over;

DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;

DW_OP_bra: 1;

DW_0OP_swap;

DW_0OP_drop;

DW_0P_stack_value

EBX

ES
EBX+2%7
ESI+231



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;

DW_0P_dup;

DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0;

DW_0P_swap;

DW_0OP_over;

DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;

DW_OP_bra: 1;

DW_0OP_swap;

DW_0OP_drop;

DW_0P_stack_value

EBX

ES
EBX+2%7
ESI+231



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;
DW_0P_dup;
DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0; EBX
DW_0P_swap; ESI
DW_0OP_over; 0
DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value



(parameter minshift)
0000d09b 004012ac 004012b0
DW_0OP_bregl: 0;
DW_0P_dup;
DW_OP_plus_uconst: 2147483648;
DW_0OP_breg3: 0; EBX
DW_0P_swap; ESI
DW_0OP_over; 0
DW_OP_plus_uconst: 2147483648;
DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX
ESI



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

EBX
ESI



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

ES
EBX



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

ES
EBX



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

ES



(parameter minshift)
0000d409b 004012ac 004012b0

DW_0OP_bregl: 0;
DW_0P_dup;

DW_0OP_plus_uconst:

DW_0OP_breg3: 0;
DW_0P_swap;
DW_0OP_over;

DW_0P_plus_uconst:

DW_0OP_1t;
DW_OP_bra: 1;
DW_0OP_swap;
DW_0OP_drop;
DW_0P_stack_value

2147483648;

2147483648;

ES
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02 Short Summary

We have seen how to:

generate backtraces,

[ ]

® |ocate corresponding source code,
® find values in optimized code, and
[ )

interpret data.
But it was x86 only. What about ARM, AMD64, ...?

® DWARF is cross-platform, cross-architecture,
® principles apply to other architectures as well.
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02 DWARF

...Is intended to allow debugging even in highly optimized code, using

® 3 set of densely coded tables (Source code, CFl) and
® byte-code programs (compute values/locations).

Of course, there are problems:
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02 DWARF

...Is intended to allow debugging even in highly optimized code, using

® 3 set of densely coded tables (Source code, CFl) and
® byte-code programs (compute values/locations).

Of course, there are problems:

® complex (Turing-complete?)
® hard to implement on both sides (compiler/debugger)
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03 Outline

Kernel Debuggers
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03 Debugger: Where shall you go?

Application debuggers are usually applications themselves, with some general
support from the kernel. But where to put the debugger, if you want to debug the
kernel itself?

as application?

as part of the kernel?

as application on a remote system?

integrated into a Virtual Machine Monitor?
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03 Debugger: Where shall you go?

Application debuggers are usually applications themselves, with some general
support from the kernel. But where to put the debugger, if you want to debug the
kernel itself?

® as-appheation?

® 3s part of the kernel?

® 3as application on a remote system?

® integrated into a Virtual Machine Monitor?
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03 Example: FreeBSD's DDB

...is a complete debugger inside the FreeBSD kernel with support for:

® online debugging:
— breakpoints
— stacktraces
— examining/manipulating kernel data

® deadlock/lock-orderreversal detection

® writing the OS state to disk (kernel dump)
o
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03 Example: FreeBSD's DDB (cont'd)

Input via USB Kernel Dump
® USB keyboards are ® needs block device
increasingly common subsystem to work (IDE,
® new USB stack in FreeBSD USB,...)
8 did not support polling ® needs (part of) swap
mode at first subsystem to work

® USB keyboards unusable in
DDB

(Fixed before FreeBSD 8.0)
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03 Example: Fiasco's JDB

...is a fully-fledged debugger implemented in the microkernel. JDB is about one
third of Fiasco's source code.
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03 Example: Fiasco's JDB

...is a fully-fledged debugger implemented in the microkernel. JDB is about one
third of Fiasco's source code.

A concept is tolerated inside the microkernel only if moving it outside
the kernel, i.e., permitting competing implementations, would prevent
the implementation of the system’s required functionality.

Jochen Liedtke
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03 As Part of the Kernel?

The debugger is a subsystem in the kernel.

Pro Contra
® highly integrated ® subsystems used by the
® specialized tools possible debugger are out of scope

® potentially very large

® Dlurry distinction between
kernel and debugger

® microkernel?
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03 As application on a remote system?

The debugger is an application on another host. The kernel contains low-level
debugging and communication infrastructure in a small stub.

Pro Contra
® reuse existing application ® application debuggers
debuggers (GDB) ill-suited
® GUI frontends ® pad integration into OS
® |ess development effort ® communication?
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03 Communicating with a Remote Stub

RS-232

® not available out-of-the-box
anymore

® serial line driven by two
known 1/O ports

® trivial to send data from
anywhere in your code

® slow (typically max 115200
baud)

TU Dresden, 2013/1/16 Debugging

EHCI Debug Port

not always supported by
EHCI controller

RS-232 replacement for
legacy-free systems

no complete USB stack
needed, but PCI. ..

need special USB Debug
Device ( 90$)

speed?
never seen in the wild. ..
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03 As application using a core dump?

The debugger is an application on another host. The kernel is able to dump all its

state to permanent storage.

Pro

® reuse existing application
debuggers (GDB)

® GUI frontends

® |ess development effort

® no need to communicate

TU Dresden, 2013/1/16 Debugging

Contra

application debuggers
ill-suited

OS needs to be able to
write to permanent storage

debugged system is dead
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03 Integrated into a VMM?

Special case of remote debugging. The VMM implements stub functionality directly.
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03 Integrated into a VMM?

Special case of remote debugging. The VMM implements stub functionality directly.

Pro Contra

® able to debug everything ® |imited to a small set of

® o test box needed virtual hardware

® no OS-specific stub
needed

® even less integration into
oS
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03 Detour: A Small Stub?

The typical debugging stub (about 1000-2000 LOC) for GDB contains:

® communication over a serial line,
® the increasingly complex GDB protocol implementation

in order to:
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03 Detour: A Small Stub?

The typical debugging stub (about 1000-2000 LOC) for GDB contains:

® communication over a serial line,
® the increasingly complex GDB protocol implementation

in order to:

® access and manipulate memory and CPU state (registers),
® control execution.
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03 Reducing Stub Size ...

With off-the-shelf hardware
(Firewire) we have direct remote
access to:

® physical memory (Remote
DMA) and

® basic execution control by
sending interrupts

from a remote computer. We
could also use a custom:

® Thunderbolt,

® PCI/PCMCIA or
PCle/ExpressCard device.
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03 Reducing Stub Size ... (cont'd)

The stub still needs to:
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03 Reducing Stub Size ... (cont'd)

The stub still needs to:

® handle these interrupts,
® expose CPU state.

The remote host takes over:

® resolving physical to virtual addresses,
® setting breakpoints.
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03 ...to Zero.

If we can read memory without any help, why not inject the needed stub at

runtime?
Pro Contra
® Stub can be developed as ® slightly fragile
separate project. ° ?

® One stub for multiple
target kernels.

There is an experimental implementation for the NOVA hypervisor.

TU Dresden, 2013/1/16 Debugging
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04 Qutline

System Debugger
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04 The Glorious Past

Generais ...

built in the early 80s,
a single-user OS
a single-address-space OS without a clear kernel/application distinction,

a language runtime

written almost completely in Zetalisp and some assembler.
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04 Problems for a Multi-Server OS

Application

libc + System Call
Bindings

System Call
Entry

VES / MM
Ext2 VFAT

Monolithic
Kernel

TU Dresden, 2013/1/16

Application
:-'(? uClibe
VES/BE
111)
BE Rofs B L4fs
BE
open(), read()
mmap ()
IVilem|*Rofs: Li4fs
IE IE IE
_'“,-".' ag MOE VPES

Microkernel

Debugging
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04 Problems for a Multi-Server OS

While Genera is amazing, its approach does not apply to modern OSes. Writing a
systems debugger for a microkernel OS is an open field of research.
Application state is potentially scattered among several servers.

The monolithic kernel sees The microkernel sees tasks,
processes, pipes, sockets, files, memory mappings, IPC gates,

A kernel debugger is not enough!

TU Dresden, 2013/1/16 Debugging slide 54 of 60



TECHNISCHE
@ UNIVERSITAT
DRESDEN

04 Making it Worse

GDB is used almost exclusively for remote debugging, yet has no concept of:

® multiple address spaces (or virtual memory in general),
® multiple CPUs,
® special registers, such as CR3 or MSRs.
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04 Making it Worse

GDB is used almost exclusively for remote debugging, yet has no concept of:

® multiple address spaces (or virtual memory in general),
® multiple CPUs,
® special registers, such as CR3 or MSRs.

It is an application debugger after all.
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05 Outline

Final Remarks
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05 Noteworthy Alternatives to Debugging

Use the right tool for the job at hand:

Valgrind a toolkit to build sophisticated analysis programs using binary
translation. Ported to L4!
® memory/heap analysis
® thread-safety analysis
® cache analysis
dtrace an advanced tracing framework for Solaris/FreeBSD/. ... Can be
used to find non-functional/performance bugs.
® gathers information from an abundance of probe points in
the kernel
® small overhead
® uses an AWK-like language for scripting
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05 Better not debug at all

Writing bug-free code is not that hard:

® \ersion Control!

® Document your code!

® Make assumptions explicit!

® \\rite test cases!

® Use a proper language (when you can)!

— bounds checking

— garbage collection

— expressive type system
generic programming/macros
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05 Next Week

Next week's lecture will be about the Genode Operating System Framework by
Norman Feske, OS group alumni and co-founder of Genode Labs.

The last lecture will be on Resilience on January 29th.
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‘ Algirdas Avizienis et al, 2001
Fundamental Concepts of Dependability
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