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Who am |7

Embedded Systems Developer at
Bosch

Security Researcher at TU Berlin

Senior OS Engineer at
Kernkonzept GmbH












Device Accumulation

e Private
e Business
* Development

e You name it




Security

* Emerging threats
» Existing OS not secure
 Future applications
- eHealth
« Mobile payment (NFC)

* Encrypted voice and text
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Security cont.

®00e0 02 e = 14:05 9 386 9 [ )

"Everybody" wants its own
secure smartphone

- Governments

« Businesses

i

Samsung.com C

T~ ﬁiéﬁ&ﬁﬁééh’r’i& o ;'A,;,si.-'c'aﬁaaséeumy ~+ Mobile Device Management — L”s’éiﬁéﬁhé I

KNOX ™ for Enterpn'se

Platform Sccurity _ \
Samsung Knox Mcresses pagom, securiy ’ Samsurg KI 'ex

wiha Comprehensiye. three-prangeq —

strategy 1o SECUE the sysyem, Customizaply Application Layer Container
Secure Boge, ARt4® Tm%u&b:snu — T —
Integris, Measiremep, Architecs jrg (Tinaa, Andraig Frameworks

and a knmavvmn buitin S@Qﬂfy (Med S50
MOM iz (Single Sign o)

Application Laye,
Android Frameweey
Linux

Boot Loader

TrustZone

Cuxbmlubh Secure Boot*
Cus!omizable Secure Boot €nsures that only verifieq and authorizeq Software can fun on the
device, Customizable Secure Boot s 5 Primary Component that forms the firgt line of defense
against Mmalicious attacks on devices with Samsung KNOX. |n addition, Samsung Knox's Secure
Boot technology allows the Switch of the Secure boot root certificate in a secyre manner after the

Sncumy Enhanwm-nl- for Androig
Securily Enhancements for Androig provides an enhanceq Mmechanism to enfo,

- -



Usabillity vs. Security

® Bring your own device

e Security == bad usabillity




DILBERT by Scott Adams

YOUR USER REQUIRE-
MENTS INCLUCE FOUR
HUNDRED FEATURES.

CO YOU REALIZE THAT
NO HUMAN WOULD BE
ABLE TO USE A PRODUCT
WITH THAT LEVEL OF
COMPLEXITY?

—asy to usel

ﬂnh © 2001 Uained Festure Byndiaste. ne.

—

GOOD POINT.
ID BETTER ADD
"EASY TO USE”
TO THE LIST.

\
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Patch OS?

Bad update record
Fragmentation




Add security layer”?

Change middleware
Improve permission model




Virtualization




L4Android Framework

Make L4Linux run Android



Application Framework

( Notification Manager ) ( Activity Manager ) ( Window Manager ) ( Resource Manager )
( Package Manager ) ( Telephony Manager ) ( Location Manager ) ( Media Manager )
( Surface Manager ) ( Crypto Manager )

~— User

™ Kernel
Linux Kernel

. O Gemitne) (o) (Comemes ) )

Instead of this




Application Framework

Notification Manager Activity Manager ) ( Window Manager

Package Manager )( Telephony Manager )( Location Manager )( Media Manager )
( Surface Manager ) ( )

.....................................................................................................................................................................................................................

O )

.....................................................................................................................................................................................................................

Platform support

User

Kernel
[ Microkernel }

we want this




Microkernel as Hypervisor

« Less code, less errors Kernel

* Improvements over monolithic kernels \ ’
| —" BN

 Fault isolation

\

* Improved acces control - \
* Flexibility

 Needs runtime environment

Microkernel



Fiasco.OC + L4Re

 3rd gen. microkernel + runtime environment

- x86 and ARM, SMP support

« SVM, VT-x

* L4Re provides basic services



Virtualization: L4Linux

* Applicable to non-virtualizable
platforms

* Binary compatible to native

e Up-to-date Linux

Firefox Gimp

LSLinulx Secure|| Native
erne App App
Infrastructure
Microkernel

Hardware (CPU, Memory, Devices)




Steps and Building Blocks




Cebit 2011

* Intel Moorestown prototype

* Virtualized Android + 2nd Linux
+ driver Linux

e No direct hardware access

£ zxcvbnmd®&

ns s

* Only touchscreen and display

e NoO sensors

e No network




Prototype Architecture

..................................................................................................................

. VM (private) . VM

f N s N
Android userlevel :
software stack Busybox
(unmodified) ’ '

[ Fiasco.OC ]




Implementation Steps

- Patch L4Linux with Android
+pbinder, wakelocks, ashmem, ...
- GPIO subsystem
-+ Required for touchscreen and display

- fo-drv: MMIO replay from Linux driver



Towards the L4Android Framework

-+ Support for ARM and x86
- Android
- (Generic hardware interface for both architectures

- Require no hardware modifications or extensions
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.........................................................

. VM (private)

L4Android Kernel h

Android
(unmodified)
\( Android HAL )/

C Paravirt Drivers ) J 1

.................................................

" VM (business)

Android
(unmodified)

( Android HAL
\

L4Android Kernel
( Paravirt Drivers )

..................................................

-

.....................................................................................................................................................................................................................

i Platform support & device drivers

" oy )(

) C Sensors )( Power Source )

......................................................................................................................................................................................................................

- < User

Microkernel

} Kernel

L 4AAndroid Architecture



“L4Android: A Generic Operating System
Framework for Secure Smartphones”

—-ACM SPSM ’11, Chicago, IL, USA



L 4Android

e Open source project

¢ |[4android.org

L4Android News Download Building

L4Android

Android on top of L4

Screenshots

Quick Links

Welcome to L4Android

Recently some major and minor players proposed virtualization solutions for smartphones.
At the Mobile World Congress 2011 VMware showed off two Android instances running on
one smartphone, e.g. one instance for private the other for business purposes. Working on
the same topic for almost a year now we thought it is time to move our Android related
research project from academia to the public.

Our solution is completely open source and you can go ahead and check out the code or try

it out with our demo imaages.

What is L4Android?

Who we are

Related

Fiasco.OC
L4Re

L4Linux

Meta

Mailing Lists
Twitter

NAantant



http://l4android.org

Appl icatiOnS picture © www.norebbo.com
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The Virtual Modem™

Prevent signaling attacks on phone

Protect user from cellular trojans

*Taming Mr. Hayes: Mitigating Signaling Based Attacks on Smartphones, IEEE DSN 2012



Virtual Modem Architecture

com.android.phone

RIL daemon

User

H -




Virtual Modem Results

- Mitigate known signaling attacks
- Prevent premium number SMS

- Hinders SMS controlled botnets



SIMKoO




SIMKoO

e Sichere Mobile Kommunikation

e Confidential government
communication

* Data never leaves
iInfrastructure unencrypted

* Meet BSI requirements for VS-
NfD (confidential)




: . Access Control
SiMKo Client Encryption

Kernel-Protection

Krypto-Karte

Back Office Connector

GeNUA

Firewall | Mailsystem

o o

L
SiMKo 2
VJ /l
Windows Bl -l . | p-
phone
NCP
VPN

SIMKo2

picture © www.telekom.de
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Why SIMK037? i

Windows

Mobile

* SiIMKo2 problems
e Hardware EOL
 No real control

* Locked system

* No Apps

Simko2 Access Blocker




SIMKo3 Requirements

- Open Source Solution

- Emphasis on security (MAC, small TCB)
-+ Reuse legacy software

- with existing VS-NfD approval

- Commodity OS



...........................................................

" VM (private) " VM (business)

" A @ D
| . ( Simple Userland, no Ul :
Android Android
(unmodified) . | VPN, Multiplexing (unmodified)

" Platform support & device drivers

( oispay ) Touch  )( semsors (" PowerSource ) PowerMgmt )
( 12C )( SPI )( GPIO )[ Timer )( Clocks )

.................................................................................................................................................................................

......................................................................................................................................................................................................................

W < User

Kernel
[ Microkernel ]

SIMKo3 Architecture Multi-server OS




Lite & Work

snmsunc @0 @

“ “ O: 5 4 Do, 23. Februar 1 0:47 Do, 23. Februar

| 1054 | work rlc  life

Donnerstag, 23. Februar

Update Anruf
Simko Update verfigbar Julia — 2 Minuten
HEUTE EEE _ . ,
i Sicherheitshinweis Nachricht
13:00 -14:00 La Pausa L . .
Mittagessen mit Herr Sander Passwort seit 6 Monaten Julia = 5 Minuten

nicht erneuert

16:30 -17:30 Raum 203
Telko (Frau Horst, Margit, Frank)

MORGEN

09:00 - 10:00 Raum 210
Jour Fixe

13:30-14:30 Terminal 2 ﬁ o m
Flug nach Stuttgart ~—

Play Store  Angry Birds Maps

00000

\ Telefon Kontakte  Apps Nachrichten E-Mail
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SIMKo3 Timeline

Team of 8 persons
Gave birth to 2 startups

Moorestown prototype

Summer 2011

@ Base system with 1 Android VM on
ARM and x86

® August 2011
Base system + 1 VM on Galaxy S2

o Late 2011

Input + Sensor drivers, first HAL support

 Cebit 2012
Galaxy S2 prototype, 2 VMs, Modem

+ Late 2012

Galaxy S3 port, first power management

@ August 2013
BSI approval



Crossover: Secure UI



Observation 1: Rough conditions
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Presentations

|~

[T
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Double-tap to edit

00000 02-de 7T 16:19 9 49 % m )

. . . . e 250films.net
One application at a time 250fiIms ..

* Your IMDb Top 250

Films that are currently listed in the famous IMDb Top 250
Click a movie to mark it as seen. Since you are not logged in
your progress will be saved in your cookies. If you want to

- Fullscreen + information panel T S e e

Make-up & Kosmetik

wvrw flaconi. de/make-up

Hochwertige Kosmetik bei Flaconi bestellen, mit 2-3 Gratisproben! prs—

D= Filter: All | Checke Not checkec 1
. The Shawshank Redemption 1994 mob | suyon amazan

! The Godfather 1972 mob | Buy o amazan
. The Godfather: Part Il 1974 oy | 8y on amazn

Pulp Fiction 1994 oo Buy on amazsn

II'buono, il brutto, il cattivo 1966 mon | Buy on amazn

'I 12 Angry Men 1957 moe | 8uy on amazon

n Schindler's List 1993 mon |8y on amazen

[ The Lord of the Rings: The Return of the King 2003 mob | Buy on amazon
¥

E Fight Club 1999 mob | 8uy n amazon

! Star Wars: Episode V - The Empire Strikes Back 1980 imob | Buy cn amazan
u The Lord of the Rings: The Fellowship of the Ring 2001 non | 8uy on amaze
e

% One Flew Over the Cuckoo's Nest 1975 mn | uy on amazan

S

Inception 2010 oo | uy on amazon
)

B Goodfellas 1990 woe auy an amazzo

Observation 2: Application-centric Ul



 Security Level Indicator as trusted path ®

—— Secure VM ——
10:27 e
- |[dentify active environment
Application
» Switch between VMs




 Security Level Indicator as trusted path ®

—— Secure VM ——
10:27 ME
- |[dentify active environment
Application
» Switch between VMs

« Secure global menu

 Central policy for device-global functions




 Security Level Indicator as trusted path ®

—— Secure VM ——
10:27 ME
- |[dentify active environment
Application
» Switch between VMs

« Secure global menu

 Central policy for device-global functions

« Secure Lockscreen, lock device while idle

« Central notification center




Crossover Architecture

[ Crossover GUI




“Crossover: Secure and Usable User Interface
for Mobile. Devices With Multiple Personalities”

—-ACSAC 2013, New Orleans, LA, USA



“Challenges”
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How to boot for fast
development cycles”

Custom bootloader with USB and
fastboot support.

D



s there a serial
interface”?

Multiplexed via micro USB port or
audio jack.

D



How to develop native
drivers?

Read TRMs with 1000+ pages.
Read Linux drivers.

D



Reuse proprietary
binary blobs”

3G baseband
Audio

Use L4Linux as driver

D



Power management?

Frequency scaling
Shutdown idle cores

Now almost equal to native




(More) Questions”?




