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Learning Objective

* Deepen knowledge on operating systems

- Functionality

- Structure What | cannot create,
- Implementation | do not understand
* Learning By Doing: OO-StuBS - Richard Feynman

- Develop an OS from scratch
- Understand HW/SW interface and PC technology

Strong recommendation: Actively participate
in the lab exercises, hand in solutions!
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Prerequisites

* You ..
* ... have basic knowledge on OSs (e.g. from BuS)

* ... like programming
- C/C++, Assembler (x86)

Don’t panic!
* ... like programming close to the hardware E

[=]

* ... like concurrency problems

* ... have a certain degree of perseverance

[=]
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Organization

* Lecture
(1.5h weekly, Tue 11:10-12:40, APB/EOQ5)

* Exercise
(1.5h weekly, Wed 11:10-12:40, APB/E040)
- In-depth interactive discussion of lecture topics, especially technical
details
- Necessary technical background for practical exercises

* Lab
(0-3h weekly, Tue 14:50-16:20 and/or Wed 14:50-16:20, APB/E040)

- Work on exercise tasks in groups of 2-3 students with technical
support

- Hand in + discuss your solutions
(goal: maintain a working code base that doesn’t break later in the semester)
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Exam

 Qral, after the semester

* Topics: Lecture AND exercise content

* INF-PM-ANW or INF-PM-FOR, anyone?

Don’t miss the exam registration deadline with the examination office!

Contact sandy.seifarth-haupold@tu-dresden.de for an examination

appointment - as early as possible!

Expect delays due to second-examiner synchronization

(Komplexpriifung), vacation period etc. E -

[=]
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Hybrid Teaching / Communication

Mailing list (subscribe!)
Chat (also for you to freely use!):
#betriebssystembau:tu-dresden.de

Lecture + exercise: hybrid via BBB

- Questions via BBB chat (presence audience: please relay!)

- BBB-internal recordings (best effort, no guarantees)

Lab: in presence; additionally online support via Matrix

Feedback: in person (interrupt me!), or using above channels,
or via our Anonymous Mailbox

Feedback via email, Matrix, or ouf [ anonymous mailbox
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Teaching Staff

* Horst Schirmeier

- Lecture

- EXercise
* Robin Thunig
- Lab

- Technical support
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Overview: Lectures

L1:
L 2:
L 3:
L 4:
L 5:
L 6:
L /.
L &:
L 9:
L 10:
L11:
L12:

2024-04-09

Introduction

Operating-System Development 101
Interrupts - Hardware

Interrupts - Software

Interrupts - Synchronization
Intel®64: The 32/64-Bit Intel Architecture
Coroutines and Threads

Scheduling

Thread Synchronization
Inter-process Communication

Bus Systems

Device Drivers

OSC: LO1 Introduction
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OS Development (Not Always Comfy)

* First Steps
How to get your OS onto the target hardware?
- Compilation/Linking
— Boot process
* Testing and Debugging
What to do if your system doesn’t respond?
- “printf debugging”

- Emulators, virtual machines
- Debuggers
- Remote Debugging

- Hardware support

2024-04-09 OSC: LO1 Introduction
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Overview: Lectures

L1: Introduction

1. An expedition through the
architecture of the x86 PC

L2:  Operating-System Development 101

L3: Interrupts - Hardware
L4: Interrupts - Software
L5: Interrupts - Synchronization

L6: Intel®64: The 32/64-Bit Intel Architecture
L7.  Coroutines and Threads

L 8:  Scheduling

L9:  Thread Synchronization

L 10: Inter-process Communication

L11: Bus Systems

L 12: Device Drivers
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Interrupts

* ...in general 1. An expedition through the

- Vector tables architecture of the x86 PC

— Spurious interrupts

- Nested interrupts

e ...inthe PC
- PIC and APIC

- Interrupts in multi-processor systems
- IDT
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The Intel CPU Programming Model

x86: History and developments

Relics

- 8086 Real Mode,

A20 Gate

Protected mode,

protection rings

Task model

2024-04-09

1.

An expedition through the
architecture of the x86 PC

IA-32 / x86-64: Segments
Segment Register SR BT
NS — Index register
(|3:SS |; Scale
ES 1 2, 4o0r8
DS
< Selector y + Dlsplac.ement‘
Effectwe (in the instruction)
address '
Table ~ Segment Linear
= boundar;; adress space
Gsl
= @ = Operand
ES | 4 Linear
Haos DSS‘ address «~
Limit |
™ Start address Segment start selected
Segment descriptors address segment
0 24
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PC Bus Systems

* Architecture and programming 1. An expedition through the

* Local buses architecture of the x86 PC

-~ PCland PCl Express Interacting with PCI Devices

- AG P Memory address space

OXFFFFFFFF
PCI devices

— AMD HyperTransport

Intel QP = L
B n 0x00000000
te Q Device
driver I/0 address space

OXFFFFFFFF
(OXFFFF
for PC)

PCI 0x00000000 a
=

Initiali- . .
Configuration address space w
zation

J 0:1.0 -
-

0:1.1 <

PCI

BIOS

0:2.0 -
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Overview: Lectures

L1: Introduction
2. Control flows and their

interactions

L2:  Operating-System Development 101

L3: Interrupts - Hardware
L4: Interrupts - Software
L5: Interrupts - Synchronization

L6: Intel®64: The 32/64-Bit Intel Architecture
L7: Coroutines and Threads

L 8:  Scheduling

L9: Thread Synchronization

L 10: Inter-process Communication

L11: Bus Systems

L 12: Device Drivers
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Interrupt Synchronization

* Interplay between interrupt

handling and “normal” control flow interactions

* Hardware mechanisms
- “Hard synchronization”
 Software mechanisms

- “Nonblocking
synchronization”

- Pro-/epilogue model

- Interrupt transparency

2024-04-09

2. Control flows and their

Control-Flow Level Model

* Generalization to multiple interrupt levels:

~ Control flowson L, are
* interrupted anytime by control flows on L, (forf<g)
* never interrupted by control flows on L, (fore<f
* sequentialized with other control flows on L,

- Control flows can switch levels
* by special operations (here: modifying the status register)

L SR.irql=1 SR.irql=0

OSC: LO1 Introduction
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(not interruptible)
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Threads

* Implementing threads on x86

- Implementing context switches

- Basis: Coroutines

- Preemptive
scheduling

e Thread models

- lightweight vs.
heavyweight vs.
featherweight

2024-04-09

interactions

2. Control flows and their

Control-Flow Level Model: new

« Control flowson L are

- interrupted anytime by control flows on L, (for f<g)
- never interrupted by control flows on L_ (fore<f)
- sequentialized with other control flows on L, (forf=>0)
- preempted by other control flows on Ls (forf=0)

L, -~ Thread level

(interruptible, preemptible)

Control flows on level Lo (thread
level) are preemptible.

L, - Epilogue level

(interruptible, not preemptible)

To maintain consistency on this

L, - Interrupt level

(not interruptible, not preemptible)

level, we need additional
mechanisms for thread

synchronization.

OSC: LO1 Introduction
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Thread Synchronization

2. Control flows and their
* Blocking vs. non-blocking interactions

* Multiprocessor thread synchronization
* Semaphor - the ultimate synchronization primitive?

* Specific problems
- Interrelationship between synchronization and scheduling

- Deadlocks revisited

2024-04-09 OSC: LO1 Introduction 21
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Inter-process communication (IPC)

* Abstractions beyond semaphor
and message

2. Control flows and their
interactions

* Relationship between IPC and synchronization

- real-world examples

* Duality of message-oriented and procedure-oriented systems

- Lauer & Needham

2024-04-09 OSC: LO1 Introduction
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Overview: Lectures

L1: Introduction )
3. OS concepts in general

and in Linux/Windows

L2:  Operating-System Development 101

L3: Interrupts - Hardware
L4: Interrupts - Software
L5: Interrupts - Synchronization

L6: Intel®64: The 32/64-Bit Intel Architecture
L7.  Coroutines and Threads

L8: Scheduling

L9:  Thread Synchronization

L 10: Inter-process Communication

L11: Bus Systems

L 12: Device Drivers
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Scheduling

- Basic principles and
classification
* Scheduling and
interrupt
synchronization

* Schedulingin
multiprocessor systems

 (Case studies:
Linux and Windows

2024-04-09

Recapitulation, deepening

3. OS concepts in general
and in Linux/Windows

Linux’ Modular Scheduler

Priority (0 = high, 139 = low)

0
sched rt
2
o
2
- 99
a
3
0a 100
139
sched fair
sched_rt and

sched_fair are
Scheduler Classes

List head %ﬁTa_sk“)

List head —' Task )— Task )— Task )

List head

List head |—{ Task )— Task )

virtual runtime

Task ) Task ) (" Task )

Processing

0SC: L08 Scheduling 47

OSC: LO1 Introduction

24




UNIVERSITAT
DRESDEN

o TECHNISCHE

Device Programming

3. OS concepts in general
and in Linux/Windows

* Variety of typical PC devices and problems

- Mouse, hard disk, hardware-accelerated graphics cards

* Driver models Windows - Typical 1/0 Procedure

L \) NtWriteFile(file_handle, char_buffer)

* real-world I/O

System services (1) Find file system and driver

systems

File-system

{@ driver

—

I S

- Windows, Linux

driver

Disk
driver

‘\9 '?k |

using the file object

(2) Write data to specific byte
offsetin file

(3) Calculate position on disk

\4 Forward I/O request

1/0 (5) Write data to specific byte

~ offset on the disk

(6) Translate position to disk
number and offset

(7) Forward I/0 request

(&) Write data to specific byte
offset on disk 2

() Calculate physical block and
initiate operation

Manager

Return to application process (!) 31
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Overview: Exercise and Lab
Structure of the “O0O-StuBS” operating system:

2024-04-09 OSC: LO1 Introduction

Operating-system development

27



TECHNISCHE
@ UNIVERSITAT
DRESDEN

Overview: Exercise and Lab

Programming tasks:

Operating-system development

2024-04-09 OSC: LO1 Introduction

28



TECHNISCHE
UNIVERSITAT
DRESDEN

machine
CPU I0 Port Key —_- Keyboard Controller PIT
toc CGA_Screen = PIC Plugbox =
thread \ object -
/ — Chain L Locker
Dispatcher Coroutine |- &
h T / “\._\ [
1 /' e
| | / | ) - ~.. —@ Guard
= Queue
Scheduler = Entrant T ~
A A " T Stringbuffer 5 Secure
f\ \\\\\.
List A s
I S~
O_Stream Gate —
guard
> N ANS
'-._‘ / P ‘ \ AWy
Bellringer
g Bell Keyboard Panic Watch
Organizer [——=| Customer Waitingroom
A i\ ‘ NA . CGA Stream
‘ .
Semaphore Buzzer
A meeting device
Guarded_ Organizer— Thread Guarded_Semaphore Guarded Buzzer Guarded Keyboard Random
/'\:' \\ sysca il Iibra ry
Application
user
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Lehrveranstaltungen

Mon 11:10

Verteilte

(German, presence)

"~ Mon 14:50
_ (Probably) Last chance!

Schedulingtheorie

Mikrokernbasierte Mikrokern-
Betriebssysteme Betriebssysteme konstruktion

Betriebssystem- Komplexpraktikum / Thu 13:00
bau Mikrokernsysteme ~ (English, hybrid)
Paper Reading Group

Hauptseminar / EZAG

Komplexpraktikum
Systemnahe
Programmierung

+ spannende Themen fur

Abschluss- und

Sommer Winter

Forschungsarbeiten t
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Operating-System Construction

See you tomorrow
in the first exercise!

2024-04-09 OSC: LO1 Introduction
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