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Classification

IDS Honeypot

• requires signatures

• only covers known 
attacks

• similar problems as virus 
scanners

• any connection attempt 
is suspicious

• false positives unlikely

• virtual network as 
researcher’s playground
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high
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low
interaction

physical

virtual honeyd



Architecture

Figure 2: This diagram gives an overview of Honeyd’s
architecture. Incoming packets are dispatched to the
correct protocol handler. For TCP and UDP, the con-
figured services receive new data and send responses
if necessary. All outgoing packets are modified by the
personality engine to mimic the behavior of the config-
ured network stack. The routing component is optional
and used only when Honeyd simulates network topolo-
gies.

3.2 Architecture

Honeyd’s architecture consists of several compo-
nents: a configuration database, a central packet dis-
patcher, protocol handlers, a personality engine, and
an optional routing component; see Figure 2.

Incoming packets are processed by the central
packet dispatcher. It first checks the length of an
IP packet and verifies the packet’s checksum. The
framework is aware of the three major Internet pro-
tocols: ICMP, TCP and UDP. Packets for other pro-
tocols are logged and silently discarded.

Before it can process a packet, the dispatcher
must query the configuration database to find a hon-
eypot configuration that corresponds to the destina-
tion IP address. If no specific configuration exists, a
default template is used. Given a configuration, the
packet and corresponding configuration is handed to
the protocol specific handler.

The ICMP protocol handler supports most ICMP
requests. By default, all honeypot configurations re-
spond to echo requests and process destination un-
reachable messages. The handling of other requests
depends on the configured personalities as described
in Section 3.3.

For TCP and UDP, the framework can establish

connections to arbitrary services. Services are ex-
ternal applications that receive data on stdin and
send their output to stdout. The behavior of a ser-
vice depends entirely on the external application.
When a connection request is received, the frame-
work checks if the packet is part of an established
connection. In that case, any new data is sent to
the already started service application. If the packet
contains a connection request, a new process is cre-
ated to run the appropriate service. Instead of cre-
ating a new process for each connection, the frame-
work supports subsystems and internal services. A
subsystem is an application that runs in the name
space of the virtual honeypot. The subsystem spe-
cific application is started when the corresponding
virtual honeypot is instantiated. A subsystem can
bind to ports, accept connections, and initiate net-
work tra!c. While a subsystem runs as an external
process, an internal service is a Python script that
executes within Honeyd. Internal services require
even less resources than subsystems but can only
accept connections and not initiate them.

Honeyd contains a simplified TCP state machine.
The three-way handshake for connection establish-
ment and connection teardown via FIN or RST are
fully supported, but receiver and congestion window
management is not fully implemented.

UDP datagrams are passed directly to the appli-
cation. When the framework receives a UDP packet
for a closed port, it sends an ICMP port unreach-
able message unless this is forbidden by the config-
ured personality. In sending ICMP port unreach-
able messages, the framework allows network map-
ping tools like traceroute to discover the simulated
network topology.

In addition to establishing a connection to a lo-
cal service, the framework also supports redirection
of connections. The redirection may be static or it
can depend on the connection quadruple (source ad-
dress, source port, destination address and destina-
tion port). Redirection lets us forward a connection
request for a service on a virtual honeypot to a ser-
vice running on a real server. For example, we can
redirect DNS requests to a proper name server. Or
we can reflect connections back to an adversary, e.g.
just for fun we might redirect an SSH connection
back to the originating host and cause the adver-
sary to attack her own SSH server. Evil laugh.

Before a packet is sent to the network, it is pro-
cessed by the personality engine. The personality
engine adjusts the packet’s content so that it appears
to originate from the network stack of the configured



Challenges

• getting the traffic routed to the
honeyd-machine

• thwart honeyd detection by mimicking 
fingerprints of existing network stacks

• simulate virtual network links between the 
virtual hosts



Evaluation
fingerprints identified
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Figure 9: The graph shows the per-packet process-
ing time depending on the number of virtual honey-
pots. For one thousand randomly chosen destination
addresses, the processing time is about 0.022 ms per
packet. For 250,000 destination addresses, it increases
to about 0.032 ms.

honeypots but would not a!ect the performance of
a real host. In the following section, we present a
performance analysis of Honeyd.

4.2 Performance

We analyze Honeyd’s performance on a 1.1 GHz
Pentium III over an idle 100 MBit/s network. To de-
termine the aggregate bandwidth supported by Hon-
eyd, we configure it to route the 10/8 network and
measure its response rate to ICMP echo requests
sent to IP addresses at di!erent depths within a vir-
tual routing topology. To get a base of comparison,
we first send ICMP echo requests to the IP address
of the Honeyd host because the operating system
responds to these requests directly. We then send
ICMP echo requests to virtual IP addresses at dif-
ferent depths of the virtual routing topology.

Figure 8 shows the fraction of returned ICMP
echo replies for di!erent request rates. The upper
graph shows the results for sending 400 byte ICMP
echo request packets. We see that Honeyd starts
dropping reply packets at a bandwidth of 30 MBit/s.
For packets sent to Honeyd’s entry router, we mea-
sure a 10% reply packet loss. For packets sent to
IP addresses deeper in the routing topology, the loss
of reply packets increases to up to 30%. The lower
graph shows the results for sending 800 byte ICMP
echo request packets. Due to the larger packet size,
the rate of packets is reduced by half and we see
that for any destination IP address, the packet loss
is only up to 10%.

To understand how Honeyd’s performance de-
pends on the number of configured honeypots, we
use a micro-benchmark that measures how the pro-
cessing time per packet changes with an increasing

number of configured templates. The benchmark
chooses a random destination address from the con-
figured templates and sends a TCP SYN segment
to a closed port. We measure how long it takes
for Honeyd to process the packet and generate a
TCP RST segment. The measurement is repeated
80,000 times. Figure 9 shows that for one thousand
templates the processing time is about 0.022 ms per
packet which is equivalent to about 45,000 packets
per second. For 250,000 templates, the processing
time increases to 0.032 ms or about 31,000 packets
per second.

To evaluate Honeyd’s TCP end-to-end perfor-
mance, we create a simple internal echo service.
When a TCP connection has been established, the
service outputs a single line of status information
and then echos all the input it receives. We mea-
sure how many TCP requests Honeyd can support
per second by creating TCP connections from 65536
random source IP addresses in 10.1/16 to 65536
random destination addresses in 10.1/16. To de-
crease the client load, we developed a tool that cre-
ates TCP connections without requiring state on the
client. A request is successful when the client sees its
own data packet echoed by the echo service running
under Honeyd. A successful transaction between a
random client address Cr and a random virtual hon-
eypot Hr requires the following exchange:

1. Cr ! Hr: TCP SYN segment

2. Hr ! Cr: TCP SYN|ACK segment

3. Cr ! Hr: TCP ACK segment

4. Hr ! Cr: banner payload

5. Cr ! Hr: data payload

6. Cr ! Hr: TCP ACK segment (banner)

7. Hr ! Cr: TCP ACK segment (data)

8. Hr ! Cr: echoed data payload

9. Cr ! Hr: TCP RST segment

The client does not close the TCP connection via
a FIN segment as this would require state. Depend-
ing on the load of the Honeyd machine, it is possible
that the banner and echoed data payload may arrive
in the same segment.

Figure 10 shows the results from our TCP per-
formance measurement. We repeated our measure-
ments at least five times and show the average re-
sult including standard deviation. The upper graph



Applications

• decoys

• detecting worms and other malware

• disinfect malware-spreading machines

• detect SPAM



Discussion

• „Shallow“ virtualization applicable elsewhere?

• Limitations of the concept?

• You cannot infiltrate botnets.

• Is honeyd secure?

• Is this a viable defense?

• How to separate new malware from IBR?

• How is disinfection supposed to work?


