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Abstract

Although modern computer systems process increasing asairsensitive, private, and
valuable information, most of today’s operating systemSg{ail to protect confidential data
against unauthorized disclosure over covert channelsuri®gcthe large code bases of these
OSs and checking the secured code for the absence of coaertels would come at enormous
costs. Microkernels significantly reduce the necessamigtéd code. However, cost-efficient,
provable confidential-data protection in microkerneldzhsystems is still challenging.

This thesis makes two central contributions to the provaitgection of confidential data
against disclosure over covert channels:

¢ A budget-enforcing, fixed-priority scheduler that prowadliminates covert timing chan-
nels in open microkernel-based systems; and

¢ A sound control-flow-sensitive security type system ford@wel operating-system code.

To prevent scheduling-related timing channels, the prepesheduler treats possibly leaking,
blocked threads as if they were runnable. When it selectsatioread, it runs a higher classified
budget consumer.

A characterization of budget-consumer time as a blocking t@akes it possible to reuse a
large class of existing admission tests to determine winétlegproposed scheduler can meet the
real-time guarantees of all threads we envisage to run. @oedgo contemporary information-
flow-secure schedulers, significantly more real-time ttisezan be admitted for the proposed
scheduler.

The role of the proposed security type system is to proveetisgstem components free of
security policy violating information flows that simultamesly operate on behalf of differently
classified clients. In an open microkernel-based systepsetlare the microkernel and the
necessarily trusted multilevel servers.

To reduce the complexity of the security type system, C++afpey-system code is trans-
lated into a correspondinfpy program, which in turn is complemented with callsTay pro-
cedures describing the side effects of interactions wighuihderlying hardwareToyis a non-
deterministic intermediate programming language, whibhve designed specifically for this
purpose. A universal lattice for shared-memory progranabkes the type system to check the
resultingToy code for potentially harmful information flows, even if thecsirity policy of the
system is not known at the time of the analysis.

| demonstrate the feasibility of the proposed analysisiiedltase studies: a virtual-memory
access, L4 inter-process communication and a secure loait@e. In addition, | prove Osvik’s
countermeasure effective against AES cache side-chatiaeks. To my best knowledge, this
is the first security-type-system-based proof of such ateworeasure. The ability of a security
type system to tolerate temporary breaches of confidetytialiock-protected shared-memory
regions turned out to be fundamental for this proof.






Acknowledgements

First and foremost, | would like to thank my kids, my wife, amg parents for their continuing
love and support.

| would like to thank my advisor, Prof. Hermann Hartig, fas Bupport and gainful criticism.
Furthermore, | would like to thank the second reviewer o$ thiesis, Prof. Erik Poll, for his
detailed and helpful comments and for the opportunity ten@aany things during my visits of
the Digital Security Group in Nijmegen.

This thesis would not have become reality without the helmahy people. Special thanks
go to the members of the Operating Systems Group at TU Dresdguarticular, | would like
to thank Dr. Claude-Joachim Hamann for the many insightdussions about schedulers and
scheduling theory and Benjamin Engel for his help in movhig tvork into the right direction.
Thanks also for your helpful comments when we switched saahelsyou started commenting
on my thesis.

Last but not least, | want to thank Hendrik Tews and Tjark Wedbethe joy and pleasure |
had working with you in Robin. Thanks Hendrik for prove reagimy work and especially for
teaching an operating-systems guy like me this strange tabied formal methods.

Finally, those of you who like me had the pleasure of beingté&l/to one of Hermann’s
famous parties will surely agree with me and with the dolgHeaving earthAda79: “So
long, and thanks for all the fish”.






Erklarung

Hiermit versichere ich, dass die hier prasentierte Arbdag Ergebnis meiner alleinigen und
orginaren Forschung ist. Diese Arbeit ist ohne die Zuhgdeme unzulassiger Hilfe endstanden.
Alle genutzen Hilfsmittel sind als solche gekennzeichidé¢ aus fremden Quellen direkt oder
indirekt ibernommenen Gedanken sind in meiner Arbeit@lshe kenntlich gemacht.

Ich versichere weiterhin, dass ich die vorliegende Arbmibhnin gleicher oder in ahnlicher
Form einer anderen Prufungsbehodrde zum Zwecke der Prmmairgelegt habe. Diese Arbeit
wurde noch nicht veroffentlicht. Sie ist Bestandteil nesirersten Promotionsversuchs.

Marcus Volp

Vil






Contents

1.

Introduction 1
1.1. Microkernels . . . . . . . . 2
1.2. Security Type Systems . . . . . . . . . . e 4
1.3. Challenges and Contributions . . . . . . ... ... ... ... ....... 6
1.3.1. A Secure Budget-Enforcing Fixed-Priority Schedule . . . . . . .. 6
1.3.2. A Sound Security Type System for Low-Level OperaBygtem Code 8
1.4. ScopeandLimitations. . . . . . .. . .. ... ... . e 10
1.4.1. Perfect Information-Flow Security. . . . .. . ... ... ... ... 11
1.4.2. L4-Family Microkernels. . . . . . . ... ... ... . ... 12
1.4.3. Security Type Systems and Static Analyses. . . . . ... ... .. 12
1.4.4. ASSUMPLIONS. . . . . . . . o o 13
1.5, SYNOPSIS . . . . o e e 13
Foundations and Related Work 15
2.1. CovertChannels. . . . . . . . . . e 15
2.1.1. Storage and TimingChannels. . . . . ... ... ... .. ..... 15
2.1.2. NOISE. . . . . . 16
2.1.3. Hardware- and Software-Centric Covert Channels . . . . . . . .. 16
2.1.4. lllegal Information Flows in Source Code. . . . . . .. ... .. .. 16
2.2. Information-Flow Policies. . . . . . . . . . . ... .. 18
2.2.1. Lattice and Non-lattice Models. . . . . .. .. ... ... ...... 19
2.2.2. Intransitive Information-Flow Policies. . . . . . .. .. ... .. .. 19
2.2.3. Downgrading and Dynamic Policies. . . . . . .. ... ... .... 19
2.3. Non-interference. . . . . . . . . . 21
2.3.1. Non-influence . . . . . . .. ... ... 21
2.3.2. Cryptography and Non-interference. . . . . . .. .. ... .. ... 24
23.3. Unwinding . . . . . . . . 25
2.4. Security Type Systems and Related Static Informéefiom Analyses . . . . . 26
2.4.1. Control-Flow-Insensitive Security Type Systems . . . . . ... .. 27
2.4.2. Control-Flow-Sensitive Security Type Systems . . . . . . ... .. 28
2.4.3. Related Information-Flow Analyses. . . . . ... .. ... ..... 29
2.4.4. A-Priori Unknown Information-Flow Policies. . . . . . ... .. .. 30
2.4.5. Operating-System Functionality. . . . . . . . ... . ... ... .. 31
2.4.6. Timing-Leak Transformations . . . . . . .. ... ... ....... 32
2.4.7. Points-ToOAnalysis . . . . . . . . . . 33
2.4.8. Loop-Bound Analysis. . . . .. ... ... ... o 34
2.5. L4-Family Microkernels. . . . . . . . ... 34
25.1. ATypicalL4Server. . . . . . . . . . 36
2.5.2. Confinement. . . . . . ... ... .. ... 39
2.6. Non-interference-Secure Scheduling . . . . . ... ... ... ....... 40
2.7. Prototype Verification System (PVS). . . . . . ... .. .. ... ... ... 41



Contents

3. Avoiding External Timing Channels in Fixed-Priority Sch edulers 45
3.1. TheReThMoTaskModel. . . . . . . ... ... .. .. ... . ... ..... 46
3.1.1. Task Models for Non-interference Proofs. . . . . . . ... ... .. 46
3.1.2. Thread Scheduling Parameters . . . . . .. ... ... ....... 48
3.1.3. EXpressiveness . . . . . . . .. 52
3.2. External Timing Channels in Fixed-Priority Schedsler. . . . . . ... . .. 57
3.2.1. IndirectInfluence . . . . . .. .. ... ... 57
3.2.2. Influence due to Non-preemptive Execution. . . . . . .. ... .. 59
3.3. A Non-Interference-Secure Scheduler. . . . . . . ... ... ... ..... 60
3.3.1. Avoiding Information Leakage due to Direct and Iedirinfluences. . 61
3.3.2. Suitable Predicates fGountermeasurel. . . . . . .. .. ... ... 63
3.3.3. Transitive Information-Flow Policies. . . . . .. ... ... ... .. 64
3.3.4. Intransitive Information-Flow Policies. . . . .. .. .. .. ... .. 65
3.3.5. Avoiding Information Leakage due to Non-preempEwxecution . . . 69
3.3.6. Accounting. . . . . . ... e e 74
3.3.7. A Budget-Enforcing Fixed-Priority Lattice Scheelul . . . . . . . .. 74
3.3.8. Limited Number of Priorities . . . . . .. ... ... ... ...... 75
3.3.9. Internal-TimingChannels. . . . . . .. ... ... ... ... .... 78
3.3.10. Information-Flow Secure Proportional-Share Slakexs . . . . . . .. 78
3.4. A Machine-Checked Proof of Non-interference. . . . . . . ... ... ... 79
341, OVEIVIEW. . . . . o ot e e e e 80
3.4.2. State . . . . . 82
3.4.3. State Transformers. . . . . . . . . . . . . . .. ... 85
3.4.4. Invariants. . . . . . .. 92
3.4.5. Non-interference . . . . . . . . . . ... ... 93
3.4.6. Proof of Non-interference. . . . . . . ... ... ... ........ 95
3.4.7. Temporal Isolation of Non-interfering Threads. . . . . . .. .. .. 98
3.5. Real-Time Guarantees . . . . . . . . . . . . it 98
3.5.1. Time-Demand Analysis and Liu-Layland Criterion. . . . . . . . .. 98
3.5.2. ProhibitionTimes . . . . . . . .. ... .. ... .. 99
3.5.3. Blocking due to Self Suspension . . . . ... ... ... ...... 100
3.5.4. Blocking due to Non-preemptive Execution . . . . . ... ... .. 102
3.6. Practical Matters. . . . . . . . . .. 102
3.6.1. PrecedenceConstraints . . . . . . . .. .. .. ... ... .. ... 102
3.6.2. Dynamic Thread Creation . . . . . . .. .. .. .. ... ...... 103
3.6.3. Hierarchical Scheduling of Differently Classifiedréads . . . . . . . 104
3.6.4. TimesliceDonation . . . . . . ... .. ... .. ... .. .. ..., 105
3.7. RESOUICES . . . . . . . o e 107
3.7.1. SelfSuspension. . . . . ... . ... .. .. 107
3.7.2. Priority-Inheritance Protocol . . . . . .. . .. ... ... .. .. .. 108
3.7.3. Stack-Based Priority Ceiling Protocol. . . . . .. . ... ... ... 109
3.7.4. Basic Priority Ceiling Protocol and Donation Ceglin . . . . . . . .. 109
3.8, Summary. . . .. e 115
4. Statically Checking Confidentiality of Low-Level Operat ing-System Code 117
4.1. ARunningExample. . . . . . . . . .. e 118
4.2. Peculiarities of Low-Level Operating-SystemCode . . . . . .. ... ... 119
4.2.1. Interactions with the Underlying Kernel and withetPrograms . . . 119



Contents

4.2.2. Interactions with the Underlying Hardware. . . . . . . . ... ... 121
4.2.3. Low-Level Language Features in Operating-SystedeCo . . . . . . 124
4.2.4. Incomplete Knowledge about the Information-Floidgo. . . . . . . 128
4.2.5. A Protection-Parametric Information-Flow Anatysi . . . . . .. .. 129
4.3. Typing a Size-Aligned Virtual-MemoryRead . . . . . .. ... ... .... 131
4.4, ASSUMPLIONS . . . . . . o 133
4.5. Syntaxand Semanticsof Tay. . . . . . . . . . .. ... 134
45.1. MemoryModel. . . . .. .. .. ... ... 135
452, DataTypes. . . . . . . e e e 137
4.5.3. DynamicSemantiCs. . . . . . . . . ... 138
454, SharedMemory. . . . . . . . . . 143
455, CH++toToy . . . . . . o e 148
4.6. Learned SecretS. . . . . . . . .. 151
4.6.1. Secretsofthe Initial State . . . . . . ... ... ... ... ..... 151
4.6.2. EvolutionoflLearnedSecrets . . . . .. .. .. .. ... ...... 152
4.6.3. Constraining the Input Oracle to Prodi«&imilar Inputs . . . . . .. 153
46.4. Example . . . . .. 155
4.7. Security Type Systemfdoy. . . . . . . . . . ... 156
4.7.1. Control-Flow Non-Determinism . . . . . . . .. .. ... ... ... 156
4.7.2. Typing Rules for the Deterministic Corety . . . . ... .. .. .. 158
4.7.3. SOUNANESS. . . . . v o i e e 163
4.8, SUMMaAry . . . . . . o e e e e e e 168
5. Case Studies 169
5.1. Page-TableWalk. . . . . . . . . . ... . . 169
5.2. IPC . . e 172
53. BufferCache. . . . . . . . . . . 178
54, AES . . . . e 180
6. Conclusions and Future Work 185
A. Avoiding the Deactivation of Nonpreemptively Executing Threads 189

Xi






List

2.1
2.2.
2.3.
2.4.

3.1.
3.2.
3.3.
3.4.
3.5.
3.6.
3.7.
3.8.
3.9.
3.10.
3.11.
3.12.
3.13.
3.14.

4.1.
4.2.
4.3.
4.4.
4.5.
4.6.
4.7.

5.1.
5.2.
5.3.
5.4.
5.5.
5.6.

of Figures

Control-Flow Insensitive Security Type System. . . . . . . . .. ... ... 27
Flow-Sensitive Security Type System . . . . . . . . . . .. ... ... ... 28
Template ofan L4 Server. . . . . . . . . . 36
ServerLoop. . . . . . .. e 38
Thread State Diagram. . . . . . . . . . . . . 49
Scheduling Parameters. . . . . . . . . .. . .. .. ... . 50
Enforcing Blocking Limits. . . . . . . . ... ... ... ... . ... ... . 51
Indirect Influence Scenario . . . . . .. ... L Lo 58
Exceeded Execution Budget and Deadline by Delayingrpéons . . . . . . 59
Avoiding Information Leakage due to Direct and Indiredluences . . . . . . 62
Thread Activation . . . . . . . . . . . . . . 63
Mikro-SINA . . . . . 65
CryptographicGateway . . . . . . . . . . . . . . . e 67
Countermeasure to Avoid Leakage due to Non-Preeentiecution . . . . . 70
Blocking due to Self Suspensian. . . . . . . ... . ... ... ... ... 100
Self Suspension on Unavailable Resources . . . . . ... ... ... ... 108
Priority-Ceiling Protocol. . . . . . . . . . .. . ... . .. 110
DonationCeiling. . . . . . . . . . . .. e 112
Propagation of AccessedBits . . . . . . .. .. ... .. .. ... .. ... 132
Small Step Semantics ®dyExpressions.. . . . . . . .. ... ... ... 139
Small Step Semantics dbyStatements. . . . . . . . ... ... 141
A simple C++ pointer program and feytranslation. . . . . . .. ... ... 149
Stepwise-interleaved evaluation/of M, standt. . . . . . ... ... .. .. 154
Typing Rules fofoyExpressions . . . . . . . . . . . ... ... .. ..... 160
Typing Rules for the determinisfiloy Statements . . . . . . ... ... ... 161
Toyprogram of the IA32 page-table walk hardware side effect.. . . . . . . 171
Kernel entry and exit path for system calls of the Novamghypervisor. . . . 173
Source code of the IPC call operation of the Nova Micpahmyisor. . . . . . . 175
BufferCache . . . . . . . . . . 178
A hardware side effect for cache eviction . . . . . . .. ... ... ... .. 182
AES encryption. . . . . . . . 183

Xiii






1. Introduction

Today’s mobile, desktop, and server systems are widely tsqmocess data of high per-
sonal, commercial, or industrial value. Bank credentigisyate email, content protected
audio and video files, health care, and financial data are anfgw examples of data
whose confidentiality is worth protecting. Yet, despite mamears of research on identi-
fying [Kem83 KT96, KP91, TGC87, GM82], analyzing [Tro93 ABO03, Mil89a], and miti-
gating Hu91, Gra93 PN97 covert channelslfam73, and despite an equally long history of
academic and industrial efforts to build small, secure, mfidble operating-system kerngls
[SCS77 Fra83 Inc95 Kar88 Har85 FN79 SGLS77 KZB*91, SVJ 05, Inc09 LEAO7],
covert channels remain a serious security concern.

A covert channeis a communication channel that allows threads to transfermation in a
manner that violates the system’s security poli€{C87 Gal93. In the presence of poten-
tially harmful covert channels, no guarantees can be gigeto avhether attackers may learn
information about the sensitive data a system processes, ather words, whether the confi-
dentiality of sensitive data is preserved. On the other harsgstem can be secure even though
covert channels exists. Covert channels are benign if thapat be utilized or if the security
policy has already authorized information flows betweencttamunicating threads. To prov-
ably protect confidential data against leakage, we mustthier either demonstrate the absence
of utilizable covert channels, or we must show that no thredd legitimate access to confi-
dential data transfers information about this data oveh suchannel. Threads that do transfer
information over a covert channel are saiddakthis information.

Various covert channels have been identified in modern coengystems. In Sectio®.],
| elaborate on the nature of these channels in greater dé&ailnow, let us only distinguish
software-centric covert channegsuch as locks on shared files, unintentionally shared nsgio
of memory, or, more generally, software-implemented resesithat reveal how other threads
use them) fromhardware-centric covert channe{such as disk-arm movemen€C91], elec-
tromagnetic radiationr4ge77, or power consumptior{JJ99).

There are two outstanding reasons why covert channels galiinformation flows remain
an issue in today’s systems: the high costs of traditionah& and semi-formal methods
to assure the absence of potentially harmful covert chanragld, the size and complexity
of operating systems (OSs) in modern computer systems. rCcvannel analysis costs are
significant, both in terms of highly skilled personnel andemms of labor hours, even if the
analysis is carried out only on relatively small amountsade [Smi01, HKMY87]. Yet, most
of today’s computer systems run large and complex legacy. O3& kernel of these OSs
often exceeds 200,000 lines of code (LOGPHHOG and contains presumably between 400
and 1200 bugs@YC*01]. It is therefore little surprising that even security-anked legacy
OSs LS01] fail to protect confidential data against covert chann@BslRS04 and that only a
small fraction of today’s OSs address covert channels @K&iDZ].

1The kernel of an operating system is the code that runs in thst privileged processor mode.



CHAPTER 1. INTRODUCTION

In this dissertation, | strive for the provably perfect grtion of confidential data against
software-centric covert channels in low-level operataygtem code. Perfect means that even
the leakage of a single bit of information is considered tHarm

To provably protect confidential data in operating systenmsppose to combine the com-
plementary strength of two technologies: microkernels secdurity type systems, a static
language-based information-flow analysis. Hence, thisishis about provable confidential-
data protection in microkernel-based systems.

In this combined approach, the role of the microkernel isstacicovert channels by isolating
differently classified applications, legacy OS instanaes@perating-system servérd he role
of security type systems is to prove the absence of thoseisepalicy violating information
flows that isolation cannot sensibly avoid. These are tlegall information flows that follow
from invocations of the microkernel or from invocations gfepating-system servers that si-
multaneously operate on behalf of differently classifiedrts and that cannot be reinstantiated
for each such client. In the following, | shall call thesevees themultilevel serversf the
analyzed microkernel-based system. The microkernel aadnihtilevel servers | shall call
collectively themultilevel componentsf such a system.

The remainder of this introduction is organized as followext, | give a more detailed in-
troduction on microkernels, on security type systems, anthe roles they play in the prov-
able protection of confidential data in microkernel-basgstesns. Sectiod.3 summarizes the
contributions that this thesis makes and highlights thélehges that must be addressed. Sec-
tion 1.4discusses the scope of this thesis and the limitations géthéts it presents, Sectidrb
concludes this introduction by giving an outline of the remdar of this thesis.

1.1. Microkernels

The design philosophy of microkernel-based system&C " 74] is to implement a universally

applicable and absolutely reliable kernel — the microkerrighis kernel should implement
only those mechanisms that allow for a convenient, flexdnhel efficient implementation of OS
facilities and policies outside the kernel. The deterngrariteria for tolerating a mechanism in
the kernel is whether a required system functionality cabeamplemented if this mechanism
would reside outside the kernélig95].

Although first-generation microkernel8BB 86, ZPS99 BCE"94, SESS96 ADH89] were
rather large, inflexible, and slow, second-generation okiemels Lie95, Hil92, HK93, Sha99
KVO05, DAEE, SK08 PSLWO09 Han99 have been able to demonstrate that these characteristics
are not inherent. Second-generation microkernels achimiegoals with only three abstrac-
tions and two mechanisms:

e Address Spacesnappings of address-space local identifiers to resources;
e Threads:activities that execute inside address spaces; and

e Kernel Memory:memory that the kernel can use to create threads, addresssspser
memory and other kernel-implemented objects.

2Servers are application-level programs, which providees@® functionality to other application-level pro-
grams.



1.1. MICROKERNELS

Inter-process communicatidiPC) and araccess-control mechanidior kernel objects are the
two mechanisms, which complement these abstractions.nip{&ments a controlled exchange
of messages between threads executing in different adsjpasss. The in-kernel access-control
mechanism enforces the part of the security policy thatseegontrol which operations threads
can execute on a kernel-implemented object. Thereby, tih@protection enforcement is the
address space (i.e., all threads of an address space caisexke same privileges). Examples
of access-control mechanisms are access-control ligtabdaies DH66, Sha99 SA07, DAEE,
KV05, LW09, WL10, Ste09% reference monitorslfie92, SVJ"05 and access controls based
on static [nc95 or dynamic secrecy level/ EK 07, ZBWKMOE].

The size of second-generation microkernels is in the ordet4g000 LOC BEPHHO4.
This is about a quarter the size of the kernel of the Vax VMMrapieg systemKZB*91].
Second-generation microkernels host a variety of syst&haq9 HBB*98, HHF05, Hil92,
HERH93. And, even paravirtualizedLUY 708, Hoh96 Lac04 and unmodified legacy
OSs PSLW09 SKOg run on top of microkernels or microhypervisors. rAicrohypervisor
is a microkernel that supports unmodified guest OSs and\dieged virtual-machine moni-
tors [SGLS71T.

A particularly interesting (and from an information-flowrppective also very challenging)
class of microkernel-based systems are open systems agddso Deng et al.[DL97] and in
Hartig et al. HHF"05]. Open systems co-host not necessarily trustworthy le@yand their
applications next to security-sensitive and real-tim&eal applications on top of a microker-
nel. As a consequence, microkernels for open systems musihoencapsulate potentially
untrustworthy legacy OS instances; they must also meetrthieg requirements of simultane-
ously executing real-time applications.

The co-hosting ability of open systems facilitates a camsion principle, which signifi-
cantly reduces the trusted computing base of securitytsensr real-time-critical application
scenarios: to split sensitive applications into criticatlanto non-critical parts and to reuse
potentially untrustworthy legacy code for the non-critiparts HBB*98, HPHS04. In these
split-application scenarios, it is customary to cryptgdniaally®> protect WH08, SPHHO§
confidential data before the potentially untrustworthyalegcode can access it. However, in
some scenarios, it is also feasible to grant potentiallyustdvorthy applications and legacy OS
instances plaintext access to confidential dat&/F03. Then, the primary responsibility of
the microkernel and of the multilevel servers is to isolat parts of split applications in such
a way that confidential data cannot be leaked.

To avoid leakage, applications must be isolated both in pteat and in a spacial manner.
The enforcement of temporal isolation is the responsybdit the kernel-level scheduler. In
real-time systems, the term temporal isolation is meregdus express the requirement that
threads cannot violate the real-time guarantees (e.g.pledion within a specified amount of
time) of unrelated threads. However, as we shall see in @e8t2 on pages7, the protection
of confidential data against leakage requires a stronger étemporal isolation: timing must
not be a covert channel.

To isolate applications or parts of application-level peogs in a spatial manner, all accesses
to kernel objects, server-implemented resources, anch&r a@jpplication-level programs must
have been authorized by the system’s security policy. Toreafthis isolation with the in-kernel
access-control mechanism, the to-be-isolated parts neustrbin separate address spaces and
local identifiers must refer only to legitimately accessibbjects. This way, leakage is limited

3See Sectio@.3.2for a discussion about the relation between cryptograptyarfect information-flow security.
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CHAPTER 1. INTRODUCTION

to those objects to which the isolated threads in an addpegg$ave direct or indirect access.
However, because in-kernel access-control mechanismemgnenforce restrictions on the
release of information through system calls, informatiowl between legitimately accessible
objects are beyond the control of these mechani$nis/[/]. Hence, in-kernel access-control
mechanisms cannot prevent the microkernel from leakingrmétion from one kernel object to
another, nor can they prevent multilevel servers from kegkiient information into the objects
that the server implements for a differently classifiedralid his is where security type systems
come into play.

1.2. Security Type Systems

Inspired by the early work of the Dennind3[D77], security type system&/[5196] and related
language-based approaches to information-flow securitg leaolved into powerful tools to
statically check applications for the absence of secunticp violating information flows. For
an excellent overview see Sabelfeld and My&®iD3.

Essentially, security type systems work in the same way asl#ta type systems of modern
compilers: maintaining only the types of variables, bo#twsity type systems and data type
systems, abstract from concrete values and from the cenergiressions that compute these
values; both infer the types of expression results from ypeg of the expression parameters;
and, both check whether the types of these results are cdoigpatth the types of the variables
in which these results are stored.

The fundamental differences between security type systerdsdata type systems are the
types on which they operate: data type systems operate @otm@on language data typies,
float , bool , etc.; security type systems, on the other hand, operateecsecrecy levels of stored
information respectively on the secrecy levels up to whidn¢ual observers of a variable are
cleared.

Security type systems infer the secrecy level of an exprassisult as the least upper bound
of the secrecy levels of the expression parameters. Hemeg pessimistically assume that the
expression produces an encoding, which reveals informabout any data in these parameters.
To also prevent leakages through the control flow of a progsaurity type systems also check
variable assignments for implicit information flows. Wheeeinformation is assigned to an
observable variable, security type systems validate tieatssignment happens in a context
whose secrecy level is also legitimately observable. ddrgextdenotes where in the program
the assignment is located. Its secrecy level is the leagtruppund of the secrecy levels of the
conditionals (e.g., of if-statements) that have directesldontrol flow of the program to this
context. Hence, if legitimately observable data is writtea context that depends on a secret
conditional, the secrecy level of this conditional is chetkogether with the secrecy level of
the stored information by checking the least upper boundoti lsecrecy levels against the
clearance of eventual observers. A secrecy level of a resatimpatible with the clearance
of eventual observers of a variable if all observer cleazardominate the secrecy level of this
result. This is precisely the case if the greatest lower Hafrobserver clearances dominates
the result secrecy level. | will therefore call this lowernol theclearanceof this variable.

Thelattice mode[Den7q ensures that least upper bounds and greatest lower bolwelgsa
exist. A set of secrecy levels and the partial ordeslominates< form a lattice(S, <) if and
only if any non-empty finite subset’ C S of secrecy levels has a unique least upper and
greatest lower bound.



1.2. SECURITY TYPE SYSTEMS

Sound security type systems accept only those programardétee of security policy violat-
ing information flows. However, security type systems tgflicignore the timing behavior of
programs, and hence also the information programs leakidiwtheir timing behaviot. As a
consequence, security type systems are typically onlygsaith regards to a timing-insensitive
(and often also termination-insensitive) informationaflproperty: timing and termination-
insensitive non-interferenc&M82]. Non-interference attests the complete absence of $gcuri
policy violating information flows by requiring the checkpbgram to produce the same output
as seen by an arbitrafyclassified observer despite variationsfiri classified inputs.

To also address security policy violating information flalwvsough the program’s timing be-
havior, Agat Pga004d suggests a class of program transformations for timirsgmsitive non-
interference-secure programs calteding-leak transformationdProvided a timing-insensitive
security type system has already proven a program to be gimsensitive non-interference
secure, a timing-leak transformation eliminates the dlegformation flows that encode secrets
in the timing of internal and external events. Essentialych a transformation replaces all
secrecy-dependent operations of the to-be-transformagrgom with semantically equivalent
operations that exhibit a secrecy-independent timing \aeha As a result, the timing of
observable side effects of these operations can no longendeon the timing of preceding
secrecy-dependent operations. The transformed prograimirgy-sensitive non-interference
secure.

Still, security type systems have their limitations, whiigstify their combined application with
in-kernel access-control mechanisms:

Completeness Security type systems are nobmplete that is, they cannot classify all
information-flow secure programs as secure.

For example, typical security type systems will reject theo tsecure programs

I =h; 1 =1 —handl =h; | =0, although both evaluate to== 0 irrespective of the se-
cret value inh. Typical security type systems reject the first because #bsyract from
the concrete values imandh and from concrete arithmetic operationand—. Therefore,
they cannot detect that the subtraction removes the sealtetivfrom |I. Control-flow-
insensitive security type systems cannot accept the semardple because they require
all subprograms of a checked program to be secure on their OWwiously,| = h is not
secure if the temporary breach of confidentiality is not negghin a subsequent assign-
ment.

Size and Complexity Contemporary security type systems fail to accept somergnagjjust
because they are too large or to complex. In the foreseeathiref legacy OSs will likely
remain in this class of uncheckable programs, even if onddwmdertake the challenge
to secure them. However, the possibility to reuse theseye@&s in open microkernel-
based systems demonstrates the value of a suitable isohagohanism besides program
analysis.

Unsafe Compiler Optimizations  Aggressive and thus potentially unsafe compiler opti-
mizations can jeopardize the confidentiality guaranteesuafcessfully-checked pro-
grams. However, in our setting, a restriction to safe coemmptimizations is justified

4The security type system in Hedin et &i$09 is an exception.

5In these programs and in similar examples in the remaind#tisthesis,| andh are two variables withow
respectivelyhigh secrecy levels. The security policy authorizes informaflows from low to high but not
vice versa.
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only for the microkernel and for the multilevel servers: $erver can be re-instantiated
for differently classified clients, a single instance oktkerver needs to hold only those
information to which the clients of this instance are cldaryway. Hence, if we assume
that the kernel-level scheduler prevents schedulingeeleovert channels, and if we fur-
ther assume that neither the microkernel nor the multilseelers can be used by their
clients to illegally pass confidential information to otleéients, an access-control mech-
anism, which allows clients to access only their resped@mer instances, suffices to
prevent leakage. A central contribution of this thesis isdostruct a static information-
flow analysis, which establishes the second assumptiorhéomicrokernel and for the
multilevel servers. However, the above reasons show that @rograms need not to be
subjected to such an analysis. Hence, they do not dependeocapiler optimizations
to preserve their confidentiality guarantees.

Low-Level OS Code Finally, as we shall see in greater detail in Secto?on pagell9,
today’s security type systems cannot immediately be apptiehe low-level operating-
system servers of a microkernel-based system, nor can tbdyge sound results for the
microkernel itself.

Taken together, a successfully checked microkernel widmaporally isolating scheduler and a
sound security type system for low level operating-systedeaccompensate the limitations of
the respective other technology to provably protect contidedata in open microkernel-based
systems.

1.3. Challenges and Contributions

This dissertation makes two central contributions:

1. A modified budget-enforcing fixed-priority scheduler ttharovably eliminates
scheduling-related covert timing channels in open mianodédebased systems; and

2. A sound, control-flow-sensitive security type systemheak low-level operating-system
code for security policy violating information flows.

In the following, | give an extended introduction to thesatributions.

1.3.1. A Secure Budget-Enforcing Fixed-Priority Schedule  r

The abilities and limitations of access-control mechasisoprevent illegal information flows
that do not exploit timing behavior are well understobeéf76 Rus92 VEK 07, ZBWKMO06].
However, timing leaks are beyond the control of these mashan The first central contri-
bution of this thesis is therefore a budget-enforcing fipeidtity scheduler that provably
eliminates scheduling-related timing leaks in open mierakl-based systems. A scheduler is
budget enforcingf it prevents threads with exhausted execution budget fnomming.

Operating-systems typically take one of the following twapeoaches to avoid scheduling-
related covert channels: they add noise to all clocks andl tttzer timing sourcesHu97],

or they partition the system in both a spatial and in a tempoeaner [5al93. Security type
systems for programs that run on specific classes of schred898 SS0Q RS04 and security
type systems for programs that run on arbitrary schedu&28() complement these OS-level
solutions.
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However, because open systems also run real-time-craggalications, neither the two OS-
level solutions nor the language-based approaches arecpgr$uited for open microkernel-
based systems:

1. Fuzzy time Hu9]] reduces the bandwidth of scheduling-related covert calsnat the
cost of precise timing. Real-time workloads, which req@xact timing information to
take time stamps of incoming events and to trigger extengalads at precise points in
time, are thereby jeopardizeBCG*94)].

Moreover, fuzzy time alone cannot effectively mitigate exthling-related covert chan-
nels. Trostle Tro93 substantiates this point in his model of fuzzy time systerde
shows that a high-bandwidth covert channel (with data riasitélse order of 50 bits per
second) remains even if clock fluctuations are high (e.gdaoanly distributed between 1
ms and 19 ms).

2. Time-partitioned system&pp9g temporally isolate threads in different partitions with-
out affecting clock precision. Hence, by assigning diffeele classified threads to dif-
ferent partitions, time-partitioned systems avoid schiadtrelated covert timing chan-
nels. However, time-partitioning schedulers cannot rdfeintly classified threads dur-
ing those times when all threads of the active partition klok scheduler that can reap
benefit of these blocking times can therefore guaranteenthiene completion of signif-
icantly more real-time threads. The proposed fixed-pyasitheduler reaps benefit of
these blocking times.

3. Only successfully checked programs can safely be rurciir#g type systems are the
only means to avoid scheduling-related covert channels.

This thesis proposes two modifications to enable a buddetang fixed-priority scheduler to
provably eliminate scheduling-related covert channels:

Countermeasure 1: The first modification causes the scheduler to treat pos$#alling
blocked higher prioritized threads as is they were runnable

Countermeasure 2: The second modification causes the scheduler to defer thespoitime
when higher prioritized threads resume their execution.

As a result of the first countermeasure, other threads inytses can no longer distinguish
whether a threads did actually run or whether the schedalenterely treated this thread as if
it were runnable. Consequently, alterations in a threadigduling behavior no longer consti-
tute a covert channel. In situations where a non-preenipteseecuting low-prioritized thread
attempts to leak information by delaying the resumption bfceked higher prioritized thread,
the second countermeasure prevents this leakage by aleysrdy this resumption to a safe
point in time.

As we shall see in greater detail in ChapBera budget-enforcing fixed-priority scheduler
that implements these two countermeasures prevents atigthg-related timing channels.
Thereby, it preserves precise timing and most of the reat-tjuarantees an unmodified fixed-
priority scheduler can give. Moreover, because the effettiefirst countermeasure on lower
prioritized threads can be quantified as a blocking term rgelalass of existing admission
tests can be reused. Amdmission testletermines a-priori whether a scheduler will meet the
real-time guarantees of all threads that this schedularldiran.
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In the area of information-flow secure schedulers, the ketaiontributions of this thesis are:

e ReThMga task model to describe real-time workloads for the pu@dproving budget-
enforcing fixed-priority schedulers non-interferenceuser

e An analysis of scheduling-related covert channels in fixedrity schedulers
¢ A non-interference-secure budget-enforcing fixed-ptyascheduler

e A formal model of this scheduler and a corresponding machhexked non-interference
proof;

e An analysis of the real-time guarantees that this schedagbieves

e A discussion of practical mattetbat have to be resolved to apply this scheduler in real-
life systems; and

e A secure real-time resource access protawokhare resources in an information-flow-
secure manner.

1.3.2. A Sound Security Type System for Low-Level
Operating-System Code

The second central contribution of this thesis is a corftovl-sensitive security type system
for the low-level operating-system code of microkerneddzhsystems.

The principles for provable operating-system security goklto the mid 70thRN79, BL73,
FLR77. Recent approaches to formally verify the absence of sggoolicy violating infor-
mation flows are typically instantiations of Rushby’s naierference frameworkqus93. A
proof in this framework involves proving two unwinding peaties for all atomic transitions
that a system can make.

However, although extensions of Rushby’s framework haveessfully been applied to an
access-control mechanismis93, to a multi-applicative smart car@RS"02], to the Infineon
SLE66 smart card processoarQWL03], and to an abstract Haskell model of an L4 micro-
kernel LEAO7, Les0g, none of these approaches establish non-interferenca fmncrete
implementation. As experienced by Kemmerer and McHUgKN1Y87], the lack of automa-
tion, the difficulty of identifying covert channels from fad proofs, and the complexity of the
proofs themselves result in significant costs for verifyiman-interference at the source-code
level. The selL4 verificationEH"09] has shown that confidentiality-preserving refinement
proofs HPS01, which connect properties of an abstract model to a coadreplementation,
are principally feasible for modern high-performance wkarnel§. However, the costs of
such a proof are significant.

Security type systems are both easily automated and theg the costs of source-level non-
interference proofs. However, to apply these analysesndduel operating-system code, sev-
eral challenges have to be mastered. As we shall see in gostel in Sectiod.2, such an
analysis has to cope:

e with a combination of C++, C, and Assembler code;

5The refinement proof for seL4 is limited to Hoare propert@$§2, Jac89. Non-interference is not preserved
under these refinements.
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¢ with interactions between the checked program, its clightskernel, and other servers;

e with peculiar execution environments and peculiar inteoas with the underlying hard-
ware;

e with code that exhibits non-deterministic behavior in #theavironments; and,

¢ with code for which the security policy is typically not cotafely known at the time of
the analysis.

In part, these challenges have been addressed bé&fab®]1aSM02 OCsC06 RS0q. How-
ever, as we shall see in greater detail in Sedlid@ contemporary language-based information-
flow analyses for low-level operating-system code resulather complex and unmaintainable
security type systems when these type systems should cheakitrokernel or a multilevel
server in its entirety. To avoid this complexity, the preaseork follows a different approach,
which was originally suggested by Furuse et REDKHNO7].

The approach followed in this thesis is to first translate@he- operating-system code into
an intermediate programming language and to then checkahslated program with a se-
curity type system for this intermediate language. Furusa.eapply Gimple £C0834, the
intermediate language of the Gnu Compiler Collection. HmveGimple depends on a specific
compiler and the translation from C++ to Gimple is not trividlence, for an all-embracing
compiler-independent soundness result, the translatoon €++ to Gimple must be shown to
preserve the semantics and information-flow propertieb®fchecked C++ programs. To re-
main compiler independent and to avoid the costs of thegeeragnt proofs, | introduce a new
intermediate language call@ady.

Toy stays as close as possible to the C++ standard while pragvitimlanguage constructs
required to address the above challenges. For examplenalfiae the non-deterministic eval-
uation order of C++ expressionBC09 § 1.9 pt 13], Toy contains several non-deterministic
composition statements to explicitly state the interlegwf C++ side effects and value com-
putations.

After the to-be-checked C++ operating-system code is kagad into a correspondingoy
program, thisToy program is complemented with subprograms, which desdnbsite effects
that interactions with the underlying hardware ensue. Bee#®oth, the C++ operating-system
code and these interleaved-executing side effects areafmad inToy, a security type system
for this intermediate language can check both for the alesemcsecurity policy violating
information flows.

The detailed contributions that this thesis makes in tha afstatic information-flow analyses
for low-level operating-system code are:

e The non-deterministic intermediate programming languaoe
¢ A control-flow-sensitive security type system for the aeit@stic part of Toy

e The notion oflearned secret$o track the secrecy level of information that concurrently
executing threads may learn from the checked program; and

e A machine-checked soundness proof of the proposed setydgystem

Although, Toyis inherently non-deterministic, the proposed securipetgystem focuses only
on the deterministic core dioy.
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The reasons for that are twofold:

1. the standard typing rules for non-deterministic comjpmsisee e.g., Sabelfel&hb01h
pg. 45]) apply, although, as we shall see in Sectigh], at a loss of precision; and,

2. becausdoyclearly separates input non-determinism from control-thmm-determinism,
there is an alternative to applying the standard typingsrtdeall occurrences of the latter
type of non-determinism: the security type system can cladighossible ways in which
the control-flow non-determinism in selected parts of thegpam can be resolved.

The key benefit of the latter approach is that the checkedranog must not automatically
be rejected as being potentially insecure if some resalstad the non-determinism ip are
potentially insecure. Often, a failure to check all theseggmerely limits the safe compiler
optimizations orp respectively the hardware platforms on whjcban safely be run.

| have demonstrated the applicability of the security tyypstesm forToyin three case studies:

e a memory access, which causes the hardware to walk throegpatye tables for the
accessed virtual address;

e an L4-IPC send operation; and

¢ a buffer-cache server, which multiplexes the memory paoiats alients to cache recently-
accessed file blocks.

A proof that Osvik’s countermeasure protects against AEheside channel attacks com-
plements these case studies. In this proof, | exploit an rtapbproperty of the control-flow-
sensitive security type system fooy, which | shall introduce in Chaptdr the ability to tolerate
temporary breaches of confidentiality in lock-protectedrsd-memory regions. As long as all
threads adhere to the locking discipline, lock-protectetted-memory regions may temporar-
ily reveal information about confidential data (here thergption key) as long as the checked
program repairs this breach of confidentiality (Osvik’s cmrmeasure) before it releases the
protecting lock. In Osvik’s countermeasure, the protertock is to disable processor inter-
rupts until both the encryption round and its accompanyiogntermeasure completes. The
disabling of interrupts automatically enforces adheretacthe locking discipline because it
prevents other threads from running on the same CPU and lfiemealeducing the AES key
from cache conflict misses before Osvik’'s countermeaswse@inated this possibility.

1.4. Scope and Limitations

Although the results of this thesis have a much broader s¢bizethesis focuses on three main
research areas:

1. perfect information-flow security,
2. L4-family microkernels, and

3. security type systems.
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In the first part of this section, | discuss alternative dimts and give reasons for my decision
to focus on the above areas. In the second part, | discussshengtions on which my solutions
are based and the limitations they have.

This thesis leaves the construction of an efficient type kingaool for low-level kernel code
as future work. In principle, it is well known how sound sdatutype systems translate into
such tools Mye99 Sim03, even for control-flow-sensitive analysdsIA02, HLO9].

1.4.1. Perfect Information-Flow Security

It is a common believe that realistic covert-channel-figsteams cannot be built. Nevertheless,
| strive in this thesis for a complete absence of illegal infation flows over software-centric
covert channels. The following five points motivate thisidien.

1. Whether a system can tolerate low-bandwidth covert aflanand if so, how many bits
per second are tolerable, depends on the type of confidelatiala system has to pro-
tect. Unfortunately, size and value of confidential dataretalways positively corre-
lated DS09.

For example, in many systems, encryption keys are the mbasible data because they
inherit their value from the confidential data they have gptd. Yet, recommended
key sizes for long-term (i.e., pre quantum computer) ptaiacare only 128 bits for
symmetric cryptography and 3248 bits for asymmetric crgm@phy [I109]. Given these
numbers, | have to agree with J. MilleW{l99] when he asks in his panel speech “20
years of covert channel analysis”: “how long is that [keyimgpto be kept secret even at
one bit per second?”. Approximately two minutes for symmeteys respectively little
less than one hour for asymmetric keys are quite short pgrieeen if we neglect that
knowledge of only a few key bits significantly improves akson the cipher (see e.g.,
Nohl [Noh0§).

2. The continuing increase of processor speed results imcaedse of covert-channel band-
widths. As a result, capacity tradeoffs, which were judifier one processor generation,
may no longer be justified on newer processor generationast@ot costs arise for re-
evaluating channel bandwidths and for re-engineeringettpasts of the system where
bandwidth-reduction schemes fail to sufficiently mitigateovert channel.

With the exception of the envisaged timing-leak transfdromes for low-level operating-
system code, none of the solutions, which | shall proposkimthesis, depends on the
speed of the underlying processor. For the timing-lealsfi@amation, it suffices to update
the safe worst-case execution-time estimates of secrepgrdient operations. We shall
return to this point in SectioB.4.6on page32.

3. Both, the machine-checked proof of the budget-enfordixed-priority scheduler and
the machine-checked soundness result of ibg security type system establish non-
influence Phe04, an extension of Meseguer’'s and Goguen’s non-interfergmop-
erty [GM82]. However, neither non-interference nor non-influenceéppred to tolerate
the leakage of even as few information as a single bit. Hethesge properties hold only
for perfectly secure systems.

Approximate non-interferenceDPHWO0Z and quantitative non-interference proper-
ties RD82 CHMO02, Low02, BP0OJ tolerate low-bandwidth information flows. However,
they are much more difficult to establish.
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4. Perfectly secure systems nicely combine with systenisdleate low-bandwidth covert
channels. That is, if our application scenario permits mmdwidth covert channels, it
can still be run on top of a perfectly-secure microkerneddasbsystem. And,

5. Finally, it is an interesting research question to see feowone can get with perfect
security in open microkernel-based systems. And perhaps,even possible to build
covert-channel free systemg|99, PN97J.

1.4.2. L4-Family Microkernels

Although the results of this thesis are also applicable teeoimicrokernels and to other
microkernel-based systems, | focus in this thesis on systemsed on L4-family microker-
nels [Lie95, Hoh02 KV05, DAEE, WL10, Ste094 My choice for this particular kernel family
is motivated as follows.

1. L4-family microkernels have demonstrated their abtlitgo-host potentially untrustwor-
thy legacy operating systems and their applications negetwrity-sensitive and real-
time-critical applicationsfiBB™98, HHF"05]. Hence, any modification must preserve
both this co-hosting capability and the real-time captediof the microkernel;

2. L4-family microkernels implement one of the fastest gassIPC paths and they are
highly optimized for performance. Kernel modifications inilerefore preserve the per-
formance of these kernels to the best degree possible; and,

3. Having contributed to the design and implementation of of these kernels my-
self [KV05], I am familiar with the microkernels of the L4-family and timost of the
peculiar programming patterns they contain.

| do not expect any difficulties in adapting the results o$ tihiesis to other microkernels.

1.4.3. Security Type Systems and Static Analyses

Besides security type systems, there are several othec stad dynamic approaches to
language-based information-flow security (see efBd4, ABO7, LUVO05, Zan02 FMO6,
ML97]). The focus of this work is on static information-flow ansity and, more precisely, on
security type systems for low-level operating-system cénl&ection2.4, | relate my approach
to abstract-interpretation-based, data-flow-based, @yid-based information-flow analyses.
Dynamic approaches observe the information flows in a sy$igaiK 07, ZBWKMO6,
KYB™07] orin an applicationlAL97] and stop the system if information is about to be leaked.
There are two reasons why dynamic information-flow secwatynot be applied to all applica-
tions of open microkernel-based systems:

1. Without hardware supporf]/WM*09)], the overhead of tracking secrecy levels of pro-
cessed information can be significant. In particular, ingegormance-critical IPC path
such an overhead may be fatal. On the other hand, only a sraelidn of the code of
an open microkernel-based system needs to be constraingdchyan analysis. Static
analyses have no such overhead.

2. Real-time systems have to guarantee at admission tirhestilaime-critical applications
will meet their deadlines. To give such a guarantee with adyin information-flow anal-
ysis, the potential occurrence of illegal information flowmast be excluded at admission
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time. However, because admission tests are typically riding, the analysis, which
determines whether such an information flow occurs, mustdie s

1.4.4. Assumptions

With the exception of cache side-channels in the proof ofilkswountermeasure in Sec-
tion 5.4, this thesis does not address hardware-centric coverinefen As we shall see in
Section2.1.3 hardware-based solutions are often more effective ane efticient in avoiding
leakage over these channels. | will therefore assume tearhisaged open microkernel-based
systems apply these hardware-based solutions.

In this thesis, | present various proofs that have been maatihecked with the help of the
interactive theorem prover PV®RS9]. The correctness of these proofs depends on the
validity of the usual assumptions on the correctness of tliketlying system. This includes the
correctness of the theorem prover, of the operating systéthe programming environment,
and of the underlying hardware platform. The PVS sourcepualpéished /6110].

In Section3.3 | state further assumptions about the budget-enforcireglfpriority scheduler.
These assumptions are in part lifted in later sections irp@mn8. Sectiord.4 summarizes my
assumptions about low-level operating-system code.

1.5. Synopsis

The remainder of this thesis is structured as follows: inrtket chapter, | introduce the foun-
dations of this work and relate my results to the works of heChapter3 presents the
budget-enforcing fixed-priority scheduler, tReThMotask model, and the machine-checked
non-interference proof for this scheduler. Chapgta@ntroduces th&oyintermediate program-
ming language, the security type system for low-level ofegesystem code in microkernel-
based systems and its soundness proof. In Chapteapply the information-flow analysis of
Chapterd in three case studies and in the correctness proof of Oswkiatermeasure against
AES cache side-channel attacks. Chapteoncludes this thesis.
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2. Foundations and Related Work

To my best knowledge, this is the first attempt towards a $#getype-system-based
information-flow analyses for the low-level operating{&ys code of microkernel-based
systems. Still, there a large body of work that relates tdapé of this thesis.

This chapter presents a survey of related work and intragltice foundations on which
this thesis is based. It is organized as follows: SecHdngives a brief overview on covert
channels following a classification by Sabelfeld and My&S39 SM03. Section2.2 sur-
veys security policies and the lattice-based notation e$éhpolicies. SectioB.3 introduces
non-influencg Ohe04, the confidentiality property, which | shall use in Secti®dd, in the
machine-checked soundness proof of the security typemyfsteloy, and in Sectiod.7.3.3 in
the machine-checked proof that the budget-enforcing fprakity scheduler protects against
scheduling-related covert channels. In Sec®of | introduce security type systems and dis-
cuss related static analyses. In Sect®§ | give a brief overview on L4-family microker-
nels and sketch how servers of L4-based systems look liketioBe?.6 discusses related non-
interference-secure schedulers. Secfiohconcludes this chapter with a brief introduction to
the theorem prover PVSJRS93, which | have used for the machine-checked proofs of this
thesis.

2.1. Covert Channels

Lampson [am73 was first to identify covert channels as a security concéfollowing the
Trusted Computer Security Evaluation Criteria (TCSEGRIPJ, | introduced in Sectiorl
covert channels as “communication channels that allowattsgo transfer information in a
manner that violates the system’s security policy.” In segtion, | refine this definition for
specific types of covert channels and give examples of sdavetillegal information flows.

2.1.1. Storage and Timing Channels

Kemmerer Kem83 classifies covert channels intovert storage channe&nd intocovert tim-
ing channelsStorage channels are sender modifiable attributes ofagtkpbr implicitly shared
resources (e.g., the free space on a shared disk). Recearedirectly or indirectly read the
changed attribute (e.g., in the form of a ‘disk full’ error sage). Timing channels reveal an at-
tribute change or a resource usage indirectly throughtansin the response times of receiver
initiated operations.

Scheduling-related covert channe®JLS77 are covert timing channels, where the sender
varies its scheduling behavior with the intention that tbleesluler reflects this variation in the
points in time when it runs the receiver. They are also cadbddrnal timing channelsecause
the receiver is typically not cleared for sanitized sendgpots. Hence, it can observe only the
externally visible runtime behavior of the sender.
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In contrast to external timing channeisternal timing channelseveal the points in time when
legitimately observable outputs of the sender occur. Bexvia program has been successfully
checked for the absence covert storage channels, a sound-ieak transformation4ga004
eliminates both external and internal timing channels. ®Bhdget-enforcing fixed-priority
scheduler, which | shall introduce in Chap8&rprevents also unchecked and thus potentially
malicious programs from leaking confidential informatiarepexternal timing channels.

2.1.2. Noise

If only the leaking program can write to a covert channels thannel is said to baoiseless
Otherwise, if other programs can also write to this chanibéd,said to benoisy Striving for
perfect information-flow security, | have to regard alsosyathannels as potentially harmful.

2.1.3. Hardware- and Software-Centric Covert Channels

In Sectionl, | have distinguishedhardware-centric covert channefsom software-centric
covert channels Examples of hardware-centric covert channels includéeatde channels
(see e.g., Ber04), timing channels from disk-arm movemer{@91] and covert channels
that signal information through the processor’s power oomgion KJJ99, emitted radia-
tion [Age72 LUO2], or heat. These channels have in common that secrets aoeleshin
certain hardware attributes that are not necessarilyleisitithe architectural level. In contrast
to hardware-centric channels, software-centric covahaokls encode secrets in architecturally
visible attributes.

Hardware-centric covert channels are, to a large degrgenbehe control of software-based
solutions. Cache coloring. HH97] forms an exception. However, even if software-based coun-
termeasures mitigate these channels, hardware-baseteooeasures/J/L07, Age94 Gra93
are often more effective and more efficient.

With the exception of cache side channels in the proof of Kswountermeasure for
AES [OSTO03 in Section5.4, | do not address hardware-centric channels in the presankt W
shall assume instead that hardware-based countermeaseiggsplied to mitigate the effects of
these channels.

2.1.4. lllegal Information Flows in Source Code

All widely used methods for identifying covert channels ousce codeal93 (security type
systems included) are based on identifying illegal infaroraflows. For that, the security pol-
icy of the system is broken down to program variables (eaget on the clearance of observers
to which such a variable may eventually become visible oetam initially stored secrets).
The secrecy levels of assigned-to variables are requirglbnanate the secrecy levels of all
those variables that cause information to flow into such k.

Sabelfeld and MyersyS99 SM0J give the following informal classification of source-ldve
illegal information flows.
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Explicit information flows  arise when programs store and keep secrets in variables that
eventually become visible to an observer that is not cletmethis information.
An example of an explicit flow is the assignmeént
| =h;

Implicit flows arise when programs leak secrets through their control flow.

An example of such a flow is
if (h%2){l=1}else{1=0}

It leaks the least-significant bit afby assigning different values to

Internal timing leaks  arise when programs encode secrets in the timing informatio
legitimately-observable events.

For example, the following program leaks the least-sigaifidit ofh in the time when it
setsl to one. The statemente(n) stands for a no-op that lastsus.
| =0;
if (h%2){
idle (100);

}
| =1;

External timing leaks arise when programs encode secrets in their execution ac#iby
behavior.

For example, the following program leaks the least-sigaifidit ofn because it blocks if
h % 2 == 1 holds gleep) and executesdle ) otherwise. In contrast tale, sleep releases
the CPU and permits the scheduler to run other threads in gaatime.
if (h%2){
sleep(50);
1 else {
idle (50);

}
| =1;

The time after which the above program sete one is50us regardless of the branch it
takes. Hence, it contains an external timing leak but nomateiming leaks.

External timing leaks can be used to send confidential in&bion over scheduler-related
covert timing channels.

Termination leaks arise when programs encode secrets in the time when theyntgen
Because non-termination and very long execution can tilpioat be distinguished by
an external observer, termination leaks can be viewed asradbexternal timing leaks.

An example of such a leak is

if (h%2){
while (true) {}

ILike before h is a variable that storgsigh-classified information. Théw-classified observer of the varialle
is not cleared for this information.
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Probabilistic leaks arise when programs encode secrets in the probabilityilelision of
observable outputs.

For example, the following program leaks the least-sigaifidit ofh because the prob-

ability that1 ==1 is 100 % ifh==1 and 50 % ifh == 0. The expressiomandom(0...1)
returns each of the two values zero and one with the saméhidaa.
if (h%2){
| =1;
1 else {

| = random(O0...1)
}

Lowe [Low04] addresses a further class of information flows:

Refinement leaks arise when a concrete implementation of the checked progeaonives
the same non-deterministic choice in different ways. Fanaple, the following pro-
gram leaks the least-significant bit ofif a concrete implementation resolves the non-
deterministic choicé || 0 in the if-branch in favor oft and in the else-branch in favor of
0.

if (h%2){
=17 O;
} else {
=17 O;
}

The timing- and termination-insensitive security typetsys for the deterministic core of
Toy, which | shall introduce in Chaptet, checks the low-level operating-system code of
microkernel-based systems for the absence of explicitmpticit information flows. A subse-
guent timing-leak transformatiompa004 eliminates harmful internal timing leaks. External
timing leaks are addressed with the help of the budget-eimigfixed-priority scheduler, which

I shall introduce in Chapte3. Because | assume that the individual invocations of theoker-

nel and of the multilevel servers terminate, terminati@kteare a non-issue. Next, | introduce
information-flow policies, the security policies of intstdor this thesis, and their lattice-based
notation.

2.2. Information-Flow Policies

An end-to-end protection of confidential data must not ordycbncerned about the release
of confidential information but also about its propagatidtowever, the primary concern of
access-control policies is to prevent only the release fofimation to unauthorized subjects.
Information-flow policies seek to control also where reéghsformation propagates. The se-
curity policies of interest for this thesis are thereforlmrmation-flow policies.

Since the pioneering works of Bell and La PadulLT3] and of Denning DPen74,
information-flow policies are typically characterized Hyetlattice model In this model,
information-flow policies are described by triplég, <, dom), which consist of a finite set
of secrecy leveld,, a dominates relatiort and a domainlom. Intuitively, if [, < [, holds for
two secrecy levels, a subject that is cleared té, (i.e., dom(e,) = [,) can see more sensitive
(i.e., higher classified) information than a subjecthat is cleared t@,. In particular,e, may
receive any information from, but not necessarily vice versa.
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Subjects are typically users or, more precisely, the progrinat execute on their behalf. Ob-
jects are typically files. However, it is also possible tosider more fine grained subjects and
objects such as server threads or program variables. Glgjrdtsubjects are collectively called
entities

The functiondom assigns a secrecy level to each entity. This secrecy lewslually called
the domainof this entity. The domain of a subject is typically the leapper bound of the
secrecy levels of information that this subject may knowisltalled theclearanceof this
subject. For objects, the domain is typically the least uggmeind of the secrecy levels of
information the object may store. It is called ttlassificationof the object.

The dominates relatiort relates secrecy levels to characterize between whichemntit-
formation may flow. Information flows from; to e, are authorized if and only ifom(e;) <
dom(e,). Information must not flow frone, to e, if dom(es) £ dom(e,). Two secrecy levels
areincomparabléf neither dom(es) < dom(e,) nor dom(e,) < dom(es) holds. In this case,
information flow in any direction between the respectivetasis forbidden.

2.2.1. Lattice and Non-lattice Models

In many information-flow policies, the sétand the relatior< form a lattice. The tupléL, <)
is a lattice if< is a partial order (i.e., reflexivg transitive® and antisymmetrié) and if all
non-empty finite subsets C L have a least upper bounts and a greatest lower bountb.
However, in practice, these restrictions are often relaxear example, Almeida Matos et
al. [MB05] assume< to be a preorder (i.e., reflexive and transitive but not nemdy an-
tisymmetric); in Sectior8.4.5 | shall require< to be reflexive and <, L) to be uniquely
bounded from abové and from belowl. Thatis,3 T € L.Vi € L.I < T Vv I =T
andd L e L.Vie L. L. <l Vv [ = L. Inparticular,< needs not to be transitive.

2.2.2. Intransitive Information-Flow Policies

If <is not transitive, the information-flow policy is said to bgransitive The intuition be-
hind intransitive information-flow policiesqus93 is to authorize information to flow from
[,-classified entities té.-classified entities only if this information passes/grclassified sub-
ject, thatis/, £ I, butl, <, andl,, < .. The role of thd,,-classified subject is to monitor
and sanitize the information it forwards.

Let me introduce two further terms to reason about intrargsihformation-flow policies. |
say the triple of secrecy level, [,,,l,) € L x L x L is anintransitive passf it holds that
ls <lm A ln <. A ls £1,. |call the secrecy levdl, in the middle of an intransitive pass
theintransitive pointof this pass.

2.2.3. Downgrading and Dynamic Policies

In general, information-flow policies are not entirely gtaf hat is, both the dominates relation
< and the domainlom may changé.

e x <z

3Vx,y,z.m§y ANy<z = zx<z

We,ye<yAy<z = zx=y

5| assumel has been chosen sufficiently large to avoid later changese, Nlois does not prevent concrete
systems from storing only the used subset of

19



CHAPTER 2. FOUNDATIONS AND RELATED WORK

In the context of open microkernel-based systems, we hadistioguish two forms of dynamic
policies:

1. Those that change the accessibility of kernel or serviectd and

2. Those that declassify information that is derived froma&eessible objectMSZ06,
SS0§.

Examples of the first class include the immediate revocatioaccess rights by the system
administrator (see for exampl&de99 Section 5.4.7 - Revocation of User Attributes (FMT
REV.1)]) and thepower box[Sti0O(. The powerbox is a mechanism through which users can
specify the authority a program should assume. In Se&ibof this introduction, we shall see
that a reconfiguration of L4’s access-control mechanisrficesfto change the accessibility of
kernel or server objects in L4-based systems.

Two examples of the second class of dynamic policies areutogratic disclosure of military
documents after the passage of a certain amount of time éerdtlaése documents have been
sanitized ptAH88], and a password checker. The latter validates a given madsagainst a
secret password file. To reject invalid logins, it has to eétke boolean result to potentially
unauthorized users that the password is not contained ipasgword file. The password file
remains inaccessible to the requesting client.

Although sufficiently-strong encryption protects the cdafitiality of encrypted data, the
release of the ciphertext is in many aspects similar to tloéadsification of secret data. The
ciphertext is derived from the secret key and from the sqaeentext. Once the encryption
completes, itis safe to reveal the ciphertext (e.qg., to fmhsssified network- or storage servers).

Almeida Matos and BoudoMIBO5] propose an elegant way to describe when to declassify in-
formation and which part of the checked program is authdri@elo so. If a part of a program

p requires a temporarily-relaxed information-flow polick, <’, dom) to release confidential
information, Matos annotates this subprogram with the flowative:

flow (<'){c}

A subsequent static analysis then checks this subprogramsghis adjusted information-flow
policy (L, <', dom). Oncec completes, the original information-flow polidy_, <, dom) is
restored. The remainder piust therefore obey the more restrictive original policyprAgram
that is secure with regards to these changing policies dsteddenon-disclosuresecure.

The following pseudo code exemplifies the use of flow direstito authorize the release of
the password check.

bool h;
bool [;

h = check_password_file(user, passwd);

flow (high < low){ | =h; }
In this example, the booleam stores thehigh-classified information whether the paiser,
passwd is stored in the password file. It is assigned to Me-classified variable. The flow
directive authorizes the information flow frohdgh to low only for this assignment.

The security type system fdioy cannot directly be used to check operating-system code that
declassifies confidential information. However, Matos andid®| [MBO05] have been able to
show that non-disclosure generalizes non-interferenee glow) for programs that contain
no declassification. To check declassifying operatingesyscode, we can therefore use the
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security type system fofoy to establish non-interference of the individual parts fdrick
the information-flow policy stays constant and Matos’ asayto check whether these parts
combine to a non-disclosure-secure program.

2.3. Non-interference

Non-interferenceM82] is the prevailing formalization to assert the completeesioge of se-
curity policy violating information flows in deterministgystems.

A deterministic system is non-interference secure witlarego ani-classified observer if
this observer cannot distinguish any two runs of the systeah start from observationally-
indistinguishable initial states. Two states aneservationally indistinguishablér an (-
classified observer if all actions, whose effect this observer may see (i#om(a) < 1),
produce the same observable outputs. An acti@an thereby be “inputs”, “commands”, or
“instructions” to be performed by the observed system.

For non-deterministic settings there are two predominaysao formalize non-interference:
non-interference-properties based on state autoniata9? Ohe04, and non-interference-
properties based on process algebtas\j04, FGO]] (such as Hoare’s communicating sequen-
tial processes (CSPHpa7g and Millner's CCS Mil89Db]).

In this work, | shall use instantiations abn-influencgOhe04, a state-automaton-based non-
interference property by David von Oheimb.

The marker schemd_pw04] by Gawin Lowe and the corresponding typing rule for non-
deterministic composition is one way to address the noardehism in low-level operating-
system code. Lowe’s marker scheme ensures that the sanmeterministic choice is always
resolved in the same way. We shall return to this point iniSeet.5.3.3 In the next section, |
introduce non-influence in greater detail and illustraggelation to non-interference.

2.3.1. Non-influence

Non-interference is concerned with the secrets that axfjery., client invocations) introduce
in the system (e.g., a server) and that are possibly obsergeautputs. However, there are
also scenarios (most notably language-based informéibansecurity) where the system must
not leak initially present secrets. Although these injigiresent secrets can be encoded as
action sequences which place these secrets into the istigitd, such a formalization is quite
unnatural. | therefore follow von Oheiml®he04 and distinguish the leakage of initially
present secrets and the leakage of secrets introduceddryolaturring actions. The respec-
tive properties, which assert the absence of leakagenamndeakageand non-interference
Non-influencg Ohe04 asserts both the absence of leakage of initial secretshenalisence of
leakage as a side effect of interactions (e.g., of clientls achecked operating-system server).
Hence, non-influence is non-leakage plus non-interfereimcthe following, | formally define
non-influence for state-transition systems.

2.3.1.1. State-Transition System

State-transition systems are a natural way to formalize-staented systems. A state-transition
system(S, A, —) is defined by a set of states a set of actionsd that the system should
perform, and a possibly partial and non-functional traosirelation—. | write s* 2, s*t1
(st, st € S, a € A)to denote that the atomic actiaryields the result staté ™ when executed
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on the state’. The actionra may not be enabled in the state In this cases’ may not appear
on the left-hand side of,. Moreover, if the execution af is non-deterministic, more than one
result state may appear on the right-hand side’ of,, one result state for each way in which
the non-determinism in can be resolved.

The relation executes a single (atomic) step of the system. System rendemscribed by
lifting steps over action traces < A*. They are defined by straightforward primitive recursion:

Definition 1. System Run
Given an initial states® € S, a run of the state-transition systeifi, A, —) that starts from
this initial states is defined as

for the empty trace, and as
L I L L L N L )

for the tracea o «, which starts with the action and which continues with the action trace
.

Two actionsa and b are atomic [Lip75]  with regard to each other if whenever a parallel

execution of these actions on a statproduces a result state this result state can also be

produced by one of the sequential compositions of theserectiThat is;s Ay o 5w

t Vs 2% ¢ musthold for alls andt, where|| describes parallel execution anid the sequential
composition operator.

2.3.1.2. Formalization of Non-influence

A state-transition system is non-influence secure with nega an /-classified observer if
the outputs of any two runs of the system, which start fiesmmilar initial states and which
executel-similar action traces, are observationally indistingaisle for this observer. Two
initial statess® andt" arel-similar if they agree on the values &f /-classified variables. Two
action traces arésimilar if they agree on thek< [-classified actions and on the order of these
actions. Intuitively, if thel-observable results are identical despite variations eénhiigher or
incomparably classified actions and despite variationkenvalues of higher or incomparably
classified variables, none of these results can depend @ethet of these actions or variables.

To formalize non-influence, we first have to formalize thetpaf the actions and of the states
that ani-classified observer may see. Lsetrces(a, 1) be defined as follows.

Definition 2. Sources
Given an action tracer and an observer secrecy levekources(a, 1) is recursively defined
as
sources(e, 1) := {l}

for the empty trace, and as

sources(a o a,l) :=
sources(a,l) U {w | Jv. dom(a) =w N w<v A v € sources(a,l) }

for the tracea o o, wheredom(a) is the classification of the actian

SLipton calls this property linearizable.
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Intuitively, sources(c, () collects all the secrecy levels of all those actions that artho-
rized to pass information directly téclassified entities or indirectly via servers that are
trusted to properly sanitize the passed information. Intthee o, the actions of sanitiz-
ing servers are represented as subsequencestbét follow a possibly leaking action.
For example, assuméom(a) < dom(sanitize,) < I, dom(a) % [ for two actionsa and
sanitize,, then sources(a) = {l} becausesources(e) = {l} and because must not di-
rectly send information té-classified entities. However, becaugen (sanitize,) < [ holds,
sources(sanitize,) = {dom(sanitize,),l}. Therefore, ifa precedes the sanitizing action
sanitize, in the action tracey, sources(a o sanitize,) = {dom(a), dom(sanitize,),(} holds.
Because: is sanitized iny, it may indirectly pass information tbclassified entities.

Based on the definition of sources, we can now define the subsegs of action traces that an
[-classified observer can directly or indirectly (after tiaye been sanitized) see:

Definition 3. IPurge
Given an observer secrecy levend an action trace, the subsequences of this action trace
that/-classified observers may directly or indirectly see is remely defined as

ipurge(e,l) := €
for the empty trace, and as

a o ipurge(c,l) if dom(a) € sources(a o a,l)

ipurge(a o a,l) := { ipurge(c, 1) otherwise

for the tracea o a.

Intuitively, an actionu is observable by afrclassified observer if eitheris cleared to send to
this observer (i.e., ilom(a) < [ holds) or if the information flows from have been sanitized
by subsequent actions in the traceThis is the case iflom(a) € sources(a, 1) holds.

Definition 4. |-similar Traces
Two tracesy and 5 are observationally indistinguishable for @rclassified observer, that
is, they arg-similar if they agree on the subsequences that this obsemag see:

ipurge(cv, 1) = ipurge(5,1)
Two statess andt arel-similar if they agree on those parts that laclassified observer may
legitimately see. Lebutput(l, s) extract the observations &stlassified observer can make on
the states. Let further~ be a relation over states — thmwinding relation— such that if
s A t holds for two states andt, thenoutput(l, s) = output(l,t). We say:

Definition 5. |-similar States
Two states; andt are observationally indistinguishable for @rclassified observer, that is,

they arel-similar if it holds that:

l
s ~ t

For the definition of non-influence, we have to lift the unV\'r'rrgjreIatioan to sets of secrecy
L
levels:s &t =Vl e L.s ~ L
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We can now define non-influence as the observational indisishability of two executions
with [-similar action traces andsimilar initial states:

Definition 6. Non-influence
Given an information-flow policyL, <, dom), a state-transition syste(¥, A, —) is non-
interference secure with regard to this policy and with neb ani-classified observer if it
holds that:
. sources(a,l a s
Vo, € A*, % 5119 € S. ipurge(a, 1) = ipurge(B,1) A s° Lt O A V5SS 2.1)
= Wes L output(l, s') = output(l,t?)

A state transition systelib, A, —) is non-interference secure for all observers if Equa-
tion2.1holds foralll € L.

Non-influence is timing insensitive because it contains mal@h of the timing of actions ia
and 3. However, it is termination sensitive because if the exeaudf o on s' terminates in
s', this termination must be paralleled by the executiom @ t°. In Chapter4, | shall use a
termination-insensitive security property. In this prdpethe existence of a terminating state
t/ appears as a precondition.

As demonstrated by von Oheimblie04, non-influence combines two further properties: By
removing the first preconditionifurge(c, 1) = ipurge(3,1)) from Equation2.1, we obtain
a security property that is merely concerned about the tpakd secrets that are present in
the initial statess” andt’. Von Oheimb calls this propertgon-leakage By removing the

sources (ol

second preconditions{ ~ : t%), we obtainstrong non-interferencas introduced by Mc
Cullough McC9(Q and Ryan Rya9q.

To remain consistent with other published works, | will nolidw von Oheimb’s terminology
in this thesis. Instead, | show in Secti@8m.5and in Sectio.7.3how the proven security
properties relate to non-influence.

2.3.2. Cryptography and Non-interference

Non-interferenceGM82] and likewise non-influencejhe04 assume adversaries with unlim-
ited computing power. Hence, they cannot tolerate the seleéencrypted secretss in:

I = encrypt(h, k);

Clearly, in order to decrypt, an encryption of two different values i must result in two
different ciphertexts. The program is not non-interfeeesecure because variations of values
of the high variableh cause variations of thiew variablel. However, unless adversaries break
the encryption, the confidentiality of the secrethims protected. Given a sufficiently strong
encryption algorithm, breaking the cipher is computatilyrtzard.

A common approach to tolerate encryption in secure progiartes relax non-interference
by limiting the computational power of observel3HHWO02 RD82, Low02, CHM02, BP0O3
AHS0§. For instance, Askarov et alAHSO08 argues for a possibilistic computational non-
interference property (CNI). According to CNI, a progranmén-interference secure if the set
of possiblel-observable outputs remains the same despite variatiohgbfinputs. Applied

"Intransitive non-interference and non-influence can oelyibed to enforce that secrets pass an encryption unit
before they are released.
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to cryptography this means that identity of ciphertextelaxed in favor of dow-equivalence
relation between ciphertexts, which is required to fulfé tbllowing two properties:

1. Any ciphertext produced by each plaintext-key pair masealow-equivalent ciphertext
for any other choice of plaintext and key, and

2. For any two plaintext-key pairs there exists ciphertéxa$ are notow equivalent.

The first property ensures the safe use of encryption, thensilgarevents occlusiocclusion
is the problem of hiding information flows towards the anelysy treating all encrypted values
aslow equivalent. The following example demonstrates this point
11 = encrypt(h, k);
if (h%2){
12 = encrypt(h, k);
} else {
2 =11;
}

If all encrypted values would be consideried equivalent, an information-flow analysis cannot
detect the leakage of the least significant bit ofn the above example, this bit is leaked in the
equality / inequality of1 andi2. If the least significant bit of is set,l1 andI2 compare unequal
because typically encryption algorithms add a random Maltiee encryption to protect against
chosen plaintext attacks.

In this work, encryption will play a less central role beoatise microkernel and many multi-
level servers do notrely on encryption to protect secretrmftion. For those that do, | envisage
to handle encryption in a similar way as Matos et 8B[05] handles declassification. For
example, as in

tmp = encrypt(h, k);

flow o7 {l = tmp;}

to emphasize that only for the assignment of the encrypesnlt intmp to I, a relaxed non-
interference property (e.g., CNI) should hold. Other lowpativariables have to fulfil a stronger
non-interference property. An elaborative discussionhef point is out of the scope of this
thesis.

2.3.3. Unwinding

Contemporary approaches to prove the absence of seculity pmlating information flows

in operating-system kernels typically instantiate noiesiference frameworks. In these frame-
works, non-interference follows from a proof that two undiimg properties hold for all atomic
steps of the kernel model. For non-influence, these unwingpliinperties are:

Definition 7. (uniform) Step Consistency
Given an information-flow policyL, <, dom), an atomic step € A of the state transition
system(S, A, —) is uniform step consistent for this policy if it holds that:
YU C L,s', st ¢/ e S.
- . . UUdom(a) .
Ju e U. dom(a) <1 A s" = sT1 A & R =

Jp+l e § ¢ & gl p gitl K it
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Definition 8. (uniform) Local Respect
An atomic step. € A of the state transition systes, A, —) locally respects the unwinding
relation for the information-flow policyL, <, dom) if it holds that:

YU C L,s', s ¢/ € S.
(Vue U.dom(a) Lu) NUZD A si & ¢ =

(585 sl = sl ) A (I St = 5 it

Step consistency says that if the atomic stejs directly or indirectly (through sanitizing
Udom/(a)

servers) visible to ahclassified observer, then executimgn [-similar states{’ Y t7)
produces states that arsimilar as well ¢+ X t/t1). The first clause of thgoodnesgrop-
erty (Definition32 on pagel64), which | use in the soundness proof of the security typessyst
for Toy, is similar to step consistency.

Local respect says thatdfis not directly or indirectly visible to akiclassified observer, then
the execution ofi must not have any side effects that this observer can ddtieat.is, the result
of executingz on s is [-similar tot and vice versa the result of executimgnt’ is [-similar to
s. The second clause gbodnesgDefinition 33) is similar to local respect.

In this thesis, | make no use of the two unwinding propertid3efinition7 and in Definition8.
Although | could have applied these properties for the maarference proof of the budget-
enforcing fixed-priority scheduler, | found the relatissime _high _state (See Sectior8.4.60n
page9b) to be a more intuitive invariant result for fixed-prioritglseedulers. Equivalence of
[-observable outputs follows directly from this relation.

In Sectionl.3.2 we have already seen four examples where unwinding piepérave been
used to prove non-interference of abstract models of ansaementrol mechanisnRus93,
of a multiapplicative smart car/SRS"02], of a smart-card processorQWL03], and of the
IPC path of an L4-family microkerneLEAQ07]. However, because these properties have to be
established for all atomic steps, unwinding-based solewa-verifications come at significant
costs HKMY87]. Security type systems and related static analyses aheisetcosts. For
example, the soundness proof of the security type systefofdin Section4.7.3on pagel6d)
automatically establishes non-interference for all sssftdly checkedloy programs.

2.4. Security Type Systems and Related Static
Information-Flow Analyses

Contemporary source-level security type systems typiadieck high-level languages such as
Java ML98, Str03, Caml [PS03 or Haskell .Z06]. OS developers, however, require memory-
management and data-structure controls that these laeguignot provide§ha0§. As a
result, most operating systems are still written in a coratbam of C++, C and Assembler.

In this thesis, | focus on the low-level language feature€ @nd C++, that is, on the rep-
resentation of data types in memory and on memory accessgaelprogrammers typically
use high-level language features such as classes, intfwjtaxceptions, and dynamic casts
only very reluctantly because some of these features hav@d=rable overheads and because
others require non-trivial run-time support. The fundatatnfor checking information flows
that arise from these high-level features are well known.
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ANALYSES
_ v € Vars(e) = M(v) = low
E1-2 M F e : high
! ] c MEe:low
(C1-2] lip <M(v) Mte: M) Lip), M F el [lip], M = ¢2
lip, MFv:=¢e (lip), M F c1; 2
(C3] MbEe:ly, [l],MFcl [lp), Mt c2
[lip], M = if e then cl else 2
(C4, S] MbFe:ly, [l],MFc [high], M ¢
’ [l;p], M F while e do ¢ [low], M F ¢

Figure 2.1.: Control-flow insensitive security type systema simple imperative language.

An alternative to source-level analyses are assembly-$egirity type systemsA98 ARO5,
ABRO4]. Because they check the compiled binary respectively yiedode for harmful infor-
mation flows, they check also security-policy violationsaaduced by the compiler. However,
unless all optimizations are disabled, a presumably nterfarence-secure program does not
necessarily result in a non-interference-secure binaBR04].

To remain independent from a specific compiler and, to a icedegree, also from a spe-
cific hardware architecture, | focus on source-level infation-flow analyses. However, be-
cause checks are for non-determiniskmy programs that origin from a translation of C++
programs, the analysis will check also those compiler ogations that are described by the
compiler-resolved non-determinism in th@g/programs. That is, the produced binary is non-
interference secure if the compiler-resolved non-deteism in the successfully checkdady
programs can be resolved in such a way that both programbiettie same behavior.

2.4.1. Control-Flow-Insensitive Security Type Systems

The simplicity of the check and hence the performance of tiadyais is the reason why most
of today’s security type systems are control-flow insemsitiA control-flow-insensitive type
system seeks to infer the type of a program from the typesafubprograms. The type of a
program is a security level, which summarizes the effeststatements and expressions have
on the system state.

Figure2.1 presents the typing rules of a control-flow-insensitiveusi¢ type system for a
simple imperative programming language and for the twelléattice with low < high and
high £ low. The type system is similar to the one Volpano and Smith pitdsgS\V99.

A typing judgement has the forfiy, |, M + p. It reads: the program s typed in the typing
environment)/ and in the context secrecy levg). Soundness of this type system asserts
non-interference for all typeable programs.

The typing environment/ maps each variable of p to the secrecy level of the information
that is stored inv respectively to the clearance of observers ofif the secrecy level of the
context ofp is [;,, p cannot be typed if it writes any secret information to vaealthat are
lower classified thar,,, (Rule C1). In other words, side effects pfare limited to higher or
equally classified variables (i.e., [;, < M(v)). The Rules C3 and C4 check for implicit
information flows by requiringV/ - e : [;, for the conditione of the if-statement and of the
while-statement. That is, in order to apply these rulesctmgext secrecy leveé}, must first be
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Figure 2.2.: Flow sensitive security type system.

raised to the secrecy level of this expression. The subsamptle (Rule S) fulfils this task.

The preconditions in the antecedent (above the line) ofythig rules of security type sys-
tems are typically limited to typing judgements for subegsions or substatements and subtyp-
ing judgement$ such ad;, < M(v). Constraint-based type systen®S03 and type systems
with existential typesIP85 allow also variables, constraints, and existential gfi@ns as pre-
conditions. However, as long as the security type systeronsral-flow insensitive, it cannot
tolerate temporary breaches of confidentiality.

2.4.2. Control-Flow-Sensitive Security Type Systems

Figure2.2shows a control-flow sensitive security type system for Hmeesimperative program-
ming language. The typing rules origin from Hunt et &504.

Typing judgements of control-flow-sensitive security tyggstems have the form:
i) F M {p} M. Inaddition to the context secrecy levig), the typing judgements
take two typing environments/ and M’. The typing environmeni/ denotes the variable-
to-secrecy-level mapping befopeexecutes. That is, it holds the secrecy levels of infornmatio
that is initially stored in the variables thataccess. )M’ denotes these secrecy levels after
terminates. Hencel;,] - M { p } M’ describes how evolves the secrecy levels i when
executed in al,,-classified context.

In the typing judgements of control-flow-sensitive typeteyss, both\/ and M’ appear on
the right-hand side of. This is to reflect their changing when the typing rules degose

8Note Rule E2 abbreviates a set of typing rules for the sut@ssgions from whick is composed. Hence,
the preconditiorv € Vars(e) = M(v) = low translates into a subtyping judgemewt(v) < low for

M + read(v) : low and into typing judgements for the subexpressions.oin example of the latter is the
rule: Mbteq:low MkEes:low
. Mbteq+es:low
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p into its substatements and subexpressions. For examplesitequentially composed of
c; andc,, Rule C2 requires; andc, to be types agl;,,] = M { ¢; } M"” respectively as
i) F M" {cy} M whereM"” denotes the variable-to-secrecy-level mapping afteer-
minates and before, starts. In contrast to control-flow-insensitive securitge systems, the
typing results of a previous occurrence of these substatesnannot be reused unless the typing
environments have been identical. Therefore, becausermgsubstatements and subexpres-
sions have to be reevaluated more often, the costs of flositsenanalyses are typically much
higher [FTA0Z].

Initially, M maps each variable to an upper bound of the secrecy leveleaohtormation
that this variable holds in the initial state®/’ initially denotes the observer clearances of the
variables ofp. In the course of typing, the typing rule for the assignmentsir{Rule C1) and
the subsumption rule (Rule S) change these environments=fe is an assignment that occurs
in p, Rule C1 sets the secrecy level (v) to the least upper bound 8§ andl;,. Thereby/, . is
the secrecy level of the expression reswnd!;, is the secrecy level of the context in which the
assignment appears. If this least upper bound is not doadriat the clearance of a control-
flow-insensitive security type system would immediatelgcethe progranp containing this
assignment. A control-flow-sensitive type system can hawmlerate this imminent breach of
confidentiality as long as the actual breach is repairedrbefterminates respectively before
v becomes visible to lower or incomparably classified obgsrva the above type system, the
latter is assumed to occur only affeterminates. In the security type systemTow, | shall lift
this restriction.

Like before, the result of the conditions of if- and whil@®ments must be typed &} in
order to apply the typing rules for if (Rule C3) and for whiRule C4). The subsumption rule
allows to adjust both of the typing environments and the extrgecrecy level. More precisely,
the secrecy levels i/ andl;, may increase but not decrease to assume higher classified in-
formation in the stored variables respectively a highesgsifeed context. The secrecy levels in
M’ may only decrease to assume lower classified observers. gkgomothat is secure in the
presence of a lower classified observer remains secureyiffogher classified observers can
see the respective variables.

Rule C4’ is an alternative typing rule famile [HS0{. It evaluates: andc until afixed point
M;_, = M, is reached. Such a fixed point exists because the absttagietation part of
the typing rules is monotone (see€$06 Theorem 4.1]). The abstract-interpretation part of the
typing rules denotes how!/’ evolves from/;, and M/ (see below).

2.4.3. Related Information-Flow Analyses

Although they origin from different theoretical backgrals control-flow-sensitive type sys-
tems HSO04, abstract-interpretation-based information-flow asaly pPWO05 Zan03 and
Amtoft's and Banerjee’s Hoare-like logic-based approadi(4] show many similarities.

For example, the Rules E, C1, C2, C3 and C4’ of the security system in Figur@.2can also

be found in abstract-interpretation-based informatiom+thnalysesJPW05 Zan04. However,
their interpretation is slightly different. Abstract impeetation (Al) symbolically executes a
program on an abstract statedu9q. In the case of information-flow analyses, this state is the
typing environment\/ enriched with the secrecy level of the “instruction-poifitéhat is the
context secrecy levé), and enriched with the secrecy level of expression resuylts
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The statg M, 1;,,, l,.5) is abstract because it keeps only the secrecy levels buheatancrete
values of variables. The kept secrecy levels are upper [sthechuse the abstract-interpretation
rules cannot detect whether a concrete expression caméetsnation in a variable. For ex-
ample,a =1 +h — h; clearly assigns only th&w-classified information in to a. However,
because Rule E abstracts from the concrete values and feootitrete arithmetic operations
ine, M(a)is settoM (a) = M(l) U M(h) = high.

To reduce the complexity of the analysis, abstract-intggtion rules (and the Rules C3 and
C4’ of the above type system) typically recombine the resaftalternative execution paths
at so calledoin points A join point exists after the branches of if-statements aftdr each
iteration of while-statements. At the join point of an ik&ment, control-flow-sensitive type
systems and Al-based analyses combine the abstract sfates two branches\/; and M,
into the result stat@/’ by taking the point-wise least upper bounds of their seckessis (i.e.,
M = M, l—lptw M, WhereM1 l—lptw M,y = )\U.Ml(v) L MQ(U) 9).

The fundamental difference between control-flow-sensitignalyses and abstract-
interpretation-based analyses is the absence of a subsampte in the latter. Hence,
abstract-interpretation rules alone cannot check whephegrams contain security-policy-
violating information flows. Instead, abstract interptieta produces an abstract result state,
whose secrecy levels must be checked against the obsesagaictes. Warnied P\WO03 calls
this checkdecreasing(M, M'). Itis defined a¥a.M(a) < M'(a).

The above type system by Hunt and Sands instantiated witlmiirersal lattice o(V ar), C) is
equivalent to Amtoft and Banerjee’s independence analy&i94]. This leads to information-
flow analyses of information-flow policies that are not coetely known at the time of the
analysis.

2.4.4. A-Priori Unknown Information-Flow Policies

To check programs for security-policy-violating infornmat flows, security type systems and
related analyses typically require precise a-priori kremgle of the information-flow policy.
However, because security policies are in general dynantidacause the microkernel and its
multi-level servers can be reused in a variety of differgstams, information-flow policies are
to a large degree unknown at the time of the analysis. Coesgiguit is not always possible to
decide immediately whether information flows are harmfubenign. Still, it is interesting to
identify all information flows and to record them for a latéleck once the precise information-
flow policy is known.

In [ABO4], Amtoft and Banerjee describe an information-flow anaysvhich is based on
a Hoare-like logic. In this analysis, non-interference ésaribed through independence as-
sertions of variablesx £ y. These assertions are the negation of Cohen’s notion ofndepe
dency [Coh7§. A variablez is independent of (written x £ y) if any two runs of the checked
program, which agree in their initial states on the valueallofariables excepj, produce result
states that agree at least on the value.of

Given an information-flow policy L, <, dom) and an observer secrecy levela program
with a set of independence assertidns non-interference secure if for alligh) input variables
x with dom(z) £ [ and for all (ow) output variableg with dom(y) < litholds that: t y € I.

9Where it is clear from the context, | shall wrilef; LI M- instead of\M; Uptw Mo
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Hunt and SandsHS04 construct a control-flow-sensitive security type systeasdd on
Amtoft's and Banerjee’s analysis. Independence asseraoa thereby replaced by a univer-
sal lattice. This lattice consists of all subsets of vagatentifiersp(V ar) and the partial order
C. For example, the universal lattice for a two variable paogis({{}, {{},{h},{l,h}}, ©).

To check data confidentiality, once the information-flowippls known, the variable identifiers
in the universal lattice are instantiated with the concseterecy levels of input variables.

For example, Hunt's control-flow-sensitive informatioovil analysis ofl := 1 +h re-
turns M’(l) = {l,h}. A later instantiation withdom(l) = low and dom(h) = high gives
M'(1) = low U high = high if we assume the two level lattice withigh < low, which reveals
the leakage.

Laud et al. LUVO05] further substantiates the similarities between indepand analyses and
security type systems, which are based on universal lattlde shows that certain type systems
for sequential programs are equivalent to data-flow analys@ud instantiates two of these
analyses to check information-flow security.

In this thesis, | extend the abstract-interpretation-Oaggroach by Warnier et allP\WW05 with
a notion of shared memory and locks. However, | will formalilzis approach as a control-flow-
sensitive security type system.

To check low-level operating-system code whose infornmatiow policy is not entirely
known at the time of the analysis, | follow Hunt and SandsVversal-lattice based approach.
However, because interactions with operating-system acgl@ot limited to the program start
and termination, | have to extend this lattice to reflect waeshared-memory variable is read.

2.4.5. Operating-System Functionality

Security type systems typically abstract from the targetewlying operating system.
Sabelfeld Fab01§ Mantel et al. EM0Z, O Neill et al. [DCsC0§, and Russo et alHS04 are
exceptions to this rule. These works consider semapholeskibg inter-process communi-
cation, communication channels and an interface to sigrealibderlying scheduler when it is
safe to runow-classified threads.

However, as we shall see in greater detail in Sectid the principle approaches of these
works will not scale to the size and complexity of a microlaror of a multi-level server. To
prove data confidentiality of programs that invoke a certgiarating-system mechanism, these
works construct formal models of the respective OS funetiipnand specific typing rules to
check the involved information flows. Finally, they prove ttyping rules sound against the
respective formal model of the checked OS functionality.

On the basis of a size-aligned virtual-memory read operatie shall see that the typing
rules of such a security type system tend to become ratheplesrand unmanageable. For
this reason, | follow Furuse et akFDKHNO7] and construct the non-deterministic intermediate
programming languag®oy. In Toy, interactions with the operating system and interactioitis w
the underlying hardware appear as subprograms, which &xacan interleaved fashion with
the translated C++ operating-system code. Both are s@jdotthe same information-flow
analysis: the security type system fy.
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2.4.6. Timing-Leak Transformations

Timing- and termination-insensitive security type syssesuch as the two in Figuiz1 and
in Figure 2.2 risk overlooking internal and external timing leaks andkigges that encode
information in the termination of the checked program. Nthedess, the security type system
for Toyis timing and termination insensitive.

Unexpectedly long lasting system calls or server invocatiare typically quickly detected
(though not as easily fixed). | will therefore not addressniaation leaks. Instead, | shall
assume that the microkernel completes system calls in adesuamount of time and that
multi-level servers respond in a similar way to client resfae

To address internal timing leaks, | assume that the suadsshecked operating-system
code is subjected to a suitable timing-leak transformafidre budget-enforcing fixed-priority
scheduler addresses external timing leaks.

Timing-leak transformationsAga0O0f are program transformations that produce timing-
sensitive non-interference-secure programs from tinmsgnsitive non-interference-secure
programs. To do so, they replace statements and expresgittnsecrecy-dependent timing
behavior with semantically-equivalent statements andesgions that have no such secrecy-
dependent timing behavior. Several such transformatiaas heen proposed:

e Cross copyingAga004d copies the statements of both branches of an if-statemiémser
cret conditional into the respective other branch. To presthe semantics of the original
code, it replaces assignments with equally-long lastimg-statements.

e Transactional branchingBRWO0€] transforms the branches of if-statements with secret
conditionals into transactions. The transformed prograem texecutes the transactions
of both branches. However, to preserve the semantics ofifji@al code, only the trans-
action of the taken branch is committed.

e Unification [KMO7] seeks to optimize the performance @bss copyingoy removing
unnecessargkip statements. For that, unification identifiess-observable events in
both branches and seeks to align identical events to ocdineisame order and at the
same point in time relative to the beginning of the branch.

In [BRWO€], Warnier sketches a further, completely different apphgavhich is based on
Engblom’s worst-case execution-time (WCET) analy&i&$"03]. Given a safe upper bound
on the latest possible time wheri@as-observable event may occur, the transformation inserts a
busy-waiting loop that defers this event to its safe uppemnbio

With Engblom’s method, timing-leak transformation is ed&dly reduced to a worst-case
execution-time problem. The tighter the estimated woasiecbounds, the better the perfor-
mance of the transformed program. Even unsafe bounds caseoifua concrete application
scenario tolerates low-bandwidth covert channels. Magobesides having to access the
system clock, the inserted code (though not the WCET bousds)chitecture and compiler
independent. As a result, when binaries are shipped ratiager source code, only the data
section, which contains these WCET bounds, has to be patorejust the transformation to
a new platform.

In a sense, the countermeasure to eliminate scheduliatedetiming channels due to non-
preemptive execution (see Secti®3.50n pages9) is such a timing-leak transformation.
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2.4.7. Points-To Analysis

Static analyses for C and C++ programs immediately beneii fthe results of two further
types of static analyseppoints-to analysigndloop-bound analyses

Given a progranp, a points-to analysis seeks to statically derive as priycasepossibly the
addresses to which pointer variables may refer in a certaigram states of p. Examples of
points-to analyses ar&\fu, Ryd03 HL0O9, SWMO00, WLO02].

In this thesis, | will not integrate a specific points-to aiséd into the security type system
for Toy. Instead, | will assume that any correct points-to analigsissed to produce the pointer
information the security type system requires. het(p) be a points-to analysis fgr, which
returns for each stateof p and for each pointer ipnthe setS of possible addresses to which this
pointer may point to. The points-to analysisi(p) is correct if the returned sefs contain at
least the actual address to which the respective poinersiéf may however also contain other
addresses if the precise pointer destination cannot bendieied. There are two fundamental
ways to react to imprecise points-to information:

1. Inthe analysis, we may pick one address at a time and checkinainder of the program
under the assumption that this picked address is the acdetss; or

2. If S contains more than one address, we can apply weak updaglased below, on
all addresses if.

Tlili and Debbabi [TD0§] follow the first approach in their memory-safety analysis € pro-
grams. In this check, they verify for the checked C prograenahsence of null-pointer deref-
erences, or accesses to deallocated objects, and the alndeaads to uninitialized objects.

To not risk overlooking information flows that involve readior writing the actual pointer
destination, we have to investigate all possible pointeyets. Hence, if we would follow the
first approach in all situations, the analysis performanoeld deteriorate significantly. An
efficient type checking tool must therefore select cargfulhen it follows the more precise
first approach and where it reverts to weak updates.

Weak updateGMF79 is a safe approximation of writing through pointers whosstthations
are not precisely known. The update is called weak becauseutd be unsafe to replace
the information that a potentially targeted variable stor a control-flow-sensitive security
type system, a weak update of a variabli@ the set of pointer destinatiorsswould therefore
not only consider the secrecy level of the assigned exmessit also the secrecy level of the
informationv holds before the assignment is evaluated. Heh€¢y) := I, U I;, LI M (v).

The counterpart for a weak update isteong update Strong updates replace the previously-
stored information completely. Therefore, they can onlyapplied to pointers whose destina-
tion is known precisely, that is, if the sétcontains precisely one element. Such a set with
precisely one element is calledmgleton set

Reads through pointers with imprecise pointer destinatwork by returning the least upper
bound of the secrecy levels of all possible destinationgat ®/,.., := Ulgls M (v).

Static points-to analyses typically work with abstractr@sddes such as full-scope field or vari-
able identifiers. However, because the virtual-to-physiddress translation may ensue security
policy violating information flows, these analyses are matiediately applicable to low-level
operating-system code. A points-to analysis, which isiapple for an information-flow anal-
ysis of low-level OS code, must therefore return virtualreddes in the set of potential pointer
destinationsS. Wilson et al. WL95] describe such an analysis for C / C++ pointer programs.
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It reaps benefit of additional link-time information to deduthe potential virtual addresses of
the referred objects.

2.4.8. Loop-Bound Analysis

A second type of static analyses, from which advanced saaityses for C / C++ programs
benefitimmediately, are loop-bound analyses (see &IH\WF98, AIMBCS0§). A correct loop
bound analysis returns for each loop of the checked programupper bound on the number
of iterations after which the loop is guaranteed to tern@nat

Although the fixed-point iteration in Rule C4’ of the contftdw-sensitive security type sys-
tem in Figure2.2 does not depend on such a bound to produce a safe approxinwétibe
involved information flows, knowledge of such a bound camiigantly improve the precision
of the analysis. For example, the following -loop sums up the first 5 elements of the smart
arraya.

smart _array <int > a[20];
int sum = 0;

a[6] = h;

for (int i =0; i <5;it++) {
sum += a[i];

| = sum;

However, if we do not consider this bound, the analysis massjmistically assume that all
fields of the array are read. Heneem becomesiigh because we cannot exclude an access to
a[6]. For an ordinary array, which, unlike the smart array, dasdimit accesses to the cells of
the array, the results of a loop-bound analysis becomesreeea important. This is because
many C / C++ implementations translate out-of-bounds aasemto valid memory references
to addresses beyond the array.

In this work, I shall assume that all system calls and serweydations terminate. Hence, there
cannot be non-terminating loops in the checked pieces abtipg-system code.

2.5. L4-Family Microkernels

Originating from Jochen Liedtke’s initial desighig95], L4 has evolved into a family of
microkernels [ie96, Lie99, DLSU04, EHL98, Sch96 Hoh02 KV05, DJEE, Ste09aWL10].

As second-generation microkernels, these kernels impleordy two mechanism: IPC, and,

in recent versiong{V05, WL10, DAEE], capabilities as the sole access-control mechanism. In
addition, they implement only three abstractions: threaddress spaces, and kernel memory.

L4-1PC is synchronous and reliable. That is, a communicagartner is blocked until the
respective other partner becomes ready to communicateanmrror occurs, or until a timeout
expires; and, both communication partners are informeditaboors respectively about the
successful transmission of the message. Interrupts, @adis find exceptions are translated
into IPC messages to a respective handler thteéadpon a successful rendezvous, L4 copies
the specified thread-local registers and the specified déasafrom the sender to the receiver.

OFjasco-OCYWL10] and seL4 PJEF support also asynchronous interrupt notifications.
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In old L4 versions [ie96, Lie99, Sch96 EHL9g], these registers are limited by the general-
purpose registers of the processor that are not used for ptrameters. Since L4 Version
X.2 [DLSU04], L4 microkernels implement thread-local message rexgstdhese message
registers and other virtual registers can be implementddavihread-local data structure called
user-level thread control blogJTCB).

A capability is a kernel-protected tuple, which consistaafet of access rights and a ref-
erence to an object on which these rights can be executed4,lodpabilities are transferred
in IPC messages (L4-map IPC). L4-map grants the sender thiecibauthority to revoke the
transferred access rights. Revocation is by means of thenlidap system call. L4-unmap re-
vokes transferred access rights recursively from all estdspaces whose threads have directly
or indirectly received the unmapped capability from a tdreethe unmapping thread’s address
space.

To send messages (and to transfer capabilities), the gptitiead must hold a capability
in its address space that conveys send authority to a concatiomn-channel kernel object. In
L4.Sec KV05] and in seL4 DJEH, these channel objects are called endpoints. They allow
multiple threads to receive simultaneously. When a seneledssa message to an endpoint,
the kernel selects one of these threads to receive the needsagova [Fte094and in Fiasco-
OC [WL10], channel objects are called portals and IPC-gates, ragplc They are bound to
precisely one receiver thread. Together with the messatgead receives a kernel protected
token: thelabel. The creator of the invoked communication-channel objexes this token in
the kernel object. The intended use of labels is to idenéfyear-implemented objects. In selL4,
Nova and Fiasco-OC, calls to a server implicitly create dyreppability, which conveys the
authority to send a reply to the calling client.

In recent kernel versions, a thread must provide kernel menw create threads, address
spaces, communication channels, and other kernel objelc®ever, the kernel interface for
user-controlled kernel-memory managemera¢03 differs. L4.Sec and selL4 implement
kernel-memory capabilities that, like user-memory calii#s, refer to a region of physical
memory. The kernel is supposed to allocate the data stegir the to-be-created kernel
object in this region. Fiasco-OC Factories currently impbat a quota scheme on a shared
pool of kernel memory. However, a refinement of the FiascoFa€tory interface allows for
L4.Sec and selL4-like placement controls. In L4.Sec, useanong can be transformed into
kernel memory, seL4 implements the reverse transformatioselL4, user memory is created
in kernel memory like all other kernel objects.

Although implementing a specific scheduling policy insitie kernel contradicts the design
principle that microkernels should only implement meckars and no policies, all L4-family
microkernels except the version of L4-Pistachio by Jan&t¢&007 implement a scheduler in
the kernel. This scheduler is typically a fixed-priority ednler. However, Fiasco-OC and L4-
CX[Pet09also experiment with an additional proportional-shateestuler. To avoid malicious
or erroneous threads form monopolizing a priority leveg tixed-priority schedulers of L4
enforce a periodically-refilled execution budget. Onceradt has exhausted its budget, the
scheduler will not select this thread for execution untéd thudget of this thread is refilled at
the beginning of this thread’s next period. Hence, L4 scleduare typicallypudget-enforcing
fixed-priority schedulers
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Figure 2.3.: Atypical L4 server and its execution environtme

To avoid costly scheduling decisions during the perforneaitical IPC path, L4-family micro-
kernels implement hand-off schedulinggB " 86, BALL90, Lie93, LES97]. With the delivery
of the message, the sender of an IPC implicitly donates tmaireder of its current timeslice
to the receiver. The scheduler is not invoked for this trangDften, the invoked server replies
well before the next regular scheduling decision. In Fiasolter et al. HLR™01] extends
hand-off scheduling to a contiguous timeslice donatiorest

2.5.1. A Typical L4 Server

Application-level servers in L4-family microkernels tggily follow a common design. First,

these servers run through an initialization phase in whidy setup their fault and exception
handlers, create the worker threads of this server, andamenzinication-channel objects for
the server objects they implement. Then, they enter a swgprin which they contiguously

await requests from clients that they process before theyt élae next client’s request. For the
following discussion, it is interesting to investigatesbdwo phases more closely.

2.5.1.1. Server Initialization

When a server starts, its address space contains only treefiver thread and a communication-
channel capability to this thread’s pager. In L4pageris the thread that receives page-fault
messages. The responsibility of the pager is to transfeagpeopriate user-memory capabilities
to this server. Initially, this is typically a thread in th@aderthat bootstraps this server. Later,
it is typically a region-mapper threa&gu03.

The purpose of theegion mapperis to translate page faults in valid memory regions into
appropriate requests to the server that backs this regalid Memory regions are for example
the server’s code and data segments, and regions contaieimgry-mapped files. The backing
servers are the loader, a server for anonymous memory aindisdite servers.
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Memory servers typically implement the data-space interfADE*01]. A data spacéds an
abstract memory object,\aewis a section of a data space that can be mapped into the address
space of a client. The role of a data-space manager is to backlient region that contains
such a view with memory. To do so, a data-space manager mayjsnagn memory or it can

rely on the service of other data-space managers. FR@rdlustrates this setup graphically.
After creating additional worker threads and the corregpancommunication-channel objects

for the server-implemented objects, servers typicallst &ecuting a server loop.

The representation of user-level server objects with kdavel communication channefé
fulfills two purposes:

1. The label of the kernel-level communication channel irdiaely identifies the data
structure of the requested server object; and

2. The transfer and revocation of channel capabilitiesalsecurity-policy servers to con-
trol whether a thread is able to access the referred seryectob

Hence, if the invoked server function can be shown to onlessthe server object to which
the label refers or server objects that are related to thexglkaccess control on server objects
can be enforced with the help of the access-control meamarfishe microkernel. In this case,
information can flow from a client to such a server object dhthpe client holds a capability
that conveys write access to these objects (e.g., by amthga respective server function that
writes these objects). Information flows in the reversedtiog can happen only to clients that
hold a capability which conveys read access.

The purpose of the proposed information-flow analysis ideniify the precise nature of
these information flows and to show the server function tessonly the expected objects.

In the case of the buffer-cache server (see Se&i8n communication-channel labels refer
to the legitimately-accessible open files. The buffers efrttemory pool of the invoking client
and the memory-pool meta data are related objects. Whereiat cdpens a new file, a new
capability is returned for the open file, which establisltes telation.

2.5.1.2. The Server Loop

The C++ pseudo code in Figu&4 shows a server loop of a typical server in an L4-based
system. Given a message buffee¢ssage, the server loop invokes the C wrapper function
14_ipc _wait until no further IPC errors are reported. IPC errors can meponessage 'cut’ if a
client sends a string message that exceeds the size of #igeagedandow, or a timeout by the
client. Servers typically await requests with timeout iitfirand send replies with timeout zero.
On areply, IPC errors can indicate that the client has di¢éorbeehe reply could be sent or that
the clientis not receiving. In these cases, the serverajlgidrops the request and awaits a new
one.

The C wrapper functiong_ipc .wait andl4_ipc -reply _and wait are the system-call bindings
for two variants of L4-IPC. The first causes the invoker tceemin open receive state in which
it awaits messages from all its communication channelsséicend invokes the reply capabil-
ity to send a response to a client and then causes the involater this open receive state.
Both contain assembler code, which loads the system-calhpeters into the general-purpose
registers of the CPU and causes a kernel entry.

11 4.Sec stores the label with the capability, hence, mutig@rver objects can be represented with a single
endpoint.
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Server_Object « label;
Message message;

[.-]
error = 14 _ipc_wait(label, message);
do {

while (error) {
/I handle IPC error

]

error = 14 _ipc_wait(label, message);

}

opcode = message.extract_opcode();
switch (opcode) {
case f_opcode:
label —>f(unmarshal_f(message));
break ;
case g_opcode:
label—>g(unmarshal_g(message));
break;
default :
message = invalid_opcode;
}

error = |4 _ipc_reply_and -wait(label, message);

+ while (true);

Figure 2.4.: Server Loop

Per convention, all messages contain the opcode of the @avogeration at a fixed position.
The code in Line 16 extracts this opcode. The switch statémerine 18 checks whether this
opcode is valid for the referenced object. If it is not valide default case returns an error
message to indicate to the client that it has invoked theesavith an invalid opcode.

The statements in Line 21 and in Line 25 unmarshal the megsageneters for the invoked
server functionality. After that, they call a C++ functiomhich implements the invoked func-
tionality on the server object that is referenced tddbgl. An implicit assumption is here that
all communication channels store labels that refer to vediler objects. Thebel is of a
derived type otlass Server _Object .

When the C++ function, which implements the invoked funaaiity, returns, the server
replies to the invoking client and awaits the next reque#t Wiipc reply _and wait .
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2.5.1.3. Similarities between Server Loops and L4 System Ca lIs

The implementation of system calls in L4-family microkdsnehow many similarities to the
above server loop: capabilities store the kernel-proteptenter that refers to a kernel object;
system-call parameters are passed in the general-purpgisters of the CPU respectively in
the invoking thread’s UTCB and, in recent kernel versiomsppcode identifies the invoked
system call. The two primary differences are:

e The absence of worker threads, and
e The retrieval of information that is stored in the capaigt

When a thread invokes a system call, the kernel executesykiem call on behalf of the
invoking thread. For that, it can use the resources (ketaeksthread control block, etc.) of
the invoking thread. A separate kernel thread is not reduire

To access the information that is stored in a capabilitykdrael has to lookup the capability
tables, a data structure that, like the processor pagestahkgps address-space local identifies
to capabilities. Parameters are either located in the géperpose registers or in the special-
purpose registers of the processor or in the UTCB of the iimgkhread. For example, if
an IA32 kernel receives a page-fault exception, the pagk-daldress is passed in the special
purpose register CRZor09 § 2.5 - Vol. 3a].

For the access-control mechanism to control informatiowdslthrough system calls, the
kernel must guarantee that it will only access the kernedatip which the invoked capability
refers or an object that is related to this object. An exangpla related object is the thread
that receives messages that are sent to one of its IPC gatestole of the information flow
analysis of system calls is to establish precisely thisgnuige for the system calls of L4-family
microkernels.

2.5.2. Confinement

In systems such as L4, where every application-level thosadpropagate access rights, it is
interesting to know where access rights can propagate aatldghfacto access a thread may
obtain with the help of other thread8$79. The corresponding property is callednfinement

A compartments a subsystem that is treated as a single subject by theitygoalicy. A
compartment isonfined[Lam73 if no thread of this compartment can leak information to
entities outside this compartment. That is, the informafiow policy must have explicitly
authorized all information flows to outside entities sucimastilevel servers or the microkernel.

Shapiro Eha0(), Elkaduwe EKEOg and Boyton Boy09 show a weaker property: no thread
of an access-confinedompartment can obtain a permission that authorizes a varigéa en-
tity outside this compartment unless this permission igixee over an explicitly authorized
channel.

The information flows of permitted operations and hence ferations through which en-
tities can write to compartment-external entities are m&xliaxiomatically. For example in
Shapiro et al. $ha0(), the functionseads _from andwrites -to formalize the assumed informa-
tion flows of the system calls of the EROS capability syst&mg99. When instantiated with
the universal lattice for shared-memory programs, therggdype system forToy identifies
these information flows for the checked system calls andi®rchecked server invocations.
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For a compartment to be access confined in both L4 and in ER®$)st have been started

by a trusted loader — theonstructor[Sha0(. The purpose of this loader is to start compart-
ments and to define the initially authorized channels. Itusted not to propagate additional

(unauthorized) capabilities to the compartments it starts

2.6. Non-interference-Secure Scheduling

Since their first identification by Schaefer et al. in the eahof the KVM/370 security ker-
nel [SGLS77, several solutions have been proposed to eliminate stihgekelated covert
channels. Besides fuzzy timel{i91] and time-partitioning scheduler&pp99g, which | have
already discussed in SectidrB.2 there are two principal approaches to avoid these channels

1. Information-flow secure schedulers; and

2. Language-based information-flow analyses for appbaeatithat run on top of specific
classes of schedulers.

To further reduce the remaining covert-channel bandwidtifuazy-time systems, Tros-
tle [Tro93 proposes a combination of fuzzy time with channel-bandwidducing schedulers.

Hu’s lattice schedulerju97 is one such scheduler. Whenever a thread blocks, thedattic
scheduler selects the quantum of a ready thread with doimgnaécrecy level. It then runs
this thread unless the quantum is exhausted. Only if thedst@efinds no more ready threads
with dominating secrecy level, it resumes the executiomwelr-classified threads. 1093,
Trostle proposes to further delay this point by idling foaadomly-chosen amount of time.

Both scheduler versions do not eliminate scheduling-edlabvert channels entirely. They
merely reduce their bandwidth. Moreover, many real-timedds (e.g., real-time device
drivers) run periodically for short amounts of time and wilih requiring plain-text access to
confidential data. For these threads, the minimal periogtkerwhich is achievable with these
scheduler versions, is as large as the sum of all quanta. iEvwenwould modify the lattice
scheduler to select the highest-prioritized thread inasituns when no more higher-classified
threads are ready, period lengths are still at least as Esdghe sum of the quanta of higher-
classified threads. As a consequence, they cannot be usesbfdime systems such as our
envisaged open microkernel-based system.

In the context of Secure Alpha, Boucher et &8CJG"94] propose a scheduler that trades real-
time performance against covert-channel bandwidth. Fadr the scheduler dynamically mon-
itors the bandwidth of covert channels. If the accumulateadwidth exceeds a certain thresh-
old, the scheduler switches from a real-time schedulingsehto a scheduling scheme similar
to that of the lattice scheduler.

To obtain this threshold, the scheduler considers the tiatge functions Jen92 of its
threads. These functions indicate the importance of runttie corresponding threads at a
certain point in time. In other words, the time-value fuootbf a thread say whether it is still
feasible to delay the execution of this thread to reduce rtaleannel bandwidth.

In contrast to our scheduler, Boucher requires a complalyadmission testo determine
whether a given real-time workload will meet its timing re@g@ments. In particular, to guar-
antee both the in-time completion of all threads and an uppand on the amount of leaked
information, covert-channel bandwidths must be prediatatie time of the admission test. For
the budget-enforcing fixed-priority scheduler, which Ilshdroduce in ChapteB, a large class
of existing admission tests can be reused to determine whaliithreads will meet their timing
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requirements. Like Hu and Trostle, Boucher’s schedulenctoompletely avoid leakage over
scheduling-related timing channels.

Security-type-system-based approaches complementdbgsdied OS-level solutions. Volpano
and Smith 59§ and Sabelfeld et al§S0Q propose static information-flow analyses for pro-
grams that execute on top of a uniform, a probabilistic, oaditrary scheduler. However, for
most practical purposes, these analyses are too resrictiv

Russo et al.RS04 lifts some of these restrictions by allowing threads tomf the under-
lying scheduler when only equally-classified threads sthouwh. However, Russo’s scheduler
cannot prevent external timing leaks.

In the envisaged open microkernel-based system, we seelntalso those programs that
cannot be checked by contemporary static information-floalyses. Therefore, we have to
reject solutions that are solely based on static informaflionv analyses to prevent leakage.
Such a solution may however complement OS-level solutions.

2.7. Prototype Verification System (PVS)

I have machine checked the non-interference proof for thagétenforcing fixed-priority
scheduler in Chapte® and the soundness proof for the security type systenTdgmwith the
help of an interactive theorem prover: the Prototype Veaiian System (PVSY)RS93. In the
following, I introduce the syntax and semantics of the djpeation language of this theorem
prover to the degree it is required for this thesis. | assuraedader is familiar with simple set
theory'2,

The specification language of PVS is based on a simply-typgeh-order logic enriched
with predicate subtypes, dependent record types, abstatectypes, inductive and co-inductive
types, and various other features.

PVS provides predefined types for the common data types gf@maming languages. These
include, for example, the natural number tyfag, the integer typent and the boolean typol
with the valuesrue andfalse.

In addition, PVS allows for the creation of record types anglipports (recursive) abstract
datatypes. The following code snippet defines the recorelftgip, a constanp of this type and
a variableg of this type. The typ®air contains two members of typet: x andy.

Pair : Type = [#
X : nat,
y @ nat

#]

p : Pair
g : Var Pair

The member accegsx returns the value of the memberof the record constant. A partial
update of the memberof p is written asp With [(y) := n] . This update returns a new instance
of the recorch whose membey equals tan and whose memberequals tg'x.

12A brief summary of simple set theory can be found\vik].
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Abstract data types define disjoint unions of tagged vasiaPVS allows abstract data types to
be simple recursive. The following example defines the earabstract data typest .
List[T : Type]: Datatype
Begin
null : null?
cons(car : T, cdr : List) : cons?
End List

The typeT is a parameter of this abstract data type. It denotes thedfy/figt elements. PVS
allows abstract data types and theories to be parametric.

The typeList contains two variants: the constructail for the empty list and the construc-
tor cons for the list that starts with the head-elemeait and whose tail is the lisidr. The
constructorkons is recursive because it takes a list as its second parameter.

The identifierscar andcdr are accessors, that is, partial functions from List to theesyof
the respective parametetar(l) returns the head element of the listdr(l) returns the tail of
|. For examplear(cons(e, null)) = e . The type checker preventsr(null) andcdr(null) because
both are only defined for the non-empty list.

The predicatesull? andcons? are recognizer predicates for the corresponding vari&ats.
examplenpull?(l) returns true if and only if is the empty lishull . PVS uses the same syntax to
denote partial updates of abstract data types and of regped t

Abstract data types come with an induction scheme cafiedctural induction According
to this scheme, a predicapeholds for all members of an abstract data typié

1. P holds for all members produced by non-recursive constrag¢tbe base case), and

2. P can be concluded for all recursive constructors from thegmdition thatr holds for
the parameters of these constructors that haveAype

The keywordType defines a new type. For example, the following code snippfbeke two
new types< andy.

X : Type
Y : Type = (pred?[T])

The typeX is not further specifiedy contains all elements of the typdor which the predicate
pred? holds. Hencey is a predicate subtype of The notationpred?[T]) is syntactic sugar for
{y: T | pred?(y) }.

In addition to structures (i.e., records) and tagged un{oes abstract datatypes), PVS also
supports functions as first class types. The notation

fn( x : X)(y:Y): Recursive bool = ...
Measure ... By ...

defines a recursive functidn of type bool with two parameters of type andy, respectively.
Actually, this notation stands also for a function from edsts of typex to functions of type
[Y — bool] . The keywordrecursive denotes a recursive specificationfiof To ensure that the
function is total (i.e., defined for every value of its domalVS requires a well-founded order
on the parameters of this function. The parameters for tidsrchave to be provided after
the keywordwmeasure, the order after the keyworgly. Lambda notation allows for an inline
definition of functions. For example,(x : X)(y : Y) : true is a function of the same type as
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PVS collects specifications and lemmas in theories. Thefproiothese lemmas are kept in
separate files. Like abstract data typeshaory can be parametric. To use the definitions
and lemmas of one theory in another theory, the former mustperted with the keyword
Importing .

Lemmas have the formame : Lemmaspec where name is a theory-local name for this
lemma and spec is the specification. In PVS, the common maitieahconstructs are available
for specificationsi=, A, v, <=, Exists (t : T) : ... andForall (t : T) : ... . Inaddition, PVS
provides a conditional statement: ... Then ... Else ... Endif with the expected semantics and
a selection statement for the variants of abstract datastypm example,

Cases list_var Of
cons(h, t) : ..
null :

EndCases

evaluates to the expression on the respective right-haedogithe line matching the variant of
list var . The variablelist var is of typeList[T] .

PVS allows the construction of predicate subtypes frontiatyi predicates. Hence, typecheck-
ing in PVS is undecidable. Whenever PVS cannot automatidaitiuce the correct type of a
statement, it generates a proof obligation caligae correctness constrait CC). To avoid
vacuous results, all TCCs have to be proven in the prover coemt of PVS.

Proofs in PVS are developed interactively by applying prmmhmands to the individual goals
of a proof. There are proof commands for the standard siroalitin and verification techniques
such as induction, if-lifting and the simplification of biyadecision diagrams (BDDs). In
addition, PVS provides proof commands for the applicatibpreviously shown lemmas.

The prover component of PVS maintains for each propfaof tree The nodes of this tree
denote theroof goals Leaf nodes stand for open proof goals. Each proof goal iesemted
as a sequence @intecedent$A,, ..., A,,) andconsequent§By, ..., B,,). With the help of the
proof commands, the user is expected to showthat ... N A, = B, V...V B, holds.
In the interactive proof mode, PVS usesnstead of= and presents antecedents in the lines
above- and consequents in the lines below this mark (see the praphbefd _null below).

To give an idea how a PVS proof looks like, let me repeat thefpobappend _null from the
PVS prelude. It shows that appending the empty list to a lissults in precisely this list. The
functionappend is recursively defined as:

append(l, tail ) : Recursive List[T] =
Cases | Of
null : tail,
cons(h,t) : cons(h,append(t,tail ))
EndCases
Measure length(l)

The specification oéppend _null is:

append_null : Lemma
Forall (I : List[T]) : append(l, null) = I
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The proof of this lemma uses four proof commands:
e (induct l) invokes the structural induction scheme of the list I,

e (skolem *) replaces all universally-quantified variables with adoyrbut fixed values of
this type,

e (expand “append”) replaces the functioappend with its definition, and

e (replace -1 1)replaces in the consequent all occurrences of the left-hand side of the
equation in the antecedent1} with the right-hand side of this equation.

The proof ofappend _null proceeds as follows. Initially, the proof tree contains goal at the
root node, which contains the specification of the lemma tshmsvn:

{1} Forall (I : List[T]) : append(l, null)

Structural induction overrand skolemizatioskolem *) of the universally-quantified variables
spawns two new proof goals as children of this root node:

{1} append(null, null)

and

{—1} append(cons2_var!l, null) = cons2_var!l

{1} append(cons(consl.var!l, cons2_var!l), null) =
cons(consl varl!l, cons2_var!l)

The proof commandexpand “append”) solves the first goal becausenull = null holds triv-
ially. The same command applied to the conseqensimplifies the second goal to

{—1} append(cons2_var!l, null) = cons2_var!l

{1} cons(consl_var!l, append(cons2.var!l, null)) =
cons(consl varll, cons2_var!l)

This goal holds trivially aftenreplace —1 1) replacesappend(cons2 _var!l, null) in the conse-
quent of this goal witlzons2 var!'1, the right-hand side of the antecedént.}.

In practice, PVS proofs tend to become rather large. Alsibe insight can be obtained from
the commands and from the order in which they are applieds iBhin particular the case if
proof commands such gend are used, which combine several simplification steps in one c
mand. In this thesis, | will therefore refrain from presegtihe detailed PVS proofs. Instead, |
give an informal direction how the proofs work and refer thierested reader to the published
sourcesYol10, Vol08b, VHHO84.
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3. Avoiding External Timing Channels
In Fixed-Priority Schedulers

This chapter identifies scheduling-related timing chasnel fixed-priority schedulers and
presents a budget-enforcing fixed-priority scheduler pinavably eliminates these channels.

Fixed-priority schedulers always execute one of the highesritized ready threads. If more
than one such thread exists, a second scheduling policsnaiets which of these highest prior-
itized ready threads should run. FIFO and Round Robin areantbenost prominent examples
of policies for equally prioritized threads.

Budget-enforcing fixed-priority schedulers further coast the threads they run with a pe-
riodically refilled execution budget. Budget-enforcindiedulers execute only threads with
positive execution budgets. Running threads consumelibhdiets.

Essentially, the secure scheduler, which | shall introdadais chapter, works in the same
way as a standard budget-enforcing fixed-priority scheddlee two fundamental differences
are the countermeasures it implements to avoid leakagesoheduling-related timing chan-
nels. These countermeasures are:

e Countermeasure 1:treat possibly leaking threads as if they where ready, and

e Countermeasure 2: defer the points in time when possibly leaked-to threadames
their execution.

In Section3.3, we shall see in greater detail that the first countermegserents leakage due
to alterations in the execution and blocking behavior ohbigprioritized threads. The sec-
ond countermeasure prevents leakage caused by non-preglsnpkecuting lower prioritized
threads.

Structure of this Chapter

The remainder of this chapter is organized as follows: 8a@&ilintroducesReThMg a non-
standard task model to characterize a large class of clesditime workloads for the purpose
of proving non-interference for fixed-priority schedulefBask models are typically designed
to describe the parameters of real-time workloadsatimission testghat is, for tests that seek
to determine whether all threads will complete in time (itefore their deadline) respectively
whether they will meet their timing requirements. Sectih.1discusses the issues that arise
when constructing task models for the purpose of describoigeduler workloads for non-
interference proofs. Sectidl.2introduces the thread scheduling parameteiRefhMg and
Section3.1.3demonstrates the expressiveness of the proposed task byodebkcribing how
classic real-time workloads mapReThMo

In Section3.2, | investigate possibilities to leak information througtefil-priority schedulers.
Besides the more obvious channels from higher prioritibeelads to lower prioritized threads,
we shall see how lower prioritized threads altering theim-poeemptive execution behavior can
leak to higher prioritized threads.
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Section3.3 introduces the budget-enforcing fixed-priority schedaled the countermeasures
it applies. | discuss variations of this scheduler for travesand intransitive information-flow
policies, for FIFO and Round Robin, and alternatives forgaeteconsumer threads to deal with
treated-as-ready blocked threads.

In Section3.4, | present the formalization of this scheduler in PVS andnigchine-checked
non-interference proof.

A discussion of the preserved real-time guarantees (Se8tl) and of practical matters
(Section3.6) concludes this chapter.

The results, which | present in this chapter, are in partdbasgoint work with Claude-Joachim
Hamann and Hermann Hartig. They are documented in a ptibliich/HHO8b] at the ACM
Symposium on Information, Computer and CommunicationsifgqASIACCS’'08).

Notational Conventions

The following notational conventions apply to the remamafehis chapter. | write, andr; to
denote thaty, is a thread with a higher or equal priority than the thread

Given a sef” of threads to schedule, | denote with the’Bgt () the subset of ' that contains

all threads with a lower or the same priority thari},;,, () is defined accordingly as the set of
higher or equally prioritized threads.
As introduced in Sectio@.3, | denote information-flow policies as triple&L, <, dom). Such
a triple consists of a set of secrecy levélsthe dominates relatiort and the domainlom.
Here,dom assigns each thread its secrecy level. | wrifeand7;, to denote thaty is higher or
equally classified (i.edom(1r) < dom(7y)).

In the non-interference proof in SectiB, | shall not requird L., <) to be a lattice. Instead,
it suffices thak is reflexive and uniquely bounded from above and from belovparticular,<
needs not to be transitive. For the arguments about intramgiformation-flow policies, recall
the definition of arintransitive passs the triple of secrecy leve(s, m, ) with s <m A m <
r A s £ r and the definition of amntransitive pointas the secrecy leveh in the middle of
such a pass (see Sectid2.9.

3.1. The ReThMo Task Model

This section introducefkeThMg@ a task model to characterize the workloads of budget-
enforcing fixed-priority schedulers for the purpose of pngwhese schedulers non-interference
secure.

3.1.1. Task Models for Non-interference Proofs

Task models define the parameters that characterize theibebéreal-time and best-effort
workloads and of the individual threadisf these workloads.

Standard task models, such as the periodic task maded(, Chapter 3.3], are primarily
designed to characterize threads for offline admissios.tgsbr these tests to work, the val-
ues of thread parameters must already be known while themyist still offline. Therefore,

n the literature, the terraskis used both for the set of jobs that jointly provide some fiomality and for
the set of threads that share the same address space. Imetis 1 will call the set of jobs threadto avoid
confusions, which arise from this ambiguity.
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task models often describe threads with a-priori knownpatars that approximate their real
behavior in a way that is safe for the admission.

An approximation of thread behaviors is safe for the adrors#i the real-time guarantees
of admitted threads are preserved. Two prominent examplesah approximated parameters
are the worst-case execution time (WCET) of a thread andrikieal instantas an approxi-
mation for arbitrary release times. The WCET is an upper daumthe actual time a thread
executes. Theritical instantis the combination of job release times that leads to thetwase
response times of the jobki{i00, Chapter 6.5.1] of a thread. Thesponse timef a job is the
time between its release and the instant when it complet€2ET\and critical instant are safe
approximations because threads that are admitted witle fheesmmeters will complete in time
even if they execute shorter than their WCET and even if the ff this thread are released at
different points in time.

However, for proving a scheduler non-interference seciagk models that are based on
approximated parameters risk overlooking information fawe to variations in the actual
behavior of a thread. For an information-flow analysisjaaitinstant analyses are not sufficient
because an analysis of the critical instant for a thread isaysng about the information flows
of threads with earlier or later released jobs. The samenaegti holds for execution time
approximations with WCETSs.

Fortunately, for non-interference proofs, the precise@slof thread scheduling parameters
need not to be known a-priori. ReThMg | shall therefore use parameters, which describe the
behavior of threads precisely but whose values are typicalt known until the thread reacts
in the described way. In the non-interference proof one eailyedeal with such unspecified
parameters by assuming them to be arbitrary but fixed. Howedeen modelling a scheduler,
one must take care not to rely on the values of parameterga¢ahen these cannot be known.

For exampleReThModenotes the execution and blocking behavior of a thread astam
trace, which describes the intention of the correspondirggid to do some work or to yield the
CPU to other threads if the scheduler would select it at agepoint in time. Obviously, the
scheduling decision for such a point in time must not depanthe future actions of a thread
because these cannot yet be known. | shall therefore reReiféMaebased schedulers to be
well formed:

Definition 9. Well-formed scheduler
A scheduler, which is based on tReThMotask model (see below)vgell formedif and
only if any scheduling decision that it makes for some paitinnet depends only on pa-
rameters that are already known at this point in time. Forlexiby timed parameters (such
as time-to-value mappings) the scheduler may only rely tuegavhose timé is earlier or
equal tot.

Release points are an exception. BecalsdhMoabstracts from thread-releasing events,
scheduler models have to check whether the next releasé gfoam inactive thread has yet
occurred. To do so, the scheduler model must read the negsepoint value, whose precise
value may not yet be known. The only information that is knasvthat the value must denote
some future time if the release point has not yet occurred.ttis reason it is safe to com-
pare release points against the point in time for which threeoti scheduling decision should
be made and to use the result of this comparison to denotéhthaielease point has not yet
occurred. AReThMebased scheduler model in which future release points & mssome
other way is not well formed.
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Itis easy to see that the scheduler model for the budgetr@nipfixed-priority scheduler, which
I shall introduce in Sectio.4, is well formed: it only accesses tiReThMeparameters in the
above described way.

3.1.2. Thread Scheduling Parameters

The ReThMotask model is characterized by the following parameterd) which it describes
the behavior of threads. IReThMg a threadr; of the set of thread%’ is characterized by a
possibly infinite sequence of jobs. A job is a unit of work tkfz¢ system execute&i[i00,
Chapter 2.1]. Sequences of jobs are not necessarily periodihall writer, ;, to denote the
k'" job of the thread;. Unless explicitly stated otherwise, | assume that theciglee runs alll
threads irl” on the same CPU. The following parameters characterizeothe j of a threadr;

(k€ {0,1,...}):

release point r;;: the absolute point in time at whief),, becomes eligible for execution;
relative deadline d,;: the amount of time after; , by which; , must have finished;
execution budget eb; ,: an upper bound on the time, is allowed to execute; and

total budget tb; ,: an upper bound on the timeg,, is allowed to either execute or to block.

The scheduler keeps track of the remaining budgets of a jdbnote the remaining execution
budget byeb_rem; ;, and the remaining total budget by rem; ;.. The following four parameters
are common to all jobs of a thread:

priority prio;: the fixed priority?. From all ready jobs, a fixed-priority scheduler chooses
between the ones with the highest priority. The preciseaghdepends on the scheduling
policy for equally prioritized jobs (e.g., FIFO or Round Ra)p

maximum delay max_delay;: an upper bound on the contiguous time jobs of the thread
may execute non-preemptively; and

action trace actions;: a not further specified trace of the actions that the jobseflieadr;
will perform.

A released job may perform one of the followiagtions it may sleep for some while, it may
wait for some resource, it may wait for the arrival of a megstagm another thread or for the
occurrence of an external event. In all these cases, | sgpli#ocks In addition, a job may
choose t@xecute preemptivety to execute non-preemptivelfx job that has finished its work
canstop In this case, the thread of this job will continue with thetnjeb at the release point
of this next job.

Depending on these actions, on the actions of the jobs of tiheads, and on the decisions
of the scheduler, a job is in one of the following states.

Running: the job is released and holds all resources it requires, riteepsor included. The
scheduler has selected this job for execution and the jobuéss preemptively.

2] shall also writeprio(r;) for the priority prio; of the threadr;.
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execute preemptively | stop for remmainmg releaze
Delaying Ruoning *| Stopped [~
execute nonpresmmptively .
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selected by schaduler
job executes preemptively

zelectad by acheduler
jobexecuter nompresmptivel y

deadline or total budpet 1z depleted

Figure 3.1.: Thread states and their transitions.

Delaying: this state is identical to running except that the job exexuton-preemptively.
Thereby, it delays the points in time when higher prioritizereads are able to preempt
this thread. The scheduler bounds the timerby: _delay; that a jobr; ,, can continue to
stay in this state after a preemption has occurred. Aftartthie, the scheduler forcibly
preemptsr; ;.

Ready: the job is released and holds all resources with the exaepfithe processor. For the
job to become running or delaying, the scheduler must silect

Blocked: the job is released but blocks (e.g., because it waits fores@source or for some
external event). A job releases the processor when it bltackiow other ready jobs to
run. ReThModoes not require a job to run prior to blocking. For examgle, job has
requested a resource that is not available until the nextfdbis thread is released, this
next job is released as blocked. Hence, the transition fractive to blocked.

Stopped: a job that has finished its work can stop. In this case, thathasvaits the release
of its next job. A job that has exhausted its execution budipetugh not necessarily its
total budget) stops automatically. Blocked and stopped imtinue to consume their
remaining total budget. After that, they become inactive.

Inactive: jobs that have exhausted their total budgets (though n@ssecily their execution
budgets) and jobs whose deadlines have passed are inattieethread of an inactive
job awaits the release of its next job. Without loss of gelitgrd assume that a job of a
thread becomes inactive before the next job of this threeeleased.

In addition, | say:
Active: ajobis active if it is not inactive.

An active job can be running, delaying, ready, blocked opptal. Figure3.1 presents the
transition diagram for these states. The total budget ofcéineajob is not depleted and its
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Figure 3.2.: lllustration of th&®@eThMothread-scheduling parameters.runs at a higher pri-
ority thanr;.

deadline has not passed yet. In the following, | shall sayeeattis in a certain thread state if
its current job is in this state. | say a thread runs if its eatijob either executes preemptively
or non-preemptively.

At a first glance stoppedandinactiveseem to express the same state. This is not the case:
a job that has stopped still possesses a positive remaioiagbiudget and its deadline has not
yet passed. | introduce the distinction between stoppediraatdive jobs here because later
in Section3.3 | have to distinguish jobs that stopped voluntarily frorbgdhat were forcibly
deactivated by a passing deadline or as a result of a deptetdbudget.

Figure 3.2 illustrates theReThMothread scheduling parameters in an example schedule with
two threads:;, andr;. It shows the execution of two jobs of the thregdand of one job of the
lower prioritized thread;. Release points are denoted by upward arrows. Absolutdidead
(i.e.,d_abs;, = r;+d,; ) are denoted by downward arrows. The first job;p$tarts executing
and then blocks. At this point in time, the scheduler seld#wtscurrent job of the next lower
prioritized ready thread: the first and only jely, of 7;. At first, 7, o executes preemptively
(white bar). Then, it starts executing non-preemptivele(fibar). Although the first joly, o
of 7, unblocks (end of thin line), the scheduler continues to mynuntil eitherr; , resumes
executing preemptively or untii , has executed non-preemptively longer thaaw _delay;. In
both casesy;, o resumes its execution until the scheduler deactivategathiat its deadline. The
second jobr;, ; of 7, executes and blocks longer thé ;. Once it has consumed this total
budget, the scheduler deactivatgs. At this time, the absolute deadlinkeabs;, 1 = 741 + dp 1
is still in the future.

Note that the total budget of, ; is larger than the total budget of ;. ReThMoexplicitly
allows differing parameter values for the individual joldstlee same thread. This way and

3 Note that transitioning a blocked (or stopped) thread talid\does not necessarily induce scheduling overhead.
For example, if a concrete implementation oRaThMebased scheduler stores the absolute point in time
when such a thread has released the CPU, this timestampsretegther the thread is still blocked or whether
it is already inactive. The latter is the case if the absaddietdline of this thread (i.e:; 1 + d; ) is in the past
or if ¢ is longer thantb_rem; (t) in the past. Heretb_rem; ;(t) is the remaining total budget at the time
when the thread has released the CPU.
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Figure 3.3.: The unconstrained blocking of the higher ptimed threadr, causes a deadline
miss of the lower prioritized threagl (denoted by the shaded partf. Schedulers
that enforce either blocking budgets or total budgets cardahese misses.

because the values of most scheduling parameters are takaitrary but fixedReThMo

is able to characterize a large class of existing real-timeklsads. In Sectior3.1.3 | shall
elaborate on the expressivenesfk@ThMoby giving several examples of common real-time
workloads and how they map to tReThMahread-scheduling parameters.

3.1.2.1. Budget Enforcement

In ReThMg a job is characterized by two budgets: an execution budggtaatotal budget.
In the following section, | motivate this choice and discass alternative where jobs are
constrained by an additional blocking budget instead ofa tudget.

Obviously, for lower prioritized threads, to meet their admitted real-time guarantees, a
scheduler must enforce the execution budgets of the jobgjwdlly and higher prioritized
threadsr,. Otherwise, if such a threag is malicious or erroneous, risks missing its deadline.

In addition to unconstrained execution, also unconstehilecking can cause lower prioritized
threads to miss their deadlines. Figl& depicts such a scenario: the first joh, of the
higher prioritized thread,, blocks such that a significant part of its work remains whé&njob
71,0 IS released. The time that remains in betwegn finishing its executing and, ; starting
its execution does not allow, to finish before its deadline. | assume here thatas success-
fully admitted under the assumption that, blocks no longer than the point in time marked
as (1) and that some error or malpractice has canseth exceeded its admitted blocking time.

To enforce limited blocking times, two principle approasiage imaginable:
¢ limit the blocking of a job, or

¢ limit the total time that a job can either execute or block.

In the first case, the scheduler enforces a blocking budggetIn the second case, it enforces a
total (blocking and execution) budget.
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In case a scheduler enforces blocking budggts, it deactivates the corresponding johg
once their accumulated blocking time exceeds their blackindgets. In the scenario in Fig-
ure3.3, such a scheduler would deactivaig at the point in time marked by (1). The remaining
execution ofr,  is dropped.

In case a scheduler enforces total budggts, jobs 7, ., may continue to execute after they
have exceededb, ,. However, the time that they can execute after this excessdiiced
accordingly. In total, after their execution or blockingcerdstb; ,, the scheduler deactivates
these jobs. In Figur&.3, the point in time when such a scheduler would deactivateis
marked by (2). At this timer; receives sufficient time to complete before the releass, of
and hence before its deadline.

In the following, | shall assume an enforcement of executiod total budgets. Adjusting
the presented results for a scheduler that enforces blgdkidgets instead of total budgets is
straightforward: countermeasure 1 has to last until bathettecution budget and the blocking
budget of a possibly leaking thread are depleted. That éssthheduler must treat a possible
leaking blocked thread as ready until its remaining blogkindget is depleted and, after that,
it must defer the deactivation of this thread until its renirag execution budget is depleted as
well. In Section3.3, we shall return to this point in greater detail.

3.1.3. Expressiveness

ReThMois sufficiently expressive to describe the real-time waoakl® of many standard task
models. In this section, | demonstrate how strictly pegdtireads, sporadic threads and aperi-
odic threads map tReThMo In addition, | show howreThMocan describe deferrable servers
and the real-time workloads of time-partitioning schedsll®eferrable servers are a means to
schedule aperiodic and sporadic threads together witbghierihreads.

ReThMocan also be used to describe the workloads of proportioraestthedulers. How-
ever, the absolute and relative errors between allocatddreceived shares increase when
threads of these workload are scheduled on budget-enfpfixi@d-priority schedulers. Sec-
tion 3.1.3.5substantiates this point.

3.1.3.1. Strictly Periodic Threads

A strictly periodic thread; is characterized as usual by a phés@nd by the tripldIl;, e;, d;).
The phase determines the release poipt= ®; of the first job ofr;. Subsequent jobs of this
thread are released at equidistant points in time (.., — 7. x = II;). Hence, the release
point of thek™ job of 7; is r;, = ®; + kII;. The parameter; stands for the execution time of
7;. In admission tests; is often approximated by the maximum of worst case exectitioes

of the jobs of this thread. In case blocking of strictly pdrthreads is taken into account, a
further parameter; bounds the blocking time of the jobs offrom above. The parametéy

is the relative deadline of the jobs of this thread. Thatashgob must have finished latest at
d_abs;, = r; ) + d;. Because the release of the next job usually deactivatesutnent job, |
will assume thatl; < II,.

The mapping of strictly periodic threads ReThMois straightforward. A strictly periodic
threadr; can be described as an infinite sequence of jppwvith r; ,, = ®; + k1I, andd, . = d;.
The execution budgets for all these jobs are sebtp = e;. The total budgets of these jobs are
set toth; , = e; + z;. The action trace of; is set to contain the actions that the jobsrovill
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execute. Its value remains arbitrary but fixed in the sereertlirst decides how to proceed at
timet before the scheduler evaluates this decision to determimewthread should run at

3.1.3.2. Aperiodic and Sporadic Threads

Unlike for strictly periodic threads, the release pointapériodic and sporadic threads are not
known at the time of the admission. In particular, they neatthecessarily recur at equidistant
points in time. The period of sporadic threads is the minigiatance between the release
points of adjacent jobs (i.er; ,+1 — r;x > I, holds for alli, k). Aperiodic threads can have
arbitrary release points.

The description of threads as infinite sequences of jobspasisibly differing parameter values
and the way in which well-formed schedulers evaluate relgasnts* allows for a mapping
of the precise behavior of aperiodic and sporadic threadeihMo In ReThMg the release
points of these threads remain arbitrary but fixed valuese ifituition is that these release
points denote the time when the corresponding job releasiagt occurs. For sporadic threads,
minimal interrelease times translate into constraintaeformr; .., —r; ;, > 11, with otherwise
arbitrary release points. To argue about non-interfereheball later require that lower or
equally prioritized threads can legitimately observe thleasing events of a thread The
mapping for the remaining thread-scheduling parametexs @escribed in the previous section
for strictly periodic threads.

3.1.3.3. Bandwidth Preserving Servers

Background execution and bandwidth-preserving serversna principle approaches to inte-
grate sporadic and aperiodic threads into a schedule ofvagestrictly periodic threads.

Background Execution The easiest way to integrate sporadic and aperiodic thrie&als

a schedule with strictly periodic threads is to execute tiethe background (i.e., whenever
no strictly periodic thread runs). This way, sporadic andrayglic threads cannot affect the
real-time guarantees of strictly periodic threads. Howetve response times of these threads
is not optimal.

In ReThMo background execution of sporadic and aperiodic thread$eadescribed by as-
signing these threads priorities that are lower than thaities of strictly periodic threads. The
other parameters of sporadic and aperiodic threads aedhset as described in Secti®ni.3.2
above.

Alternatively, sporadic and aperiodic threads can be sdeeddhierarchically on top of a
strictly periodic background thread. Whenever the schexdethooses to run the background
thread, it selects a ready sporadic or aperiodic thread itaperiodic-thread queue to run. By
setting its deadlines and budgetslip(i.e., d; , = eb; , = tb;, = II;), the background thread
will be active at any pointin time. It may therefore run sghcaand aperiodic threads each time
the scheduler runs no higher prioritized strictly periatliead. To obtain the action trace of the
background thread, we have to combine the action trace®dtbradic and aperiodic threads
it runs. Because the action trace is an arbitrary but fixedrpater, the combination rule can
be as simple as: if at timg the background threag decides to run the sporadic or aperiodic
threadr;, 7,'s action fort is set to the action of; at timet.

4See Definitior® and the discussion that follows this definition on page
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Bandwidth-Preserving Servers In contrast to background execution, bandwidth-
preserving servers seek to optimize the response timesarhdips and aperiodic threads
without deteriorating the real-time performance of slyiperiodic threads.

Much like the background thread, a bandwidth-preservimgesguns sporadic or aperiodic
threads whenever the scheduler selects this server. Howavée background thread, the
execution of sporadic and aperiodic threads is furthertcaimed by a budget. To not confuse
it with the execution and total budgetsReThMg let us call this budget thaperiodic-thread
budget Bandwidth-preserving servers are described by two rules:

e A consumption rulespecifies how running a sporadic or aperiodic thread consuhee
aperiodic-thread budget.

e A replenishment rulelefines when this budget is refilled.

Polling Server  Although it is not bandwidth preserving, let us take a lookhet polling
server as a first example of a server with consumption aneémegpiment rules for aperiodic-
thread budgets. Whenever the scheduler runs the pollingiséne server checks the aperiodic-
thread queue to determine whether a sporadic or aperiockadhs ready. If such a thread
is present, the server checks whether the remaining apetiogad budget is positive and, if
S0, it runs the selected thread until this thread finishesar the remaining aperiodic-thread
budget is depleted. In situations where no ready threaceseptt in the aperiodic-thread queue,
the server discards its remaining aperiodic-thread budgdtstops to await its next release
point.

With the exception of the execution budgets, ReThMomapping of a polling server, is
identical to that of the background thread. The executiatgbktsed, ; are set to the aperiodic-
thread budgetb, (i.e.,eb,; = ab,). Because the jobs of the polling server stop whenever they
find no ready threads in the aperiodic-thread queue, thiiodgetsd, ; can as well be reduced

to ab,. As we shall see in Sectio®.3, this reduction allows us to admit threadsat a lower
priority thanprio(7,) that are not cleared to receive information from the speradaperiodic
threadsr,,.

Deferrable Server A deferrable server is identical to a polling server excégatt fit pre-
serves its aperiodic-thread budget until the end of itsgoeriThat is, in situations where no
aperiodic or sporadic job is ready, it blocks until the ngp¢@odic or sporadic thread becomes
ready. Consequently, we cannot reduce the total budggtsof the deferrable servet; to
the aperiodic-thread budgeb,. Otherwise, th(ReThMomapping of polling servers and of
deferrable servers are identical.

An immediate consequence of the setting®f; to I1, is that the non-interference-secure
scheduler allows only lower or equally classified threadse@dmitted at priorities lower than
that of deferrable servers. We shall return to this pointregager detail in Sectio8.3.

3.1.3.4. Time-Partitioning Schedulers

A time-partitioning scheduler4RI, Section 2.3.1] schedules threads in fractions of a period-
ically recurring major frame of sizél. These non-overlapping fractions are called partition
windows. A partition windowu; is characterized by an offsetrelative to the beginning of the
major frame and by a size. In thek' major frame, the scheduler will activate tiie partition
window atklIl + o; for the times;. If more than one thread is assigned to such a window, a
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second scheduling policy is required to select one of thesatls. The system idles when all
threads of a partition window block or when they have stopped

In principle, it is possible to map time-partitioning schées toReThMo Although, from a
scheduling-overhead point of view, it is not advisable tesdoLetr; be a thread that executes
in the i*" partition window. Then the parameters of th& job 7, ;. of 7; are set to allow this
job to run only during the' partition window of thek!” major time frame. To do so, we set
rir = kIl + o;, and both, the budgetd; i, tb; , and the relative deadling ;. to the size of
the partition windows;. The priority of such a thread is a free parameter, which @aohwosen
arbitrarily.

3.1.3.5. Proportional-Share Schedulers

Proportional-share scheduleng/4l95 seek to minimize the absolute and relative errors be-
tween the time a thread runs in a sliding window of sizé and the proportionprop, of this
window sizet that7; should receive. Often, tickets are used to characterizepttoportion. If

a thread holds:; out of N tickets, it should receive the proportigmop, = %. It holds that
> prop; = 1.
l The two most prominent proportional-share schedulers — rtéwedomized lottery

schedulerfWW94] and the determinististride schedule{fWW95 — execute the follow-
ing basic algorithms. Let thenit of timeu be a small fixed amount of time.

Lottery Scheduler: Every unit of timeu, the lottery scheduler randomly picks a ticket and
schedules for one unit of time the thread that holds thicssdgicket. Assuming that the
individual tickets are picked with equal likelihood, a tader; with n; tickets receives:
of the CPU time on the average.

Stride Scheduler: The stride scheduler computes for each threadstride s; as the inverse
fraction of held tickets and total tickets (i.e,, = g). The passof 7; is a virtual time
index used to determine which thread to run next. Evenyilliseconds, the scheduler
selects the thread with the smallest pass to run for one @tine. Initially the pasy;
of 7; is set to the stride;. Whenever the scheduler runsit advances its pass By.

Both, the lottery scheduler and the stride scheduler wastesunit of time if the selected
thread blocks. As a consequence, blocked threads consugna fyaction f of their allocated
time. To accommodate for these reduced shares, Waldspprggoses to extend the lottery
scheduler and the stride scheduler with transient compiengackets Wal95. Whenever one
of these schedulers selects a blocked thread, it repeatelbetion procedure until it finds a
thread that is ready. At the time when a blocked thread resutsexecution, it temporarily
increases the tickets of this thread%o

Although an elaborative discussion of non-interfererneeudse proportional-share schedulers is
out of the scope of this thesis, | will briefly return to proponal share schedulers in Sec-
tion 3.3.10to investigate the information-flow properties of theseesttiiers for a mapping of
proportional-share workloads to tiReThMebased budget-enforcing fixed-priority scheduler.
In the following, | shall introduce this mapping.
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| absolute error| relative error

lottery (expected errors) O(v/t) O(Vt)
stride o(|T|) <1
fixed priority < TIp;(1 — p;) O(nfff;j)

Table 3.1.: Absolute and relative errors of the proposedmmgpof proportional-share work-
loads to a budget-enforcing fixed-priority schedulér| denotes the cardinality of
the set of thread$,, i.e., the number of threads.

Mapping Proportional-Share Workloads to ReThMo Let the setT,,,, contain the
threads of a proportional share workload. Each threaof this workload should receive a
proportion prop; of the CPU time. InReThMg a mapping ofr,, = kII, d,, = II, and
eb;, = prop; II for each job of a thread;, allows7; to execute foreb; ;, everyIl. There-

fore, on the average, it receives the proportioop, = el’T’“ The priority of ; remains a free
parameter. For the time being, let us assume #hat = II holds for all jobs of all threads.
This way, lower prioritized threads can consume any timehigher prioritized threads block.

| shall refine this choice in Sectidh3.10

Errors How good is this mapping? Waldspurgef/dl95 defines theabsolute errorbe-
tween the allocated and received CPU share a thrgagteives in a sliding window of size

t as the difference betweerf: and the timee; that 7; did run during this window. The
relative error between the allocated and received shares of a pair of thrgadnd 7;) is
the absolute error in a system that contains only these tweadls. This is a system with

t = e +eandN = n; + n;. Table3.1shows these errors for the lottery scheduler, for
the stride scheduler and for the above mapping to a buddeteamy fixed-priority scheduler.
The error formulas for the first two are taken froid|95. The latter can be derived as follows.

If proportional-share workloads are mappedReThMoas described above, the longest con-
secutive time during which a threagddoes not receive any CPU time28l — 2 prop,I1. This
situation occurs if; has a priority, which is lower than the priority of all othéréads, and if
all these other threads block feb; ;, units of time during the first period of lengith and not

at all in the second of the two consecutive periods. In thisasion, the absolute error of

Is maximal for a sliding window of sizé = 211 — prop,I1. During this time,r; executed for

e; = Ilprop; units of time. Hencer;’s absolute error is:

t prop, — ¢; =
(21T — prop, I1) prop, — prop, I = (3.1)
IT prop; (1 — prop;)

The maximal relative error of, andr; is:

(2e; + €;)

n; +n;

because for a system with two threads, the absolute erroeismmal if ¢ = 2¢; + e; and if
7; executed for; = II%. Hence, because is proportional ton; and likewise because; is
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proportional ton;, Equation3.2is proportional to:

(20 + )~ = (3.3)

n; +n; n; +n;

In comparison with the errors of the lottery scheduler anthefstride scheduler, errors of the
above mapping of proportional-share workloads Red hMebased fixed-priority scheduler are
much larger. For example, the absolute error of the Iatt@rﬁ%ﬁ times the absolute error of
the stride scheduler. This difference occurs because tbd-ﬁmpority scheduler runs a thread
until it has depleted its execution budget. The stride sgleeduns a thread only for one unit
of time. In the case of the fixed-priority scheduler, loweregually prioritized threads must

therefore wait significantly longer than in a system withradstscheduler.

3.2. External Timing Channels in Fixed-Priority
Schedulers

The following section investigates external timing chdamefixed-priority schedulers. For the
time being, let us assume that threads have distinct pasritWe shall return to equally prior-
itized threads in Sectio®.3.8 Let us further assume that threads have access to prenisst!

The deliberate choice of a high-priority threggdto run, to block, or to stop influences when a
lower prioritized thread; can run. The scheduler will not selegtduring those times when,
executes preemptively or non-preemptivelyrlblocks or stops, the scheduler may seteto
run. | call this form of influencedirect influencebecause;’s actions directly affect;.

Direct influence constitutes an external covert timing cienFor example, if a high-priority
threadr;, encodes secrets by running at a certain point in tinh@ send &) respectively by
blocking att to send al, a lower-prioritized thread; can read this secret by sampling the
precise clock to obtain the points in time it did run and bylesang these points to determine
whether it did run at. More generally, direct influence reveals information aliba execution
and blocking behavior of the sending high-priority thre&the lower-prioritized receiver,
detects a derivation between the points in time when it wowrhdf no higher prioritized thread
would block and the points in time it actually did run.

Obviously, if more than one thread has a higher priority tkt@e receiverr; or if other
threads share’s priority (see Sectior3.3.9, external timing channels due to direct influence
are noisy. However, Foss et abAF0G show that direct-influence based channels exist — e.g.,
the “channel —T'gy,” for RMS — that are positively deducible. That is, irrespeef the noise
of higher or intermediary prioritized threads, there aresasisable influences that reveal the ex-
act message of the sender. RMS stands for the rate-monaiciméciuling algorithmLL73],
which assigns thread priorities inverse proportionallthiead period length.

3.2.1. Indirect Influence

In addition to direct influence, inter-process communaatallows threads to also influence
other threads indirectly by directly influencing the sendesuch a message. If a threagl
directly influences a thread, it affects the points in time when, is able to run and thereby
the points in time when, can send messages to a legitimate receiverherefore, by directly

5In Section1.3.1, we have seen that fuzzy clocks deteriorate the real-tirpalutities of our envisaged system,
which motivates the above assumption.
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Figure 3.4.. The execution order af, andr,; and thus the order of their messages depends
on the behavior of;,. If 7;, executes (left picture) while,, blocks,7,,’s messages
arrive atr, (not shown) before,;’s messages. H; blocks during this time (right
picture),7,’s andr,;’'s messages arrive at in the reversed order.

influencingr,, a threadr, with a higher priority tharr, is able to convey information tg.. |
call this form of influencendirect influencebecause;, can in general not influence directly.
Instead, it needs to directly influence the senderIn particular, if7,. has a higher priority
thanr,, 7, can influencer, only indirectly but not directly. Clearly, a scheduler tlaabids all
direct influences would also avoid all indirect influencesowdver, such a scheduler would
be overly restrictive. The non-interference-secure sgleedwhich | will introduce in greater
detail in Sectior3.3, will therefore avoid only those direct influences that cbcause illegal
information flows to directly or indirectly influenced thidsa In Sectior3.3.4 we shall see
that in the case of intransitive information-flow policidsetscheduler must avoid also some
direct influences where information-flows to the directlfluenced thread are legitimate. This
is because the directly influenced thread may be clearedjitinhately send messages to other
threads to which the influencing thread is not cleared to s&odmation.

Surprisingly, trusted servers cannot avoid covert chandak to indirect influences if their
threads are directly influenced. Let us assume that all sémeads are trusted not to encode
timing information in the messages they send. Then therstdrecenarios in which a thread
7, IS able to indirectly influence a thread that receives messages from these trusted server
threads.

Figure 3.4 illustrates such a scenario. The thregaddirectly influences an intermediate
prioritized sendet, and a lower prioritized sendet; to indirectly influence the receivert.
Assume that all threads are released simultaneously ahd,thast blocks and then runs for
some while. Ifr, runs for the time that,, blocks, 7., runs beforer,;. If 7, blocks,ry, runs
afterr,;. The order in which the messages of these two threads atriyesareversed. As long
as communication channels reveal the order in which messagee at a thread, the directly
influenced threads,, andr,; cannot prevent this external timing channel.

The inability of directly influenced servers to completeliyrenate covert channels due to indi-
rect influences has an immediate impact on systems withisitrge information-flow policies:
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Figure 3.5.: A threadr, can influence a lower prioritized threag by executing non-
preemptively when its deadline passes (left) or when ongsdbudgets depletes

(right).

the priorities of server threads that are classified atmsiteve points must be sufficiently high
to prevent their direct influences. Otherwise, if a sendeabig to directly influence a server
thread, messages, which the server forwards after sagtibe transmitted information, could
still reveal un-sanitized secrets encoded in the order iithvthey arrive at the receiver. To
prevent a direct influence of a server, all potentially ustieorthy clients, which send to this
server, must be lower prioritized than the server threads.

3.2.2. Influence due to Non-preemptive Execution

A third class of external timing channels arises from the-pogemptive execution of lower
prioritized threads. In contrast to external timing chdsmieie to direct influence, information
flows due to non-preemptive execution are typically diredtem lower prioritized to higher
prioritized threads.

To turn non-preemptive execution into a covert channelwapaority threadr; encodes secrets
by deliberately choosing between preemptive and non-goéeenexecution. In the first case,
a higher prioritized thread, is able to preempt; immediately. In the second case, the pre-
emption and therefore the point in time whepresumes its execution is deferred to the point
in time when7; stops executing non-preemptively. Equally prioritizedetids can be influ-
enced in the same way if they can preemjstexecution (see Sectidh3.8. Lower prioritized
threads are typically not affected. However, there are taimer-case situations in which a
non-preemptively executing thread can also leak inforometid lower prioritized threads:

1. when a thread executes non-preemptively to exceed atdeémrecution budget; and
2. when a thread executes non-preemptively to exceed angadsadline.

Figure3.5illustrates these two corner cases.
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Low-level operating-system code executes non-preeniptivedisabling all processor inter-
rupts and hence the events that trigger scheduling desisiBually interruptible operating-
system kernels allow interrupts to preempt kernel code yipamt in time. However, instead
of executing the triggered scheduling decision immedyatbaky return to the preempted code
path if this path has signalled its intent to execute noreqpgtively.

Application-level programs can execute non-preemptisiyissuing system calls that the
kernel executes on their behalf and that contain non-préeengode paths. Some operating-
system kernels even implement mechanisii® P96, KWS97] through which applications can
defer scheduling decisions. In recent L4-family microkasiDLSUQ04, WL10, DAEE, KV05],
this mechanism is calledelayed preemptionA flag in the user-level thread control block of
the currently executing thread informs the kernel abouniint to execute non-preemptively.
If the kernel interrupt handlers find this flag set, they déifer handling of the interrupt and
return control to the preempted application code. Howdweipre doing so, they inform the
application about the preemption and program a timer to ddba time that the application
program can execute non-preemptively. Once the kernelnggantrol, either because the
application program has voluntarily returned control ccdaese the timer has fired, it processes
the pending preemption and executes the triggered scigdidicision.

3.3. A Non-Interference-Secure Scheduler

This section introduces the non-interference-secure dtuelgforcing fixed-priority scheduler
and the countermeasures it implements to avoid illegalimé&ion flows over external timing

channels. At first, | give a general overview on the operatibtihis scheduler. Then, | present
the individual parts of this scheduler in greater detail disgduss several variants.

Given a fixed-priority scheduler that enforces total budgeto practically feasible modifica-
tions suffice to eliminate external timing channels. | shall these modificationsountermea-

suresbecause each of these two modifications addresses a diffdass of external timing
channels.

e Countermeasure I: To avoid illegal information flows due to direct and indiréctiu-
ences, the first countermeasure treats possibly leakingkédbor stopped threads as
if they were ready. Modulo preemptions by higher or equalipntized threads, the
scheduler will always run treated-as-ready threads to ¢efiopp. As a consequence,
lower prioritized threads (and some equally prioritizecktds) that are not cleared to re-
ceive information from such a treated-as-ready threadneillbe selected while this first
countermeasure is active. Therefore, they cannot obsenegions in the execution and
blocking behavior of the treated-as-ready thread.

e Countermeasure II: To eliminate timing channels due to non-preemptive exeaull
scheduling decisions that are triggered by a preemptiorhadlzer or equally prioritized
thread are deferred by an amount of time that a possiblyrngakon-preemptively exe-
cuting thread cannot influence. As a consequence, the ptegntpread can no longer
distinguish between variations in the preemptive and neeipptive execution behavior
of a thread and its deferred resumption due to this secontteoneasure.

In Section3.3.1and in Sectior8.3.5 | discuss the above two countermeasures in greater detail.
The scheduler’s decision to activate these countermeasie@ends on two static predicates,
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which differ for transitive and for intransitive informati-flow policies. In Sectio.3.2 | ar-
gue why, although imprecise, predicates have to be statid®3.3.3investigates static pred-
icates for the first countermeasure assuming a transitieenmation-flow policy. Sectior3.3.4
discusses static predicates for intransitive informaflow policies.

Because the first countermeasure treats possibly leakiuizdd or stopped threads as ready,
a suitable thread must be found to consume the executiornosadotidget of treated-as-ready
threads. For the time being, let us assume that the idledipiags this role. In Sectio8.3.7,
| discuss a variant of the scheduler, which allows also atimerads to consume the budgets of
possibly leaking threads.

Two further assumptions to which we shall stick in the foliogvdiscussion are that threads
have distinct priorities and that jobs have no precedenostaaints or other temporal depen-
dencies. | shall lift these restrictions in Secti®r8.8and in SectiorB8.6.1, respectively. All
threads are assumed to run on the same CPU.

Clearly, if the existence of a thread must not be revealedwet prioritized threads, the
former must not consume any time that would otherwise bdahaito the latter. At least, a
placeholder thread must be visible to this latter threadcesenve time for concealed threads.
As a fifth and last assumption | will therefore assume thathaktads are cleared to observe
the release points, the relative deadlines and the totadiacf higher prioritized threads. In
Section3.6.2 we shall return to the execution of concealed threads behsible placeholder
threads. Sectio3.3.10concludes the discussion of non-interference-securedsitdrs with a
slight detour to non-interference-secure proportiotals schedulers.

3.3.1. Avoiding Information Leakage due to Direct and Indir ect
Influences

There are two principle approaches to avoid informatiorkdge due to direct and indirect
influence:

1. constrain the execution and blocking behavior of influggthreads, or

2. compensate variations in an influencing thread’s execwand blocking behavior to pre-
vent the influenced thread from observing encoded secrets.

Countermeasure follows the second approach because, as we shall see iregoeail in
Section3.5, it preserves the real-time guarantees of the scheduleddbiCountermeasureis
defined as follows:

Definition 10. Countermeasure |
Let pinfuence (Th, t) e @ predicate, which denotes whethgican directly or indirectly in-
fluence another thread at the point in timeThe first countermeasure to avoid informa-
tion leakage due to direct and indirect influence is to tregas if it is ready whenever
Pinfuence (Th, t) €valuates to true. That is, the scheduler selegtshenever no higher priori-
tized thread is ready or treated-as-ready. If the seledeeadr;, blocks of if it has stopped,
the scheduler runs a suitable budget-consumer thread tgpeasate for,’s blocking be-
havior and to consume,’s total budget.

Clearly, forCountermeasure to work, the budget-consumer thread must be ready and it must
not send information about,’s blocking behavior to lower prioritized threadsthat are not
cleared to receive information from the influencing threadIn Section3.3.7, | will discuss
possible choices of suitable budget-consumer threadsidwarlet us pick thedle thread
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Figure 3.6.: To avoid information leakage due to direct amdirect influences, the modified
scheduler prevents from running whenr, blocks or when it has stopped. The idle
thread consumes,’s total budget (shaded bars).

To avoid special-case handling in the scheduler, many tpgraystems implement a per
CPU idle threadthat is always ready. The idle thread performs no useful vbortkto idle. In
particular, it sends no messages. Therefore, it can saéebldssified at the highest secrecy
level T of the information-flow policy, which clears it to receivefanmation from all other
threads. Because the idle thread does not send any messagksot reveal any information
about the points in time during which it runs. Therefore, Badause the idle thread is always
ready, it can be selected to consume the budget of any otfeaxdlin the system. This means
the idle thread is a suitable budget-consumer thread fatladr threads.

Figure 3.6 shows howCountermeasure &voids information leakage due to direct and indirect
influences. Recall from Sectio®2.1that we can rule out indirect influences by ruling out
direct influences of those legitimate receivers that arareléto send messages to the indirectly
influenced threads.

Let us assume thaf, must not leak any information tq (i.e., dom(r,) £ dom(m)) and
hence thap;,aucnce (71, t) holds at least for all points in timewhen it is necessary to activate
Countermeasure Whenevetr, blocks or whenever it has stopped without exhausting tha tot
budgettd,, ;. of its current job, the scheduler switches to the idle thteazbnsume this budget.
As a consequence, the scheduler preventsom running until eitherr,’s total budget is de-
pleted or until its deadline has passed. Both situationgnaependent of the actions of and
we assumed to be cleared to the release and deactivation of the higlanitpred threadr,.
Therefore, because cannot distinguishy,’s execution from the execution of the idle thread to
consumer;,’s total budget;, cannot influence the points in time whenruns and hence the
observations; can make about,’s execution and blocking behavior.

The scheduler avoids information leakage due to indirdletences of a thread by avoiding
direct influences of threads that are cleared to sendtp. Because a threacl, which cannot
directly influencer,, cannot influence the points in time whenruns, it can also not influence
the timing information in the messagessends. Therefore, a suitable predigat@yc,c. (74, t),
which activatesCountermeasure &lso when such a possible sendgrcould be influenced
directly, avoids also information leakage due to indirediuiences.
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Figure 3.7.. The time that,, is able to influence lower prioritized threads depends onithe
that higher prioritized threads (e.g,) execute whiler,, is released.

3.3.2. Suitable Predicates for Countermeasure |

In Definition 10, the decision to applountermeasure for a threadr;, at timet¢ depends on
the as yet unspecified predicatgp,enc. (71, t). In the next section, | argue why, although im-
Precisepinauence (Th, t) Must be static. Sectidh3.3and Sectior8.3.4introduce two candidates
— Diransitive ANADintransitive — fOr transitive and for intransitive information-flow poiles and
discuss why they are suitable to avoid information leakagetd direct and indirect influences.

3.3.2.1. Static Predicates are Imprecise

To minimize the scheduling overhead and to allow admissststto be based on the predicates,
which denote when the scheduler has to activate the two eouetasures, these predicates
must be static. That is, the decision to treat a possiblyimggthread as ready must not depend
on information that is only available when the system is mgn For the same reasons, a
static predicate is required for the second countermedsaeeSectior3.3.5. However, static
predicates are imprecise.

Precise predicates activate a countermeasure only whereadth, can actually leak infor-
mation by directly influencing another thread. Clearlystis only the case if no other higher
prioritized thread runs and if the influencing thregdis active. Unfortunately, both situations
depend on information that is in general only available wiensystem runs: Whether a higher
prioritized thread runs at a point in tintedepends on the actions this thread executes and on
the execution and blocking behavior of other higher priced threads. However, the action a
thread will execute at is typically not known before (recall Definition9 on page47 about
well-formed schedulers and time-to-value mappings).

Figure3.7 demonstrates that thread activation also depends on #eseepoints and actions
of higher prioritized threads, that is, on information tlsaih general not available at admission
time. Two threads; andr,, are shown with two respectively one jeh,, 7,1, andr,,o. The
last jobT,, o executes and blocks until its total budgkt, , is exhausted. If the first joh, o of
7, runs (left picture)y,, remains active until after,’s second job becomes inactive 7jfs first
job blocks (right picture)y,, is deactivated due to budget depletion before the seconafjghb
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is released.

To conclude, static countermeasure predicates cannotdogser They cannot depend on the
actions of a thread nor can they depend on the points in tinemalthread is active. Conserva-
tive predicates, which overestimate the points in time wiherrespective countermeasure has
to be applied are safe as long as the countermeasure istadtatdeast during all those points
in time when a precise predicate would activate this coomessure.

3.3.3. Transitive Information-Flow Policies

Definition 11introduces the predicaig, st (Th, t) for transitive information-flow policies. It
overestimates the points in time when the scheduler hasit@sCountermeasureto prevent
illegal information flows due to direct and indirect influenc

Definition 11. Predicate for Transitive Policies.
The predicate,,..siive (71, t) iS @ conservative countermeasure predicate for transitive
information-flow policies. It is defined as follows:

ptmnsitive(That) =3 URS ﬂow (Th)~ dom(Th) ﬁ dom(Tl)

In fact, the result 0punsitive (Th, t) does not depend on the parametdn the following, | will
therefore Writ€p,unsitive (71) INStead ofpyansitive (Th, t). The predicate holds for a threag if
and only if there is a lower or equally prioritized threadhat the information-flow policy has
not cleared to receive information from. Remember, the sét,, (7,) contains all threads
with prio(7) < prio(m,).

The following observations give an intuition wi§ountermeasure With p;,auence = Diransitive
avoids information leakage due to direct and indirect infeeein systems with a transitive
information-flow policy. In Sectior8.4, | substantiate this informal argument with a machine-
checked non-interference proof of the budget-enforcinggdfigriority scheduler.

Assumer;, is a high-priority thread that must not send to a lower ptized thready. Then,
becauselom(r,) £ dom(m) and because, € Tio, (1), Prransitive(7n) holds for all points in
timet. As a consequence, whenever no higher thaprioritized thread is ready or treated-as-
ready, the scheduler will selegt as long asy, is active. During this time, the scheduler will
either runt, or the idle thread to consumeg’s total budget; the lower prioritized threagdis
not run. Therefore, variations if’s execution or blocking behavior have no effection

A first intuition why Countermeasure With p;,auence = Piransitive 2V0IdS also leakage due to
indirect influence gives the following case analysis of taRI®S 0fp;,ansitive -

Case puunsitive(Th): 1 Prransitive (7n) holds thenr;, cannot directly influence lower prioritized
threadsr, € T}, (7,). Any timing information thatr,’'s messages may carry to a thread
7., Which 7, intents to indirectly influence, must therefore be indeeafr,’s actions.

Case —Puunsitive (7h): If the predicatepu,siive (7,) does not hold, we have to assume pes-
simistically thatr;, directly influences a lower prioritized thread. Through this di-
rect influence;r;, can affect the timing information im,’'s messages. It may therefore
indirectly influence those threads to which 7, is authorized to send (i.e., for which
dom(7s) < dom(7,) holds).

From —pansitive (1), We know thatdom(r,) < dom(ts). Becauselom(7s) < dom(t,)
holds and becauseg is transitive, it follows thatdom(r,) < dom(7.). Hence, if
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Figure 3.8.: The Mikro-SINA cryptographic gateway. A crggtaphic gateway connects a po-
tentially untrustworthy subsystem over the Internet tothaopotentially untrust-
worthy subsystem. The shown implementation reuses noseaaly trustworthy
network protocol stacks.

—Puansitive(Th)» Th 1S @Uthorized to send to all threagsto which lower prioritized threads
(e.g.,75) are authorized to send. No leakage can occur.

This concludes the informal argument. For transitive infation-flow policies, we have seen
that theCountermeasure With pi,fuence = Piransitive AV0ids leakage due to direct and indi-
rect influences. In the next section, we shall see phat.;:.. iS not sufficient for intransitive

information-flow policies. Therefore, a second predigatg....i:i.. IS introduced and analyzed.

3.3.4. Intransitive Information-Flow Policies

The intuition behind intransitive information-flow poles is to authorize communication from
a threadry to a lower or incomparably classified thread only if this communication is
relayed over a third thread,,. Thereby, the role of this third thread is to properly samiti
and filter the information it forwards. In intransitive infoation-flow policies, this fact is
expressed by assigning, a secrecy levetlom(7,,) for which dom(rg) < dom(ry) and
dom(7y) < dom(71) holds and by requiringom(ry) < dom (7). Thatis,dom(r) is the
intransitive point of the passiom(ry), dom(1ar), dom(7r)).

A cryptographic gatewayHWFO05 (Figure 3.8) is an example scenario for intransitive
information-flow policies. To securely connect two potahy untrustworthy subsystems over
the Internet, each site runs an instance of the cryptograyateway. This gateway is comprised
of two components, a trusted wrapper and a legacy OS instargeh contains a not neces-

sarily trustworthy network protocol stack. The purposeha Wwrapper is to encrypt messages
from the local subsystem before it forwards the encryptessages to the local protocol stack.
The protocol stack in turn transmits the encrypted messiagée remote site. In the reverse
direction, the gateway decrypts the messages it receives fine local protocol stack. The
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gateway is trusted to properly sanitize and filter outgoirggsages.

In the previous section, we have seen that,..... suffices for transitive information-flow
policies. However, the above argument, which supports gheslicate, no longer holds for
intransitive information-flow policies. More preciselyn the case—pyunsitive(70), We as-
sumed thatdom(m,) < dom(7s) and dom(rs) < dom(r.) implies dom(r,) < dom(r,).
This is no longer the case iflom(7s) is the intransitive point of the intransitive pass
(dom(m,), dom(7s), dom(7,)). In this casedom(r,) & dom(r,) holds.

The following example shows that, for intransitive infortoa-flow policies p;,q,sitive CANNOL
prevent all covert channels due to direct and indirect imites. Let three threadsg, 7, andr,
be classified as described above (i.8om(7x), dom(7a), dom(7y)) is an intransitive pass). If
prio(rr) > prio(ty) and prio(ty) > prio(Tar), “Puransitive(Trr) holds unless a further thread
CaUSePyansitive (T ) 10 hold. Becaus€ 7y, 7y} C Tiow(m) and dom(ry) < dom(ty) A
dom(ty) < dom(7y), the scheduler runsy unconstrained. But thery, is able to influence
whenT,,’s messages arrive at .

3.3.4.1. A Countermeasure Predicate for Intransitive Info rmation-Flow Policies

One possible approach to address intransitive informdtampolicies is to applyCountermea-
sure Imore often. By removing the priority constraintjg}.......(7), we obtain the predicate:

Definition 12. Predicate for Intransitive Policies.
For intransitive information-flow policies, the followingedicate determines whether
Countermeasure(kee Definitiorl0) has to be applied for the threadat the point in time.

pintransitive(Ty t) =37 eT. dOm(T) ﬁ dOm(T’)

For intransitive information-flow policie€ountermeasureWith p;,auence = Dintransitive AV0IAS
information leakage due to direct and indirect influencescofresponding machine-checked
non-interference proof is described in Volp et &AHHO8h]. The proof is for a simplified
version of the proposed budget-enforcing fixed-priorithestuler. The PVS sources of this
proof are publishedfHHO084|.

However, althoughy;,....sizive 1€a2ds to a secure scheduler, the consequences of applying
Countermeasure based on this predicate are sevefg,; ...i.i.e €valuates to false only for
those threads that are classified at the lowest secrecy leldi.e., for whichdom(r) = L
holds). All other threads are constrained by the countesorea That is, whenever a thread
that has access to some secret blocks or stops, the schedukwritch to the idle thread to
consume this thread’s total budget. Therefore, for thrédaalshave access to some confidential
information, the system is as restrictive as a time-partitig system. The higher scheduling
overhead of a fixed-priority scheduler is not justified.

3.3.4.2. Avoiding Intransitive Points

An alternative to applyingCountermeasure imore often is the following restructuring of

servers at intransitive points. For scheduling these uestred servers in a non-interference
secure manner, a second information-flow policy can be edda Because this extracted
policy is transitive,Countermeasure b fuence = Prransitive SUffices to avoid leakage due to
direct and indirect influence.
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Figure 3.9.: The original, intransitive information-flowlgy classifies the thread,, of the
cryptographic gateway at secrecy lewel The clients of this gateway receive the
secrecy levels andr. Together(s, m, r) is an intransitive pass (left picture).
After restructuring the gateway, it contains two threagdsndrz. The extracted
transitive information-flow policy classifies these thread incomparable secrecy
levelsm, andm,. (right picture).

To forward a sanitized message without leaking secretsateahder encodes in the timing of a
server, the sender must not directly influence the forwartiinead or cause another thread to
do so. Letry be the sending client thread, the receiver of the sanitized message andhe
server thread that forwards,’s message to;,. Then, eithetdom(ry) £ dom(7z) must hold

or 7z must run at a sufficiently high priority (see Secti®2.]) to not be influenced. Because
the latter negatively affects the response times of read-threads, let us in the following focus
on the first approach.

Clearly, dom(ry) £ dom(7g) prevents the server from being single threaded becagse
must not receive the message frop Let us therefore assume that the server provides at least
one thread for each differently classified client (esg.,to receivery’s messages angi to
forward them tor;). Then, if the server guarantees to suppress illegal irdtion flows, the
extracted information-flow policy can classify these tlisauch thatom () < dom(7g) and
dom(tg) < dom(7r) holds and that otherwise no information flows are alloweavben these
threads. This implies in particular thébm (7s) £ dom(7g).

A prerequisite for the guarantee to suppress illegal infgrom flows is that server-internal
synchronization and communication primitives are saféhégdense that a server thread cannot
affect the externally observable timing behavior of anogerver threads if it invokes such a
primitive. We shall return to such safe synchronizatiomtives in Sectior8.7 on pagel07.

More generally, the extraction of the second informatianvfpolicy (L', <’, dom’) works as
follows. For each intransitive pags, m, ) in the original information-flow policy L, <, dom),
two new, incomparable secrecy levets andm, are added disjointly to the set of secrecy
levelsL (i.e., L’ :== LW {m,, m,} wherem; <" m, A m, £ m,). Then, the pairs < m and

m < r are replaced by <’ m, andm, <’ r in the dominates relatiog’ of the restructured
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information-flow policy. Moreover, ifs (respectivelyr) is not an intransitive point, any pair
s’ < sis extended ta’ <’ m, and any pair <’ is extended ton,. <’ r’. Because intransitive
points may also transitively be connected suchasi@ m Am < r Az < r, we also have
to swing all remaining connections to the newly introduceckscy levels. In the example, this
meanse <’ m, andx <" m, is added to<’. Finally, the threads of the restructured server
are classified to their new secrecy levelsim'(rs) = m, and dom’(7g) = m,. Figure3.9
illustrates this transformation.

There are five important points to notice:
1. Because the set of secrecy levElss finite, the above extraction algorithm terminates;

2. All previously authorized information-flows remain aotized except those between the
newly introduced threads in the restructured servers;

3. A consequent application of this transformation for atfansitive points results in a
transitive information-flow policy;

4. Communication fromrs to 7 is authorized outside this extracted information-flow pol-
icy; and hence,

5. Server-internal communication and synchronizationtrbesafe despite influences from
other threads.

For the cryptographic gateway, a simple strategy to avoieb&dge of timing information to
the protocol stack is to produce an artificial message whartee protocol stack expects such
a message and no sender has provided one. Because messages\gted, the protocol stack
cannot distinguish fake from real messages (provided ofseguhe encryption is sufficiently
strong). The stack cannot deduce any information about tberaand timing of the real
messages.

The transitivity of the extracted information-flow policglfows from the following observa-
tion. If (s,m,r) is an intransitive pass in the original information-flow igglwhere neither

s nor r are intransitive points, the transformation extends amgtios s' < s to s’ < m;
such thats’ < s A s < my; = s’ < m,. Likewise,r < r’ is extended ton, < r’ such that
r<r" Am, <r=m, <r'.If sisan intransitive point (e.g., of the pags s, m)) then the
transformation step of: replaces this pass with the intransitive passs, m,) wherem, is no
longer an intransitive point. Hence, a subsequent tramsfon of s will split the pass into

x < s, ands,, < mg, wWheres, ands,, are no longer intransitive points. #fis an intransitive
point, the transformation step of proceeds accordingly. Because each transformation step
removes one intransitive point and because the newly inted secrecy levels are connected
in a transitive way, the resulting information-flow poligy/transitive.

Assuming that our envisaged open microkernel-based syssrneen transformed as described
above, | will focus on transitive information-flow polici@sthe remainder of this chapter.

3.3.4.3. Implementing Countermeasure | with Static Predicates

The two static predicates;,.,sitive aNd Pintransitive allow for the following simple and well-
performing implementation dountermeasure |
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For a thread, bothp,ansitive (T) @NADiransitive (T) €aN be evaluated while the system is offline
and without considering the point in time wh€ountermeasureshould be applied. Therefore,
the result of evaluating one of these predicates can bedstoesflag inr’s thread control block.

Whenever the scheduler determines whethey ready, it can just read the countermeasure
flag from7’s thread control block and treat this thread as ready ifédve and if its counter-
measure flag is set. This implies that blocked or stoppeddsrer threads are not dequeued
from the ready queue, which means the scheduler may sel&mtlked or stopped thread to run.
To prevent this, the thread-switch procedure of the scleedsiimodified to check whether the
selected thread is actually ready or whether it is blockest@pped and only treated-as-ready.
In the latter case, the thread-switch procedure turns ebiatihe idle thread after activating the
original thread’s total budget. As a consequence, the htiead automatically consumes the
total budget of this originally selected thread The execution budget ofis only activated if
the thread-switch procedure turns controtto

The scheduling overhead for checking an additional flag entkinead control block is neg-
ligible. The thread control block must be accessed anywagxtract the state of the corre-
sponding thread. Because the search for the next highesitized ready thread terminates if a
treated-as-ready thread is found, the search takes norltregeon a system with an unmodified
scheduler. A further benefit of the above implementatiohas the kernel needs no knowledge
about the information-flow policy.

3.3.5. Avoiding Information Leakage due to Non-preemptive
Execution

To eliminate timing channels due to non-preemptive exeautthe scheduler cannot just
preempt possibly leaking threads. If threads execute mearpptively to synchronize critical
sections, forcibly preempting these threads would reautt¢orrect synchronization.

The following observation leads to a countermeasure todatiming-channels due to non-
preemptive execution. In a real-time system, all non-pf@em code paths must have a
bounded execution time. Otherwise, interrupt latenciesiabounded and no guarantees could
be given for the response times of threads. ket _delay, be the kernel-enforced upper bound
on the time that a threag can execute non-preemptively, which | have introduced io- Se
tion 3.1.2 Then, because a thread must be running to execute non-ptigelyy only the
currently running thread can defer the preemptions of higheritized threads. As long as
the scheduler resumes the highest prioritized thrgaghose preemption is pending, only one
non-preemptively executing lower prioritized thread caffied whenr, resumes its execution:
the lower prioritized thread that did run whegis preemption occurred. Hence, the maximum
time that a preemption af, can be deferred is:

Definition 13. Maximum Preemption Delay
The maximum time a preemption of a thregatan be delayed is

maz_delay_low(r,) := max (max_delay,)
TZETlow(Th)

By delaying all preemptions of possibly leaked to higher optized threads by
maz_delay_low(r,), we obtain a second countermeasure to avoid leakage duerno no
preemptive execution:
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Priority

max delay low

0 tr ta Time

Figure 3.10.: The scheduler delays the two points in timenxsfe@esumes its execution after
the two preempting events gt andt, by maz_delay_low(r,). The threadr,
can therefore no longer distinguish this countermeasora the non-preemptive
execution ofr.

Definition 14. Countermeasure |
Letpgeiay (71, t) De a predicate such that #p .., (75,, t) holds a thread, resumes its ex-
ecution immediately if a preempting event releases or wkslg, at timet. If pgeq, (75, 1)
holds at this time, the following countermeasure is appligte second countermeasure to
avoid leakage due to non-preemptive execution is to delgyperemption of a thread,,
which is triggered by a preempting event at timey maxz_delay _low(13,) if pgeiay (7, t)
holds. As a result of delaying this preemptiepcannot resume its execution before
t + maz_delay_low ().

Figure3.10illustratesCountermeasure lIThe release or the unblocking of a higher prioritized
threadr, preempts the lower prioritized threag at ¢, respectively att,. An unmodified
scheduler would rum;, immediately afterr; stops executing non-preemptively (end of black
bar) respectively immediately &t To avoid information leakage due to non-preemptive
execution if7; is not cleared to send tg,, Countermeasure Itelays both preemptions. As
a result,7;, can resume its execution only after + maz_delay_low(r;,) respectively after
t, + mazx_delay_low(Ty).

The static predicatg,.;,, overestimates the points in time when the scheduler hasly tps
second countermeasure. It is defined as follows:

Definition 15. Predicate for Countermeasure II.
A preemption at time, which is caused by a threag, must be delayed to avoid informa-
tion leakage due to non-preemptive execution if the folgvaredicate holds:

Paelay (Th, t) := 37 € Tiow (7). dom(m) £ dom(7,) A maz_delay, > 0

Like Diransitive 8N Dintransitives Pdelay 1S alSO time-independent. | emphasize this independence
because | will simply write g4, (7) t0 meanp e, (7,t). The predicate g, (7,) holds for
transitive information-flow policies (see Secti@3.4.3 whenever there exists a lower or
equally prioritized thread; that is not cleared to send tg but that is able to execute non-
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preemptively (i.e., for whichmaz_delay, > 0 holds).

The following observation gives an intuition wi§ountermeasure Iwith pg.,, avoids in-
formation leakage due to non-preemptive execution. Thexdhaee types of leakage due to
non-preemptive execution:

1. direct leakagdrom a non-preemptively executing thregdo a higher prioritized thread
Th

2. indirect leakagdrom 7; to another thread. by influencing the timing of,’s messages to
7, and

3. leakage from; to lower or equally prioritized threads that exploit two @er case situa-
tions.

Let me defer the discussion of these corner case situatidhg thext section.

Case 1: direct leakage
If Paeiay(7) holds, the scheduler delays all preemptions tyx_delay_low(T,)
that would release or unblock the threagl Therefore, and because a lower or
equally prioritized thread; can at most execute non-preemptively fanz_delay, <
maz_delay_-low(T,), 7, cannot distinguish between a delay causedCoyintermeasure
Il or a delay caused by executing non-preemptively. No information can be leaked
directly fromr; to 7.

Case 2: indirect leakage
If paeiay (1) holds,7,’s execution and hence the timing of its messages cannotfloe in
enced byr.

If paeiay () dOESs not hold, we can conclude from the transitivityothat for a receiver
7, of 7,’'s messages it holds that:

dom(m) < dom(m,) A dom(1,) < dom(7,) = dom(m) < dom(r,)

The indirect information flow between and 7. is not in violation to the system’s
information-flow policy.dom(7,;) < dom(t,) already authorizes to send tor,.

3.3.5.1. Corner Cases

Leakage due to non-preemptive execution is typically dae@drom a low-priority thread to
a higher prioritized thread. However, there are two cowase situations in which a non-
preemptively executing threag can leak information to lower prioritized threads:

e if 7; executes non-preemptively while exceeding the executidatal budget of its cur-
rent job; or,

e if 7; executes non-preemptively when the deadline of its cujodnihas passed.
There are two principle approaches to prevent leakage se ved-of-release preemptions:

1. The scheduler can trigger the respective preemptioredabfetime; or,

2. It can forcibly preempt a thread at these points in time.
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In the latter case, the scheduler has to export enough iattwmto allow well-behaving threads
to check whether it is safe to enter a critical section.

Because a thread can execute non-preemptively for at mestz _delay,, a scheduler can
avoid both corner cases if it triggers end-of-release pptems already when one of the
remaining budgets falls below.ax_delay, respectively when the adjusted relative deadline
d;  — maz_delay,; passes.

A scheduler that informs a threag about outstanding end-of-release preemptions ahead
of time can forcibly preempt; when one of these preemptions occur without risking the
correctness of well-behaving threads. Becatus@mows about these preemptions in advance, it
can avoid entering a critical section in situations whemaifficient time remains to complete
this critical section.

To inform the currently running thread about imminent effdledease preemptions, the
scheduler can either setup a timer and signal the curramlying thread when this timer ex-
pires or it can provide the thread with sufficient informatto predict these preemptions itself.

To signal end-of-release preemptions ahead of time, thedsdér must setup two timers
for all jobs 7, that do not stop ahead of time: the firsuz_delay, ahead of end-of-release
preemptions, the second to actually deactivate this johwvever, the overhead of the involved
kernel entry would by far outweigh the benefit of a user-lelathyed-preemption mechanism
to synchronize short critical sections.

Avoiding Critical Sections by Predicting End-Of-Release P reemptions  To predict
when an end-of-release preemption occurs, the currenilyimg jobr, ;, has to know its release
point r; ;, the timet¢, when the scheduler has last switched to this thread and thienomm

of its remaining execution and total budget at this time. (itlee minimum ofeb,.,, ;(t.) and
tbrem.i(te)). The following pseudo code verifies that the remaining tiere an end-of-release
preemption is at leasts|, where|cs| is the maximal time required to execute the critical section
CS.

retry :
disable _preemptions();

t =read_clock ();

if (ebrem.i(te) +1—te < |cs| or
tbrem,i(te) +t —te < |cs| or
Tik+digp —t <|cs| or
preemption_occurred)

enable_preemptions();
goto retry;

/I enter critical section

To avoid a preemption after a successful check but beforthtikad enters the critical section,
preemptions must already be disabled during the check. Bectne scheduler forcibly pre-
empts threads when they exhaust their budgets or when tléirte=aof these threads pass, the
code must test for pending preemptions. If a preemption mslipg, 7; may have read an old
version ofeb,.,, i(t.) Or tb.. i(t.) and retries the operation to avoid inconsistencies.

The costs for executing the above code snippet are domibgtéae time required to read
the system clock. The time required to access the exportadwva the thread’s UTCB and the
time required for the conditional jump are negligible besmthe part of the UTCB that stores
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these parameters will likely remain in the first level caclh¢he processor and the jump can
statically be predicted as not taken.

The total time required to execute the above code snippetysl@s on an AMD Dual-Core
(2.4 GHz) and 51 cycles on a Pentium M (1.6 GHz)For short critical sections such as an
engqueue operation to the head of a double-linked list, theses can be significant. On the
AMD Dual-Core this list enqueue takes 4 cycles without anatyides with the above check.
On the Pentium M these are 6 cycles respectively 57 cycles.

As long as short critical sections are rare, the overheatietheck is tolerable although
it increases the time of a list enqueue operation by an orderagnitude. Otherwise, sched-
ulers that trigger preemptions ahead of time rather thamadligg them are to be preferred. In
real-time systemsnax_delay, is typically in the order of a few 1000 cycles on modern GHz
processors. In comparison to that, total budgets andveldgadlines are typically set to sev-
eral hundred milliseconds. Hence, budget depletion ansipgsleadlines are rare events and
the idle time due to the earlier preemption of a threaid negligible.

3.3.5.2. Implementation

In fully interruptible kernels, pre-located trampolinedeoallows for a straightforward im-
plementation ofCountermeasure lIRecall from Sectior8.2.2on pageb9, a kernel is fully
interruptible if it allows interrupts to preempt kernel @dt any point in time. In such a
kernel, the interrupt handler is invoked immediately whanrderrupt occurs. It can therefore
record the time ,,....,0, Of this occurrence and return to the interrupted code if¢bde has
expressed its intent to execute non-preemptively. Wjth,.,..., Countermeasure Itan be
implemented by modifying the scheduler to switch to preated trampoline code instead of
switching directly to thread; that has caused this preemption. If the trampoline code gets
activated (e.g., after the currently running thread hagmtd executing non-preemptively) for
a threadr, with pg.q, (7,), it cOmputes the earliest absolute point in time whgegan resume
its execution as,,ccmption + maz_delay_low(,). After that it idles until this point in time has
passed at which time it returns controlip

Although the point in time when a processor stops executiegcurrently running thread is
available at the architectural level, it is currently nopexted to the operating-system kernel.
This point in time is precisely the time when the last instiarT of the current thread retires
before the processor activates the in-kernel interruptkesn

As long as the times for entering the kernel and for actigaéin in-kernel interrupt handler
are sufficiently constant, the interrupt handlers of fuliyerruptible kernels can approximate
toreemption, DY reading the system clock immediately when they startigtkag. On processors
where these times vary significantly, low-bandwidth coebdnnels can remain.

This completes the discussion of the budget-enforcing fpwatity scheduler and of its variants
for transitive and intransitive information-flow policieSo far, we have assumed distinct thread
priorities and the idle thread to consume the total budgktdarked or stopped treated-as-
ready threads. In the following, I shall lift these resioass first by considering other budget-
consumer threads and then, in Sect®8.8 by extending the two countermeasures to equally
prioritized threads.

5AppendixA contains the C++ source code for this check and for the meddist-enqueue operation.
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3.3.6. Accounting

For Countermeasure 1o work (see Definitiorl0 on page6l), the scheduler must accurately
account botfCountermeasure &nd Countermeasure lto the two budgets of a thread. Other-
wise, variations in the imprecise remaining total budgetl@te exploited to leak confidential
information. ObviouslyCountermeasuremust be accounted to the total budget of the treated-
as-ready threadCountermeasure treats possibly leaking threads as if they were ready and
runs the idle thread as a budget consumer when the treatexdadg thread blocks or when it
has stopped.

Less obvious is where to account the time of the second couagesure. Intuitively, one would
account the time that a threagexecutes non-preemptively to this thread’s execution btudg
However, preemptions of a higher prioritized thregdre also deferred in situations where no
lower prioritized thread executes non-preemptively or retreo such thread runs at all.

A partial accounting to bothy andr;, (e.g., first tor;’s execution budget as long as it executes
non-preemptively and then tg’s total budget) must be rejected as well because such an ac-
counting reveals information about the non-preemptiveetien of r; in the remaining budget
of 7,,. Partial accounting gives rise to a covert channel.

To avoid these channels, we have to accddountermeasure lentirely to7,’s budgets.
More precisely, as long as is the highest-prioritized ready or treated-as-readyaithré& con-
sumes its total budget even if a lower prioritized threadccates non-preemptively and even if
Countermeasure ldlelays its preemptions. Whether the scheduler accountotireermeasure
only to 7,’s total budget or whether it accounts this countermeasub®th7,’s execution and
total budget is irrelevant as far as information-flow setguis concerned. An accounting to
7,'S execution budget is however the more natural choice Is=cao lower prioritized thread
(except the current non-preemptively executing threadyaa while the scheduler applies this
countermeasure.

Notice, to correctly accour@@ountermeasure o 7,’s execution budget, the kernel must inter-
rupt the non-preemptively executing threads to record tivetjn time when a preempting event
has occurred. Preempting events are therefore visiblengoneemptively executing threads
Still, the scheduler is non-interference secure:

1. The unblocking of a higher prioritized threag (though not its release) preempts a
lower prioritized thread; only if the scheduler has selected This can only happen
if = Diransitive (Th). But thendom(r,) < dom(m;) andr is authorized to see the preempt-
ing events ofr,;

2. The release of a higher prioritized thregdcan preempt a lower prioritized thread
However, lower prioritized threads are assumed to be dedarthese releases.

3.3.7. A Budget-Enforcing Fixed-Priority Lattice Schedul er

So far, the idle thread played the role of the budget-constimead to avoid leakage due to di-
rect and indirect influences. However, the idle thread perémo useful work. In the following,
| will therefore explore the possibility to use other threas budget-consumer threads.
Clearly, such a thready (i.e., a thread for whicklom(75) = H holds) must be ready and
its secrecy level must dominate the secrecy level of thectalethreadr;, (i.e., dom(r,) <
dom(ty)). Otherwise,r;, could leak confidential information tey by modulating when it
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blocks and thereby when the scheduler selegt® consume;’s total budget. Ifr;, must not
send to a lower prioritized thread, thenr; must also not send tg. Otherwise, ifdom () <
dom(t,), we could immediately conclude from the transitivity of inéormation-flow policy
thatdom(7) < dom(7,), which authorizes;, to send tor, in the first place.

If 7 blocks while consuming;’s total budget, the problem of finding a suitable budget-
consumer thread recurs. In this case, the scheduler mustfiather ready thread;, to
consumer;’s budget. To avoid leakage botlvm(7,) < dom(r};) anddom(ry) < dom(ty)
must hold. Otherwise, either, or 7 could leak tor;, by modulating when they block.
Fortunately, for transitive information flow policies, thater conditiondom () < dom(7y)
implies the former. Therefore, if a budget consumer blotks,scheduler just needs to search
for another ready thread that is higher classified than teeladget consumer. Because
dom(tq1e) = T and because the idle thread never blocks, the scheduleamwilys find a
budget consumer for;,. Following Hu [Hu97, | call a scheduler that implements this search
strategy éudget-enforcing fixed-priority lattice scheduler

Notice that all threads;, consumer;’s total budget. Notice further that budget consumers have
a lower priority thanr;,. Otherwise, they would have preemptedand the scheduler would
have selected these threads in the first place. Hengg,(7,) already considers these threads.
Budget consumers cannot leak informatiornrtdoy executing non-preemptively.

Naturally, running a budget consumelf can change how this thread behaves in the future.
However, to observe this change a threadnust be cleared to se¢. Because< is transitive,
7x is then also cleared to all previous budget consumgrg < ¢ and tor..

3.3.7.1. Implementation

The search for a budget-consumer thread can be implementedious different ways:

e the scheduler can search the ready list for a lower priedtthread with higher or equal
secrecy level;

e it can maintain an additional ready list, which is sorted byemding secrecy levels; or,

e it can maintain for each thread a pointer to a potential budgesumer. If this thread is
ready, it becomes the new budget-consumer thread. If reoggharch proceeds by chasing
these pointers until a potential budget consumer is fouatlishready.

For microkernels, the last alternative is most attractizeause the kernel needs no knowledge
about the information-flow policy. In particular, when tlpislicy changes frequently, enforce-
ment mechanisms that require no knowledge about this pateyreferable.

3.3.8. Limited Number of Priorities

In real-life systems, the number of distinct priority lev@re limited (typically to between 16
and 256 levels). So far, | have assumed that threads hawecdigtiorities (see Sectio.3
on page60). However, if more threads run in a system than there areifyrievels, multiple
threads have to share the same priority level. In this casecand scheduling policy selects
the thread that should run next if no higher prioritized #ures ready (or treated-as-ready).
The two most prominent scheduling policies for threadsisfgathe same priority level are

75



CHAPTER 3. AVOIDING EXTERNAL TIMING CHANNELS IN FIXED-PRICRITY
SCHEDULERS

first-come-first-serve(FIFO) and Round Robin.

In real-time systems literatur€ PKMO02, But05], FIFO is often defined only for threads that
do not block. In this case, threads of the same priority cetepin the order in which they
are released. The POSIX System API Realtime ExtensiBiEdJ is an exception. It defines
FIFO in terms of a list of ready threadsThreads are enqueued to this list in the order of their
release. However, blocked threads are removed from thiaris re-enqueued at its tail when
they unblock. Although a precise definition of FIFO with ted threads is missing in the cited
version of her book, Liul[iu00] seems to assume that blocked threads keep their list po&iti
To distinguish Liu’s version of first-in-first-out from thesxsion described in the POSIX Real-
Time Extensions, | will call the former version FIFO and thé&ér version POSIX-FIFO.

Round Robin works very similar to FIFO except that execubadgets of threads are split
into smaller chunks. The Round Robin scheduler then sckedbé threads according to one
of the FIFO versions until their current chunk depletes. his tase, the scheduler refills the
chunk and re-enqueues the thread at the end of the FIFO gu&igrefill happens until the
execution budget of a thread is depleted respectively thildeadline of this thread passes.
Before threads are re-scheduled by a Round Robin scheth#grhave to wait for all other
threads to complete one chunk.

If multiple threads share a single priority level, directlandirect influence as well as influences
due to non-preemptive execution can affect also equalbyipged threads. Which threads are

“Implementations are of course free to choose a differeatstaticture.
8] draw this conclusion from the time-demand function Liuge®ts in Section 6.8.4: “Priority-Driven Scheduling
of Periodic Tasks — Practical Factors — Limited-Priorityels”.
In Section 3.3.1, Liu introduces the execution timgeof a task (in our terminology a thread) as the maximum
execution time of all its jobs. For the time demanmdt) of a threadr;, Liu gives the following formula:

wi(t) =e;+b;i+ ¥ e+ X [Lles. Itsays thatin addition to the usual time required to schedu
TreTE(i) T€Ty (i) Pk

the thread; (first two terms) and simultaneously released higher gizend threads (last term), a time demand

of PN ( )ek is required. This additional third term seeks to charazgethe worst-case time demand of
Te€TE(i

threads executing at the same priority.

Let us assume a system with two equally prioritized sim@tarsly released threads and . Assume
further thatr,’s periodIl; is twice as large as,’s period (i.e.Ilo = 2I1;). Assume also that, never blocks
and that both jobs of; execute folre; milliseconds.

If 5 keeps its list position while blocked, only the first jobmefcan execute beforg. | assume here that the
scheduler inserts, ; beforer; ; into the FIFO list. The second job of is released after, and will therefore
reside afterr, in the FIFO list. It can execute only during those times whelocks. These are however,
bounded by the second addend: the worst-case blockinghtime

More generally, at most one job of each equally prioritizaead can execute before a threadThe term

3 ey correctly captures this fact.
Tk €T (1)

On the other hand, iy, has to re-enter the FIFO list at the tail, both jobsrpfcan execute before,
completes unless, wants to execute for less théh — e; milliseconds. In this situation, the additional time
demand ofr, is 2¢;. That is, twice the amount that;(¢) considers.

To conclude, Liu assumes either

1. that equally prioritized threads also have equal per{adsassumption Liu abandons immediately after
Section 6.8.4), or

2. she assumes that threads never block during their ereduthich is unlikely given the definition @f), or
3. she assumes that blocked threads keep their list pasition

Of these assumptions, the last is most likely as it is coasistith the other parts of Liu’s book.
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effected by these influences depends on the scheduling/otiequally prioritized threads. In
the following two sections, | discuss direct and indireéfuances on equally prioritized threads
and influences due to non-preemptive execution for FIFO,IRG8-O and two corresponding
versions of Round Robin.

3.3.8.1. Direct and Indirect Influence of Equally Prioritiz ed Threads

A thread; that is scheduled according to FIFO (Liu’s version) can dalyeinfluence later
released threads. The blocking behaviorrptannot affect earlier released threads because
these threads maintain their list position and are alwalgstsa before; is considered. Unless

a later released thread executes non-preemptively (se&/pitlis preempted once an earlier
released thread resumes its execution.

POSIX FIFO re-enqueues blocked threads at the tail of th©HiHt. Therefore, a later released
threadr; can also affect an earlier released threagthen this thread has finished its blocking.

Unless a thread; runs and blocks for at most the duration of one chunk, botkiess of
Round Robin allow a thread to directly influencer; even if7; never blocks. In this case, the
execution and blocking behavior of influences how early; can run its next chunk.

Countermeasure &voids also direct and indirect influences of equally ptiped threads. Be-
cause a possibly leaking active threads treated-as-ready, it maintains its position in the FIFO
list until its deadline passes, until its total budget degsgeor, in the case of Round-Robin, un-
til the current chunk of its total budget depletes. Consatiydater-enqueued threads cannot
distinguish whether; executes or whether another thread consuryisbudget.

The setT),,(7,) in the definition of the countermeasure predicatg, siiive(7,) (Defini-
tion 11) already contains equally prioritized threads. However,FIFO, a more optimistic
predicate thamy..siive 1S imaginable. A thread; can only directly influence later released
threads. Therefore, if the order in which threads are relasknown at admission time, only
later released threads need to be considered. In generavbowhe release points and hence
the order in which threads are released are not known at agmisme.

3.3.8.2. Influence due to Non-Preemptive Execution of Equal ly Prioritized
Threads

In FIFO (Liu’s Version), blocked threads maintain theit ji@sition. As a consequence, earlier
released threads can preempt a currently running lateasedethread of the same priority un-
less this thread executes non-preemptively. Conversar-teleased threads can delay the pre-
emptions of earlier released threads by executing nomypeely, which constitutes a covert
channel.

Surprisingly, these channels cannot occur in POSIX FIFOiarkle corresponding version
of Round Robin. Provided that non-preemptively executimgdds cannot defer end-of-release
preemptions, and provided a similar precaution prevemeatts from deferring end-of-chunk
preemptions, later-enqueued threads cannot influencereaniqueued threads because if an
earlier-enqueued thread blocks it is re-enqueued aftelateeenqueued thread. Therefore, it
cannot preempt this thread, which means leakage due tomamptive execution cannot occur
between threads of this priority.
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For POSIX FIFO and for POSIX Round Robin, the countermeagredicate folCountermea-
sure Il needs to consider only strictly lower prioritized threaldst FIFO, all equally prioritized
threads must be considered unless the order of threadegleats is known at admission time.
The predicate .., (7) (see Definitiorll5) checks for the existence of a possibly leaking thread
in the set of all lower or equally prioritized threads,, (7).

3.3.9. Internal-Timing Channels

In our envisaged open microkernel-based system the sareauist only eliminate external-
timing channels in order to avoid all software-centric abwening channels. This is because
software-centric internal timing channels cannot existhi@ unchecked and thus potentially
untrustworthy single-level programs and because we assutiming-leak transformation to
eliminate internal timing leaks from the checked multideservers.

A single-level program cannot contain internal timing lgaltthough it may well encode
information in the timing of externally observable eventblowever, because single-level
programs can access only lower or equally classified infaonmathese information flows
cannot violate the information-flow policy. Legitimate @pgers of the events of a single-level
program are already cleared to the secrecy level of the @anognd hence to all secrecy levels
the program may read from.

This concludes the discussion of non-interference secwee-foriority schedulers. Before |
introduce the machine-checked non-interference proottferbudget-enforcing fixed-priority
scheduler, let us briefly consider proportional-share dalegs.

3.3.10. Information-Flow Secure Proportional-Share Sche  dulers

Although most L4-family microkernels implement fixed-pity schedulers, it is interesting to
briefly discuss the information-flow properties of propomtl share schedulers .

3.3.10.1. Basic Version of the Lottery and Stride Scheduler

The basic version of the stride scheduler and the basicoreddithe lottery scheduler are both
non-interference secure.

For both schedulers, the decision to run a thread depengsarthe tickets it holds. If the
selected thread blocks, the system idles for one unit of.tihmerefore, variations of a threads
execution and blocking behavior have no influence on thetpoitime when other threads are
scheduled.

Non-interference of the basic versions of the stride scleedand of the lottery scheduler
is preserved even if threads forward some of their ticketegd@imate receivers. Assume a
threadry (with dom(7y) = H) forwards some of its tickets to a threads. If a threadr;,
is not authorized to receive information frory it cannot distinguish whethety or whether
Tx runs on one ofy’s tickets. To detect thaty has received additional tickets; must be
authorized to receive messages directly or indirectly franfi.e., dom(7x) < dom(r;) must
hold). However theny;, may legitimately receive information from, becauseiom(ry) <
dom(ry) follows from the transitivity of< and from the requirement that tickets can only be
forwarded to legitimate receivers (i.@gm (7 ) < dom(7x) must hold).
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3.3.10.2. Compensate Tickets

Compensate tickets give rise to the following covert chanki¢hile a threadr blocks, other
threads receive a larger share of the processor becausettiey Ischeduler and the stride
scheduler repeat their selection procedure until they findaaly thread. Whemn resumes
its execution, it receives the compensation tickets. Assaltethe share of other threads is
temporarily reduced. Because threads may sample the stheeseceive, they can detect
variations in the execution and blocking behavior of otheeads.

Countermeasure (see Definition14 on page70), that is to treat possibly leaking threads as
if they were ready, also works for proportional-share scied. If the scheduler selects the
ticket of a possibly leaking thread it runs a budget-consumer thread if the selected thread is
blocked or if it has stopped. Therefore, whemesumes its execution, it will not receive any
compensate ticket. However, because compensation tiakets the share of all threads, the
predicate which activates this countermeasure must hollfthreads that are not classified at
the lowest secrecy level. In practice, a such constrained proportional-share sdbedchieves

no benefit over the respective basic version without comggertgkets.

3.3.10.3. Proportional-Share Workloads on the Budget-Enf  orcing Fixed-Priority
Scheduler

In Section3.1.3.5 we have seen a possible mapping of proportional-share l@amk to
ReThMo In this mapping, thread priority is a free parameter, whighcan use to minimize the
time whenCountermeasure lhas to be applied.

If the dominates relatior of a transitive information-flow policy is a total order ofcsecy
levels (i.e..vl,l'.l <1'Vv I <1 holds),Countermeasureis never enabled if we assign thread
priorities proportional to this order. That is,dbm(7,) < dom(7;) holds for two threads;, and
71, they are assigned priorities that fulfitio(7,) > prio(n).

If < orders the set of secrecy levels only partially, we may haegplyCountermeasurefor
some threads. K is a partial order, threads can exist for which neitliei. (7,,,) < dom(7))
nor dom(7,,) < dom(r,,) holds. To prevent leakage due to direct and indirect inflagtize
scheduler must activatéountermeasure &t least for one of these threads: the one we choose
to run at a higher priority. To minimize the tin@@untermeasure is active we therefore have
to select the thread with the smaller share to receive a higieity.

Obviously, a setting ofb; ;. = II no longer works for threads for which p;,qnsitive (7:) holds:
Countermeasurewould only runr; and the budget-consumer thread but no thread that is lower
prioritized thanr;. Therefore, we have to limit the total budgetsmoto the share it receives.
That is,tb; , = prop; 11 for all jobs, ;. of 7;.

3.4. A Machine-Checked Proof of Non-interference

In the following section, | describe the PVS-based nonffatence proof for the proposed
budget-enforcing fixed-priority scheduler in the variaascdribed below. First, | briefly intro-
duce the formalization of the model and the key conceptsisfgioof. In Section$.4.4f, |
will then revisit the individual parts of this model and deke the proof in greater detail.
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The non-interference proof covers the following variantted budget-enforcing fixed-priority
scheduler:

1. the scheduler implements ba@lountermeasure andCountermeasure jl

2. the information-flow policy is assumed to be transitivattis, pqnsitive, &S introduced in
Definition 11, is used to activat€ountermeasurg p.,,, as introduced in Definitiof5,
is used to activat€ountermeasure ]l

3. the idle thread serves as budget-consumer thregdidontermeasure |

4. threads are not assumed to have distinct priorities. Iggmaoritized threads are sched-
uled according to FIFO. That is, blocked threads maintagir fposition in the FIFO list;

5. non-preemptively executing threads cannot delay er@lefise preemptions;

6. Countermeasure Is accounted to the treated-as-ready thread’s total bu@minter-
measure llis accounted to the highest-prioritized treated-as-reéladhad as described in
Section3.3.6

7. all threads are assumed to be cleared to the release,m@attines and total budgets of
higher or equally prioritized threads.

A corresponding proof for a simplified version of this schled@nd forp;,auence = Dintransitive

is available in Volp et al. YHHO084. The PVS sources of the model and of the non-interference
proof are published\{6l10]. Both are based on an abstract model of the scheduler. To ex-
tend these results to an actual implementation, the impiétien must be shown to refine
the abstract model in a confidentiality-preserving W £01]. Extending the model to other
versions of the scheduler should be straightforward.

3.4.1. Overview

The machine-checked proof of non-interference is basedamsl model of the above variant
of the proposed budget-enforcing fixed-priority schedulkave formalized the behavior of this
scheduler as a discrete-time state-transitioning sys@&wen an absolute point in timeand a
states as inputs, the state-transitioning system produces a raeissthat corresponds to the
absolute pointin time+ 1. Without loss of generality, assume-= 0 for the initial states,. Al-
though this state-transitioning system operates on destiree values of typ&ime : Type = nat ,

it can produce schedules at any desired accuracy. This &ibed do not specify how much
time passes between two successive points in tiared? + 1, which means we can choose it
to be arbitrary small.

State Inthe formal model, the statekeeps track of the scheduling parameters oRe&hMo
task model (see Sectidhl.2on page48). The type ofs is State. More preciselyState Is a
function type, which relates each thread to a record coaimtgiiis non-constant scheduling
parameters. In the non-interference proof, some of thesarers are left arbitrary but fixed.
As a result, the proof holds for all possible settings of éhearameters.

The formal model of the scheduler abstracts from certainempntation details such as the
encoding of scheduling parameters in the thread contrakislahe various timers, which the
scheduler programs to regain control, and the ready quaughich the scheduler keeps all
ready or treated-as-ready threads. The fundamental giepef these implementation details
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are however preserved. For example, instead of formalizmgouts, the model maintains a
number of down-counting clocks, which indicate when sucimedout would fire. The ready

listis replaced by a state-dependent predicate, whicluated to true for the highest-prioritized
ready or treated-as-ready thread of the given state, riégplgdor the first thread in the FIFO

list if multiple threads share the same priority. For thegbraf non-interference, only the total
budget is relevant. The formal model of the scheduler tloeeehbstracts from the execution
budget of a thread.

State Transformers  State transformers encode the transitions that the satrecyresent-
ing state-transitioning system makes. A state transforsng@function of type:

State _Transformer : Type = [[State, Time] — State]

The input parameters of a state transformer are the st@tel an absolute point in time To
reduce the complexity of both, the model and the proof, | iaxmalized the scheduler as eight
separate state transformers. Each of these state tramsfostands for a specific scheduling
decision. Together, they produce the result stgte/hich corresponds to the absolute point in
timet + 1.

In a real-life system, scheduling decisions are triggesetirbeouts, by explicit invocations
of the scheduler in system calls (e.g., in blocking IPC) oekiernal interrupts that trigger the
release or unblocking of a thread. In the formal model, | r@ostfrom these specific invoca-
tions. Instead, the state transformers, which implemesgdischeduling decisions, are invoked
for every absolute point in tim& When invoked, they check whether a triggering event has
occurred and update the stataccordingly. For example, to produce the state for timel,
the state transformer that is responsible for releasingatts —elease _thread — checks the
release points of all threads to determine which threadseteased at time and modifies the
states accordingly.

The state transformatispatch _step combines all eight state transformers. The function
dispatch invokesdispatch _step recursively to produce the result statdor the absolute point
intimet+ 1 from a given initial state,. Quantification ovet gives the desired universal result
for all points in time.

Non-interference  Non-interference formalizes the complete absence of ggquolicy
violating information flows as the indistinguishability observable outputs of a system. Pro-
vided that hardware covert channels have been addresseithdrymeans, users can observe
the microkernel-based system only through the threadsetteatute on their behalves. Given
access to precise clocks, such a threadn report all those times when the scheduler ruas
when it runs other threads that are authorized to send That is, arnl-classified observer may
learn about all points in time when a threaavith dom(7) < [ executes, blocks or stops. The
functionoutput(l,s) extracts this information from the state It returnsnil whenever no such
thread runs and the stateoff dom(7) < [ holds andr is the highest-prioritized ready thread
(respectively the first such thread in the FIFO list).

A scheduler is non-interference secure if forladimilar initial states;, andsg, and for all points
intimet it holds that:

output (1, dispatch(sg, t)) = output(l, dispatch(sy,t)) (3.4)

Informally, two initial statess, and s; arel-similar if they agree on the parameters of those
threads that alrclassified observer may see. Recall from SecB@that threads are cleared
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to the release points, deadlines and total budgets of highequally prioritized threads. See
also Point 5 in the above list at the beginning of this sectibnerefore /-similar states must
also agree on these parameters if-&tassified observer is cleared to such a thread

The intuition behind EquatioB.4is the following. Assume aficlassified observer is able to
see the points in time wherobservable threads execute preemptively or non-preemptively
(denoted byutput ). If this observer cannot distinguish any two schedulesckvbrigin from
two [-similar initial statess; ands;, and which are produced b¥spatch, then higher or incom-
parably classified threads cannot influence the executidrobkervable threads. Therefore,
higher or incomparably classified threads cannot leak mé&tion over scheduling-related tim-
ing channels. The scheduler is non-interference secukeragiards to this observer.

Proof The non-interference proof of the budget-enforcing fixeidfiy scheduler proceeds
in two stages: First, | show that the following property abpairs of statess,, s}) is invariant
for the individual scheduler steps if they origin from tisimilar initial statess, ands;,. The
main non-interference result then follows from the obseovethat pairs of states, which fulfill
this property produce the same outputs as seen Ickassified observer.

Let s; = dispatch(so,t) ands, = dispatch(sy,t) for the pair ofi-similar initial states
(s0,55) and for some point in timé. Thens, ., = dispatch_step(s,t + 1) ands,,; =
dispatch_step(s’,t + 1) is a new pair of states for the point in time- 1. A property P about
pairs of states is invariant if it holds fdw, s;,) and if we can conclude fron®(s;, s;) that
P(s¢41,5,,1) holds as well. The property of interest for the non-intezfere proof states:

1. that/-observable threads agree on their dynamic schedulingreaess; and

2. that if a low-priority thread- is legitimately observable by drclassified observer, then
all higher and equally prioritized threads agree on the fbbg execute, on the remaining
total budgets of these jobs, on the time that remains to tadlohes of these jobs and on
the thread states of these jobs as far as activity is congeffrteat is, either such a job is
active in both states of the pair or it is inactive in bothesat

The following four sections discuss the above ingrediehth® scheduling model and of the
non-interference proof in greater detail.

3.4.2. State

This section details the formalization of the state of theesiuler. | formalize the scheduling-
related state of a thread with three record types:

e Dynamic _State,
e Constant _Secrecy _Independent _State, and
e Constant Secrecy Dependent _State.

The typestate is an alias forstate : Type = [Thread — Dynamic _State]. A corresponding map-
ping fromThread to the last two records are passed as additional input paeasne the eight
state transformers.

The primary purpose of this split is to speed up the verifiwaprocess by avoiding trivial
results that the state transformers do not modify parameiehe last two records.

Later in this chapter, | will introduce a relation on pairssaheduler states calléesimilar.
For now notice that twad-similar scheduler states agree on the parameters in toedrégpe
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Constant _Secrecy _Independent _State. The parameters in the record typgnamic _State and in
the record typ€onstant _Secrecy _Dependent _State may however differ for those threads that are
classified at a higher secrecy level thHaor are classified at a secrecy level that is incomparable
tol.

In the following, | describe the above three record typeseater detail. For better readabil-
ity | use the typeSob, Time andTimeSpan as aliases for the typeat.

3.4.2.1. Dynamic State

Dynamic_State : Type = [#

job : Job,
remaining_total_budget : TimeSpan,
remaining_deadline : TimeSpan,
remaining_max_delay : TimeSpan,
thread_state . Thread_State,
effective_release . Time

#]

The parametgbb denotes the job of a threaglthat is currently active respectively that is wait-
ing for its release point if; is currently inactive. The parametetsnaining _total budget and
remaining _deadline are two down-counting clocks fab_rem, ;, and for the time until the dead-
line d, , passes. The parametemaining -max_delay is a down-counting clock, which records
the time that remains before the thread has executed nempterely for maz_delay,. In
thread _state, | store whether the threadReady, Blocked , Stopped Of Inactive . A thread is run-
ning if it is the highest prioritized ready thread and if iisthe head of the FIFO list. The latter
condition is captured byigher _effective _priority (see Sectio.4.3.1below). A thread executes
non-preemptively (i.e., it is delaying) if it is running arfidemaining _max _delay iS positive.

The typeThread _State contains one state -belayed — that is not one of the thread states
of the ReThMotask model (see Sectidhl.). The state transformers transition a thread into
this state wheneveCountermeasure lis active for this thread to avoid leakage due to non-
preemptive execution (see Definitidd on page70). The scheduler defers the points in time
when aDelayed thread resumes its execution after it is released and afterblocks. The
down-counting clockffective release denotes how long a threadhas to remains in this state.
That is, effective _release denotes the time that remains untjlecmprion + maz_delay_low(T)
(see Sectio3.3.5.9. The typestate is defined asState : Type = [Thread — Dynamic _State].

3.4.2.2. Constant Secrecy-Independent State

Constant_Secrecy_Independent_State : Type = [#

prio . Priority ,

label . Label,

release_label : {l : Label | | <label},
max_delay : TimeSpan,
max_delay_low : TimeSpan

#]

The parametersgrio, max_delay, and max_delay low store the respective parameters of the
ReThMatask model (see Sectidhl.d. The parametéenbel is the secrecy level of the thread.
The release _label of a thread is the secrecy level of its existence. Threadsate classi-
fied at a secrecy level, which dominates thiease _label of a thread are cleared to observe
the release points, deadlines and total budgets of thisdhrélhe type ofrelease _label is
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{I : Label | | <label}. This dependent type ensures that all threads are cleargmbitoown
existence.

The eight state transformers take as an implicit paramleésPVS constant:

cts : (well_formed_constant_secrecy_independent_state)

The type ofcts is a predicate subtype ¢fhread — Constant _Secrecy _Independent _State]. The
predicate for this subtype is:
well_formed_constant_secrecy_independent_state
(cts : [Thread — Constant_Secrecy_Independent_State]) : bool =
(Forall (tl, th : Thread):
cts(tl ) prio <cts(t-h) prio = cts(t_h)'release_label <cts(t.l ) label) A

(Forall (tl, th : Thread):
cts(tl ) prio <cts(t-h) prio = cts( t.l )' max_delay <cts(t_h)* max_delay_low)

The first clause of this predicate formalizes the assumpgtiahlower prioritized threads are
cleared to the release-points, deadlines and total budfjbigher prioritized threads (Point 5
of the list on pag&9).

The second clause encodes the definitiomof _delay _low(7) (Definition13on pages9). It
states thatax _delay _low is an upper bound on the maximum time that lower prioritizedads
can contiguously execute non-preemptively.

3.4.2.3. Constant Secrecy-Dependent State

Constant_Secrecy_Dependent_State : Type = [#
release_point : [Job — Time],

deadline : [Job — posnat],
total_budget : [Job — TimeSpan],
action : [Time — Action]

#]

The recordConstant _Secrecy _Dependent _State Sstores those constant thread parameters that may
differ in [-similar scheduler states for higher thiaar incomparably classified threads. These
parameters are the release points, the deadlineg/; , and the total budget®, ,. Positive
deadlines ensure that a thread is released for at least @naf time before it gets deactivated
by its deadline.

The parametemction encodes the action trace of a thread The type ofaction is
[Time — Action] whereAction is a type which contains all the actions a thread can perform.
These areblock , stop, run, andrun _non _preemptively .

For the tracection , the type[Time — Action] is rather unconventional. However, because the
state transformers use the paramatgibn only in a very restricted form, we can reap benefit
of this simple formalization. There are three situationw/inch the state transformers read the
action trace of a thread:

1. If the state transformers compute the state for the atesphint in timet, they read the
current action of the highest prioritized ready threathat is at the head of the FIFO list
of this priority. This action isction(t) . It denotes what;, will do in betweernt andt + 1;

2. If a blocked thread; unblocks immediately at or if an inactive thread is released im-
mediately att, the current action of, is read to determine in which thread statels
unblocked. Notice, a thread can be released in the blocltel @&.g., if its previous job
has stopped while awaiting the reception of a message); and
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3. If the scheduler deactivat€ountermeasure lafter having delayed a threag the cur-
rent action ofr is read to determine the thread state of

The current actions of other threads are ignoeedon(t) denotes the action a thread will do in
betweert andt + 1. Actions that last longer than one unit of time (i.e., longen this time)
are encoded by repeating the same action at successive potimhe in the action trace. The
above formalization simplifies the verification in two ways:

1. Action traces are constant parameters. This relievestdite transformers form maintain-
ing a list of remaining actions inynamic _State.

2. Because action traces are a parametepinstant Secrecy Dependent _State, [-Similarity
can simply require these parameters to agreé-tirservable threads(i.e., for threads
for which dom(7) < [ holds).

The eight state transformers take the variahleas an input parameter. The type of this variable
iS: [Thread — Constant _Secrecy _Dependent _State].

3.4.3. State Transformers

The following eight state transformers formalize the bétwewof the scheduler.

% State transformers

stop_delaying_thread(sts)(s, time) : State
deactivate_thread(sts)(s, time) . State
release_thread(sts)(s, time) . State
unlock_blocked_thread(sts)(s, time) : State
block_thread(sts)(s, time) . State
resume_delayed_thread(sts)(s, time) : State
delay_preemptions(sts)(s, time) . State
run(sts)(s, time) . State

The input parameters of these state transformers,atree, andsts. The PVS constants is

a further implicit constant. The parametefe of type Time denotes the absolute point in time
that corresponds to the statie Taken together, these eight state transformers produtdea s
that corresponds tame + 1. The parameters, sts, andcts contain the dynamic thread state,
the secrecy dependent state, and the secrecy indeperaterafsall threads.

The wrappeuispatch step combines all eight state transformer in the order listedzab@hat
is, the result oftop _delaying _thread is passed as input teeactivate _thread, and so on. The
wrapperdispatch takes an initial state, and a timetime,,,, and invokeslispatch _step recur-
sively for all points in time) < time < timeq;-

85



CHAPTER 3. AVOIDING EXTERNAL TIMING CHANNELS IN FIXED-PRICRITY
SCHEDULERS

The PVS encoding dfispatch _step and ofdispatch is:

dispatch_step(sts)(s, time) : State =
run(sts)(
delay_preemptions(sts)(
resume_delayed_thread(sts)(
block_thread(sts)(
unblock_blocked_thread(sts)(
release_thread(sts)(
deactivate_thread(sts)(
stop_delaying_thread(sts)(s, time)
, time)
, time)
, time)
, time)
, time)
, time)
, time)

and:

dispatch(sts)(s, time_max) : Recursive State =
If time_max =0 Then
dispatch_step(sts)(s, 0)
Else
dispatch_step(sts)(dispatch(sts)(s, time_max — 1), time_max)
Endif
Measure time_max

Before | present the formalization of the above eight statesformers, let me introduce the
helper functions | used in their formalization.

3.4.3.1. Helper Functions

The formalization of the eight state transformers makesofiskee following two helper func-
tions to identify the highest prioritized thread that exesunon-preemptively and that is at the
head of the FIFO list respectively the highest prioritizeshted-as-ready thread that is also at
the head of this list. They are defined as:
highest_prioritized_non_preemptively_executing_thread (sts)(s) : Thread =
singleton_elt (A (t.I : Thread) :
s(tl ) remaining_max_delay > 0 A

Forall (t-h : Thread):
higher_effective_priority (sts)(s)(tl, t-h) = - s(t_h)‘remaining_-max_delay > 0)

and as:

highest_prioritized_treated_as_ready (sts)(s) : Thread =
singleton_elt (A (t : Thread) :
treated_as_ready(s)(t) A
Forall (t-h : Thread): higher_effective_priority (sts)(s)(t, tth) —
- treated_as_ready(s)(t-h))

wheres is a state in which a non-preemptively executing threadeesgely in which a treated-
as-ready thread must exists. The above two functions arefimed if no such thread exit

In the above two functionssingleton _elt(S) returns the single element of the single-
ton sets 0 The relationhigher _effective _priority(sts)(s) establishes a strict total order

°In the PVS sources/ol10], this requirement is expressed with a suitable prediasitéype ofState .
10A singleton set is a set, which contains precisely one elémen
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between threads. A threadh has a higher effective priority than a thread (i.e.,
higher _effective _priority(sts)(s)(t I, t_h) holds) if eithert.h has a higher priority or if both
threads have the same priority ani precedes.| in the FIFO list. This is the case if the last
release point of_.h was earlier than the last release pointof A clash of equally prioritized
simultaneously released threads is resolved with an arpigecrecy independent total order
on threads (e.g., smaller values of a large random numberstistored in the thread control
block at thread creation time). Here we use the natural nusnibeand t_| . The PVS encoding
of higher _effective _priority is straightforward

higher_effective_priority (sts)(s)(tl, th : Thread) : bool =
% t_h is higher prioritized than t.
(cts(tl ) prio < cts(t-h)* prio) Vv
% t_h and t.I share the same priority, t.h is released earlier
(cts(tl ) prio = cts(t_-h) prio A

sts(t_h)‘ release_point(s(t_-h )‘job) < sts(t.l )‘release_point(s(t-l )*job)) Vv
% t.h < t| to avoid clashes of equally prioritized simultaneously released threads
(cts(t.l ) prio = cts(t_h)‘ prio A

sts(t_h)‘release_point(s(t_h)‘job) = sts(t| )'release_point(s(t.l )‘job) A

th < tl)

The predicate over threadsated _as_ready returns true for all threads that are ready or that are
treated-as-ready. That s, it holds for a threadther ift is ready or delayed, or if the counter-
measure predicaj®,..::iv. Nolds for this thread and it is either blocked or it has stappecall,
DPiransitive 1S the countermeasure predicate @ountermeasure, Which avoids leakage due to
direct and indirect influence (see Definitibfh on pages4). The PVS code fotreated _as_ready

is:

treated_as_ready(s)(t : Thread) : bool =
is (Ready)(s, t) V is(Delayed)(s, t) V
p_transitive (t) A (is(Blocked)(s, t) V is(Stopped)(s, t))

In treated _as_ready (and elsewhere)s(Ready)(s, t) abbreviates(t) thread _state = Ready . The
predicate s _delayed(sts)(s) : bool returns true if there exists a threaddrthat executes non-
preemptively.

Two further helper functions arepply _action andunblock _thread . The functionapply _action
reads the current action from the action trace of a givenathreand updates the member
thread _state Of s(t) accordingly. Ift intends to run (preemptively or non-preemptively), it be-
comesReady. A thread that stops executing or that blocks becostesped and Blocked ,
respectively.

apply_action(sts)(s, time, t) : Dynamic_State =
Cases sts(t) action(time) Of

run : s(t) With [(thread_state) := Ready],

run_non_preemptively : s(t) With [(thread_state) := Ready],

stop . s(t) With [(thread_state) := Stopped],

block : s(t) With [(thread_state) := Blocked]
EndCases

The second helper functiamblock _thread wrapsSapply _action to update the dynamic state of
a thread that unblocks or that is released. In situationseviiie scheduler has to apgDpun-
termeasure lito avoid timing channels due to non-preemptive executiabipck _thread Ssets

1Recall from Sectior.7: the notionx With [(y) := z] stands for a partial update of the record variabl@he
membely of this record is set to the valuwe
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the thread taelayed and initializes the clocksffective _release t0 max_delay low. The coun-
termeasure predicate;.,, holds in this case (see Definitidtb on page70). In situations
where the currently running thread executes non-preesgiptithe unblocked thread is also set
to Delayed however without settingffective _release. In this case, the thread resumes execut-
ing immediately when the lower prioritized thread stopsocetielg non-preemptively. Threads
at a lower priority than the non-preemptively executingettd are not affected. The func-
tion unblock _thread can therefore directly invokepply _action without first having to set the
thread _state tO Delayed. apply _action is also invoked to unblock a thread immediately if no
thread executes non-preemptively andCibuntermeasure lheeds not to be applied for the
unblocking thread. The PVS codewfblock _thread is:

unblock_thread(sts)(s, time, t) : Dynamic_State =
If p_delay(t)
Then
s(t) With [(thread_state)
(effective_release) :

Delayed,
cts(t)' max_delay_low]

Else
If is_delayed(sts)(s) A
cts(highest_prioritized_non_preemptively_executing-thread (sts)(s)) prio <cts(t)‘ prio
Then
s(t) With [(thread_state) := Delayed]
Else
apply_action(sts)(s, time, t)
Endif
Endif

3.4.3.2. Stop Delaying Thread

The first of the eight state transformerstigp _delaying _thread . It resetss(dt)' remaining _max _delay

if the non-preemptively executing threadt)(re-enables preemptions or if it has contiguously
executed non-preemptively ferax_delay,. The former is the case if its current action is not
run _non _preemptively . The latter is the case #{dt)‘ remaining _-max_delay = 0. The PVS code of
stop _delaying _thread iS:

stop_delaying_thread(sts)(s, time) : State =
If is_delayed(sts)(s)
Then
Let dt = highest_prioritized_non_preemptively_executing_thread (sts)(s) In
If
(s(dt)' remaining-max_delay = 0 Vv
— run_non_preemptively(sts(dt)‘ action(time)))
Then
s With [(dt‘remaining-max_delay) := 0]
Else
s
Endif
Else
S
Endif
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In those L4-family microkernels that implement tthelayed preemption mechanism, the
scheduling decision, which is formalizedstop _delaying _thread , is triggered in two situations:

e if the kernel-programmed timeout fires aftenx _delay,; or

e if the thread voluntarily yields the CPU (e.g., after it hags that a preemption is pend-
ing).

3.4.3.3. Deactivate Thread

The second state transformerdisactivate _thread . It sets a thread to inactive either if the total
budget of this thread is depleted or if its deadline has mas8ecause non-preemptive execu-
tion cannot delay the deactivation due to total budget diepleor due to a passing deadline,
deactivate _thread needs not to consider non-preemptively executing thretlds.PVS code of
this state transformer is:

deactivate_thread(sts)(s, time) : State =
A (t : Thread) :
If s(t) remaining-total_budget = 0 Vv
s(t)‘remaining-deadline = 0

Then
s(t) With [(thread_state) = Inactive,,
(job) = s(t)‘job + 1,
(remaining_deadline) =0,
(remaining_total_budget) := 0]
Else
s(t)
Endif

In an implementation of the scheduler, the scheduling d®tisvhich deactivate _thread de-
scribes, is triggered by a timeout. The kernel programsttmeout immediately before it re-
turns control to this thread. It sets the timeout to the mimmof the remaining total budget, of
the remaining execution budget, and of the time that remaititthe thread’s deadline passes.
If a thread is blocked or if it has stopped, the deactivatimaccur lazily (e.g., as described in
Footnote3 on pages0).

3.4.3.4. Release Thread

The third state transformer —release _thread — releases a thread whose next release point has
occurred. For that, it invokes the helper functiemlock _thread and refills the remaining total
budget of this thread to the total budget of its released;jpbMoreover, it resets the remaining
time until the deadline expires t§ . The PVS code is:

release_thread(sts)(s, time) : State =
A (t @ Thread) :
If time = sts(t)release_point(s(t)‘job) A
is (Inactive )(s,t)
Then
unblock_thread(sts)(s, time, t)
With [(remaining_total_budget) :
(remaining_deadline)

sts(t)* total_budget (s(t)‘job),
sts(t)‘ deadline(s(t)‘job)]

Else

s(t)
Endif

89



CHAPTER 3. AVOIDING EXTERNAL TIMING CHANNELS IN FIXED-PRICRITY
SCHEDULERS

In an implementation of the scheduler, a release is trighleyea timeout, by the occurrence of
a releasing event or by both.

3.4.3.5. Unblock Blocked Thread

A blocked thread resumes its execution if its next actiomidlack . In this case, the fourth state
transformer —unblock _blocked _thread — resumes this thread by invoking the helper function
unblock _thread .

unblock_blocked_thread(sts)(s, time) : State =
A (t : Thread) :
If is(Blocked)(s, t) A
— block(sts(t)" action(time))
Then
unblock_thread(sts)(s, time, t)
Else
s(t)
Endif

In an implementation of the scheduler, unblocking is tylydaiggered by an unblocking event
such as the reception of a message or the occurrence of ampite

3.4.3.6. Resume Delayed Thread

The fifth state transformer —+esume _delayed _thread — resumes the normal execution of a
thread that is in the statbelayed. The normal execution of a threadis resumed after
effective _release reaches zero. This is the case either afteuntermeasure lwas active for
maz_delay_low(T) (see Definitionl4 on pageld) or after the currently running thread has
stopped executing non-preemptively.

resume_delayed_thread(sts)(s, time) : State =
If (Exists (t : Thread) : treated_as_ready(s)(t)) A
—is_delayed(sts)(s)
Then
Let t = highest_prioritized_treated_as_ready (sts)(s) In
If is(Delayed)(s, t) A
s(t)' effective_release =0
Then
s With [(t) := apply_action(sts)(s, time, t)]
Else
S
Endif
Else
S
Endif

The pre-located trampoline code, which | have describecentiGn3.3.5.20n page73is one
implementation of this state transformer.

3.4.3.7. Block Thread

The sixth state transformer -block thread — formalizes the state changes that occur when
the currently running thread blocks or when it stops. In ¢hsisuations, it sets the thread’s
thread _state tO Blocked respectively tGStopped .
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block_thread(sts)(s, time) : State =
If Exists (t : Thread) : treated_as_ready(s)(t)
Then
Let t = highest_prioritized_treated_as_ready (sts)(s) In
If is(Ready)(s, t) A
= s(t) remaining-max_delay > 0
Then
If block(sts(t)‘action(time)) Then
s With [(t) := s(t) With [(thread_state) := Blocked]]
Else
If stop(sts(t)‘action(time)) Then
s With [(t) := s(t) With [(thread_state) := Stopped]]
Else
(S
Endif
Endif
Else
S
Endif
Else
S
Endif

3.4.3.8. Delay Preemptions

The seventh state transformerdetay preemption — formalizes the effect of a non-preemptive
execution of the currently running thread. The PVS codelé@ty _preemption iS:

delay_preemptions(sts)(s, time) : State =
If Exists (t : Thread) : treated_as_ready(s)(t)
Then
Let t = highest_prioritized_treated_as_ready (sts)(s) In
If is(Ready)(s, t) A
- s(t)' remaining_max_delay > 0 A
run_non_preemptively(sts(t)‘ action(time)) A
cts(t)'max_delay > 0 A
cts(t)" max_delay <s(t)‘remaining_total_budget A
cts(t)' max_delay <s(t)‘remaining_deadline
Then
s With [(t) := s(t) With [(remaining-max_delay) := cts(t)' max_delay]]
Else
S
Endif
Else
s
Endif

The proof of non-interference also holds for systems whemesthreads cannot execute
non-preemptively. In the formal model of the schedulerséhéhreads are represented by
mazx_delay; = 0. The checkmaz_delay, > 0 determines whether a thread is authorized to
execute non-preemptively. The check

cts(t)  max_delay <s(t)‘remaining_total_budget A
cts(t)' max_delay <s(t)‘remaining_deadline

disallows non-preemptive execution during end-of-redeagents.
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In L4 kernels, the intent of an application thread to exeauttie-preemptively is only detected
at the occurrence of an interrupt. If the in-kernel intetrio@ndler notices that theelayed
preemption mechanism is active, it returns control to the applicatimgpam. In the formal
model of the scheduler, this situation is represented bgrattaces, which containn until the
point in time when the kernel would notice the intent to exeawn-preemptively and which
then containsun _non _preemptively to express precisely this intent.

3.4.3.9. Run

The eighth state transformer +n — formalizes no scheduling decision.
run(sts)(s, time) : State =
A (t : Thread) :
s(t) With [( effective_release) := If s(t)' effective_release > 0 Then
s(t)' effective_release — 1
Else s(t)' effective_release Endif,
(remaining_max_delay) = If s(t) remaining-max_delay > 0 Then
s(t)‘ remaining_max_delay — 1
Else 0 Endif,
(remaining_deadline) := If s(t)‘remaining_deadline > 0 Then
s(t)‘ remaining_deadline — 1
Else s(t)‘ remaining_deadline Endif,
(remaining_total_budget) := If highest_prioritized_treated_as_ready (sts)(s)(t) A
s(t)‘ remaining-total_budget > 0 Then
s(t)‘ remaining_total_budget —1
Else s(t)‘ remaining_total_budget Endif ]

The sole purpose of the state transformer is to advance the various down-counting clocks,
which | use to emulate timeouts. The total budget of a threashly consumed if this thread is
the highest prioritized treated-as-ready thread. Hemeining _total _budget is a thread-local
clock.

3.4.4. Invariants

To give some confidence on the correctness of this formalizak have shown the following
six predicates over states to be invariants. The formabrzadf the first four predicates are
straightforward. | will therefore explain these predicatmly informally. A predicateP is
invariant of the scheduler iP(dispatch_step(so, 0)) holds for an initial state, and if for all
points in timet, we can conclude fron®(dispatch(so, t)) that P(dispatch(so,t + 1)) holds as
well.

e delay _max
cts(t)'max _delay is an upper bound af(t)' remaining _max _delay .

e delaying _-max _delay
Only threads; with maz_delay; > 0 can execute non-preemptively.

e delay _remaining
No thread exceeds its remaining total budget or its deadlimen it delays preemptions.
The proof thatlelay -remaining is an invariant of the scheduler restsdamy max.
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e )\ (s) : singleton _delaying(s) A delaying _ready(s)
The first clause of this predicate states that at most onadheedelaying preemptions.
The second clause establishes that the delaying thremehds and that no higher pri-
oritized thread is in this state. These threads are therefdherDelayed, Blocked ,
Stopped Ofr Inactive . The proof that this predicate is an invariant of the schexdrdsts
Ondelay -remaining .

The predicates of the fifth and sixth invariant are:

delay_effective_release (sts)(s) : bool =
Forall (tl, th : Thread):
s(t.l )*remaining_max_delay > 0 A s(t_h)‘thread_state = Delayed A
higher_effective_priority (sts)(s)(tl, t.h) A p_delay(t_h)
=
s(tl )‘'remaining_max_delay <s(t_h)‘ effective_release

and

p_delay_delayed(sts)(s) : bool =
Forall (tl, th) :
s(t-I ) remaining-max_delay > 0 A higher_effective_priority (sts)(s)(tl, t-h) A
treated_as_ready(s)(t-h) A p_delay(t_h)
—
s(t_h)‘thread_state = Delayed

The fifth predicate states that a delayed higher priorititeéad ~, which is subjected to
Countermeasure I(i.e., for whichp.,, (7) holds) resumes execution only after a lower priori-
tized thread stopped executing non-preemptively. Thefgiad this predicate is a scheduler
invariant rests odelay _-max anddelay _remaining .

The sixth invariant establishes that whenever a threaduwasmon-preemptively, higher pri-
oritized treated-as-ready threads that the scheduleestsioCountermeasure lareDelayed .
The proof rests osingleton _delaying anddelay _remaining .

The proofs of the above six invariants are straightforwarddse distinction.

3.4.5. Non-interference

The non-interference property that | have shown for the psed budget-enforcing fixed-
priority scheduler establishes the indistinguishabiiityoutputs oni-similar initial scheduler
states. Its PVS code is the following.

main_theorem : Theorem
Forall (s0 : ( initial_state ), t.conf : Thread, time : Time,
stsl, sts2 : [Thread — Constant_Secrecy Dependent_State]) :
[_similar (t_conf)(stsl, sts2) —
output(cts(t_conf )’ label, stsl)(dispatch(stsl)(s_0, time)) =
output(cts(t_conf )‘ label, sts2)(dispatch(sts2)(s_0, time))

In the definition of this theorem, the predicate subtypetial state ) stands for the initial
dynamic state in which all threads are inactive awaitingrétease point of their first job. The
observer clearandeas given as the domain of the threacbnf.
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Two constant secrecy-dependent statels andsts2 arel-similar if the following relation con-
tains the pairstsi, sts2) .

I_similar (t_conf : Thread)(stsl, sts2) : bool =
(Forall (t_low : Thread) :
cts(t_low)' release_label <cts(t_conf)‘label — same_params(t_low)(sts1, sts2)) A
(Forall (t_low : Thread) :
cts(t_low )’ label <cts(t_.conf)‘label —
sts1(t_low ) action = sts2(t_low )‘ action)

In this relation same _params is defined as:

same_params(t)(stsl, sts2) : bool =
(sts1(t)' release_point = sts2(t)‘ release_point) A
(sts1(t)"deadline = sts2(t ) deadline) A
(sts1(t)' total_ budget = sts2(t)‘total_budget)

If an [-classified observer (representedttaynf) is cleared to observe the existence of a thread
7, then two constant secrecy-dependent states-sirailar if they agree on the release points,
deadlines and total budgets of this thread. If Hotassified observer is also cleared to receive
information fromr, the action trace of this thread must also be the same fonhestates to be
[-similar.

The PVS code fooutput is:

output(l, sts)(s) : Output =
If is_delayed(sts)(s) Then
Let dt = highest_prioritized_non_preemptively_executing_thread (sts)(s) In
If cts(dt)'label <I Then
delay_out(dt)
Else
nil
Endif
Else
If (Exists (t : Thread) : treated_as_ready(s)(t)) A
s( highest_prioritized_treated_as_ready (sts)(s))‘ thread_state # Delayed
Then
Let ht = highest_prioritized_treated_as_ready (sts)(s) In
If cts(ht)'label <I| Then
action(ht, s(ht)‘thread_state)
Else
nil
Endif
Else
nil
Endif
Endif

The functionoutput maps each state of the scheduler to an element of the type:
Output : Datatype

Begin
nil : nil?
delay_out (t : Thread) . delay_out?
action (t : Thread, ts : Thread_State) : action?
End Output
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It contains three variants:
e nil — the observer is not cleared to the currently running thread
e delay _out(t) — the currently running thread ts It executes non-preemptively; and
e action(t, ts) — the highest prioritized treated-as-ready thread Its thread state is.

What do we know about a scheduler for which the main theorelasRolf such a scheduler
starts from twal-similar initial scheduler states, which are comprised of cts andsts1 re-
spectively ofs_0, cts andsts2, theni-classified observers cannot distinguish the two schedules
from the behavioi-observable threads have at a given point in time. Quartiicaver the
parametettime, which is passed tdispatch , extends this statement to all points in time and
to arbitrarily long running systems. Thereby, initial sdbker states can differ in the actions
higher or incomparably classified threads will perform andlee existence of threads that run
at a lower priority than the lowest prioritizéebbservable thread.

The non-interference property of the main theorem, assteve, is a simplified form of
non-influence: Definitio® on page24 introduced non-influence as

sources(a,l)

Va, B € A%, s% s, t° € S. ipurge(a, ) = ipurge(B,1) A s ~ A0S (3.5)

= Wes L output(l, s') = output(l,t?)
The encoding of actions as mappings of typee — Action] and the transitivity oK simplifies
the preconditioripurge(l, o) = ipurge(l, ) tostsl(t) action = sts2(t) action ~ for all lower-than-
[ classified threads

sources(a,l)

s ~ t is simplified to the first condition of_similar(t _conf)(sts1, sts2) . For the

sources(a,l)

dynamic part of the state ~ t holds trivially because in the above lemma, dis-
patch starts from the same initial state. Also, becaligstch(s 0, time) is deterministic
and because it terminates aftene steps, the quantification ovet and the existence af
can simply be expressed as the resultigbatch(sts1)(s -0, time) respectively as the result of
dispatch(sts2)(s _0, time). The functionoutput of Definition 6 is instantiated with the above
output function.

3.4.6. Proof of Non-interference

The non-interference proof of the proposed budget-emnigrscheduler proceeds in two steps:
First, it must be shown that the property on pairs of statesime _high _state — is invariant for
the given scheduler. Then, the main theorem follows imnteljidrom the following lemma.

same_high_state_same_output : Lemma
Forall (sl : (scheduler_invariants(stsl)), s2 : (scheduler_invariants(sts2))) :
I_similar (t_conf)(stsl, sts2) A same_high_state(t_conf)(sl, s2)
—
output(cts(t_conf )‘ label, sts1)(sl) = output(cts(t_conf)’label, sts2)(s2)

It says that two states, which are relatedshie _high _state, yield identical outputs as seen by
anl-classified observer.
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The predicat@ame _high _state is defined as follows.

same_high_state(t_conf)(s1, s2 : State) : bool =
(Forall (t) : cts(t)'label <cts(t_conf) label — s1(t) =s2(t)) A
(Forall (tl, th) :
cts(tl ) label <cts(t_conf)'label A
cts(tl ) prio <cts(t-h)' prio =

(s1(t_h)‘job =s2(t.h)‘job A
s1(t_h)‘remaining_total_budget = s2(t_h ) remaining_total_budget A
s1(t_h)‘remaining_deadline = s2(t_.h)‘remaining_deadline A

(s1(t_-h)'thread_state = Inactive) = (s2(t_h)‘thread_state = Inactive )))

The first clause of this predicate says that iflaslassified observer (representedthynf) is
cleared to receive information about a threathen the dynamic state of this thread is the same
in both states1 ands2 of the related pair. Because the property is an invariarti@gtheduler,

it follows for [-similar initial states that the behavior bbbservable threads cannot be altered
by higher or incomparably classified threads.

The second clause of this predicate says that for threadshwlave the same or a higher
priority than an-observable thread, the following holds: they execute #émesjobs in the two
states of the pair; they have the same amount of total budfjeblexecute or to block in the
subsequent schedule that follows the two state of the it leadlines expire after the same
amount of time; and the jobs that these threads executether active in both states or they
are inactive in both states. That is, in the two schedulegdriprioritized threads are either
simultaneously active or they are simultaneously inactl¥@an [-observable lower or equally
prioritized thread is not cleared to receive informatioonfr these threads, we can conclude
from this second clause th@buntermeasure is applied for such a thread at the same time in
both of these schedules.

The proof ofsame_high _state _same _output IS by distinction of the cases that stem from the
if-statements in the functiosutput . The cases where the functientput evaluates tanil for
both states1 = dispatch(sts1)(s -0, time) ands2 = dispatch(sts1)(s 0, time) hold trivially.

Of the remaining four cases, the following two are straigivtiard:

Case 1. in both statess1 ands2, there exists a highest prioritized thread that executes no
preemptively and théclassified observer is cleared to see these threads; and

Case 2: a highest prioritized treated-as-ready thread exists ithh bo and s2 and thel-
classified observer is authorized to see these threads.

The remaining two cases are more challenging:

Case 3: the conditions _delayed holds in precisely one of the two states,ands2, and thel-
classified observer is not cleared to see the highest pzedinhon-preemptively executing
thread; and

Case 4. a highest prioritized non-preemptively executing threagpectively a highest prior-
itized treated-as-ready thread exists in bathands2, but thel-classified observer is
cleared only to one of these threads.

The proofs of Case 1 and Case 2 proceed by instantiating ttzenptert in the precondi-
tioncts(t)'label <cts(t _conf)'label Of the first clause ofame _high _state(t _conf)(s1, s2) with the
highest prioritized non-preemptively executing threadg€ 1) respectively with the highest

96



3.4. AMACHINE-CHECKED PROOF OF NON-INTERFERENCE

prioritized treated-as-ready thread (Case 2) of one okttbeges. Becauses(t _conf)'label = | ,
cts(t)'label <cts(t _conf)label holds for both of these threads and from the first clause of
same _high _state(t _conf)(s1, s2) it follows thatsi(t) =s2(t). However then, the singleton de-
laying thread ins1 is the same thread as the singleton delaying thread and the singleton
highest prioritized treated-as-ready threadins the singleton highest prioritized treated-as-
ready thread is2. But this means, théobservable outputs are the same. In the sources, two
auxiliary lemmas establish this identity of the above thsea

e visible _high _priority _runnable _thread _same, and
e visible _high _priority _delaying -thread _same.

For the proof of Case 3, let us assume ibalelayed holds ins1 but not ins2. The proof where
is_delayed holds ins2 is symmetric. Because theclassified observer is not cleared to see
the highest prioritized non-preemptively executing tireéigat exists irs1, output(sts1)(s1) = nil
holds. The functiomutput(sts2)(s2) can match this result only in the following two situations:

e if there is no highest prioritized treated-as-ready thithadl is notDelayed , or
e if the [-classified observer is not cleared to see such a thread.

So let us assume that there exists such a threat,invhich thel-classified observer is
cleared to see. Our goal is now to find a contradiction. Bexanfsthe above assump-
tion, the precondition of the first clause e€fme high _state(t _conf)(s1, s2) is fulfilled. From
visible _high _priority _runnable _thread same we know that in this case, the highest prioritized
treated-as-ready thread ¢a is also the highest prioritized treated-as-ready thread inLet

7, be this thread. We have to distinguish two cases:

Case 3a: The singleton non-preemptively executing threaid authorized to send to the high-
est prioritized treated-as-ready threagl.

In this case, the transitivity of immediately reveals that; is also authorized to send to
thel-classified observer, which contradicts the second prettonaf Case 3.

Case 3b: No such communication is authorized.

In this case, the countermeasure predigaig, (7,) does not hold for the highest prior-
itized treated-as-ready threag because otherwise the invarigntielay .delayed would
require this thread to b®elayed .

However, the non-preemptively executing threathas the same or a lower priority than
7, andmax_delay > 0 holds for7,. But then,p.,, (7,) must hold, which contradicts the
assumption that;, is notDelayed .

Case 4 contradicts the results @aéible _high _priority _delaying _thread _same respectively of
visible _high _priority _runnable _thread _same. If the [-classified observer is cleared to see such
a thread in one of the two states or s2, this thread is the single highest prioritized non-
preemptively executing respectively the single highestrized treated-as-ready thread in the
respective other state. As a consequencel-thassified observer is cleared to see this thread.
This concludes the proof ahme _high _state _same _output .

The proofs of the lemmas, which establish tkate _high _state is a scheduler invariant for
the eight state transformers, are straightforward. Therapanying PVS sources contain these
proofs.

97



CHAPTER 3. AVOIDING EXTERNAL TIMING CHANNELS IN FIXED-PRICRITY
SCHEDULERS

3.4.7. Temporal Isolation of Non-interfering Threads

From the above proof, we can immediately conclude that tbpgsed budget-enforcing fixed-
priority scheduler isolates threads in a temporal manran fcertain other threads: Assume
dom(7) £ dom(r’) holds for two threads andr’ and(L, <, dom) is a transitive information-
flow policy. Then,r can neither influence the points in time whemuns nor the points in time
when a thread” runs that can legitimately send messages td@ he subsystem, which consists
of 7" and of all its legitimate sender$, is temporally isolated from.

Commercial time-partitioning systems (such as LynxQ81]) often implement a hierarchi-
cal fixed-priority scheduler to schedule the threads of glsipartition once the underlying
scheduler selects this partition. These systems can amlgdeally isolate threads by running
them in different partitions. The proposed budget-enfaydixed-priority scheduler directly
isolates threads in a temporal manner without having tortéodnierarchical scheduling.

3.5. Real-Time Guarantees

In real-time systems, it is crucial that hard real-time #u® complete their jobs before their
deadlines. Admission tests give this guarantee. Probablywo most popular admission tests
are thetime-demand analysisy Lehoczky et al. ILISD89 and the Liu and Layland criterion
[LL73] for the rate-monotonic scheduling (RMS) algorithm.

In the following, we shall see how an adjustment of the pezdtrblocking term allows us to
reuse a large class of existing admission tests for the geapbudget-enforcing fixed-priority
scheduler. We shall further see how the above two admise&is perform in comparison to
their adjusted versions and how the latter perform in comparto admission tests for time-
partitioning schedulers.

3.5.1. Time-Demand Analysis and Liu-Layland Criterion

Time demand analysis delivers sufficient and necessarytimmslto test whether a given set of
threads is schedulable, that is, whether all threads irs#timeet their deadlines. If the relative
deadlines of all jobs; , are at most as large as the period of the thread {i.e < 11,), the time
demand to schedule a thregdn the intervallt,, t, +t] along with higher prioritized threads

IS
i—1

t
w;(t) = eb; + E [H——‘ ebp, for 0 <t <ITI; (3.6)
k
k=1

Here,eb; is the worst case time can execute (i.e., its execution budget), the tigis a critical
instant forr;. That is,t is the release point a job ef where the response time of this job will
be at its maximum. If a job is schedulable at a critical instérremains schedulable for all
other combinations of release times (see e.g., Liu(oO, Chapter 6.5.1] for more details on
critical instant analyses).

A job of 7; meets its deadline if at some timdoefore its deadline, the supply of processor
timet is equal to or greater than the time demanct).

The Liu Layland criterion is a sufficient condition for thehgclulability of a set of strictly
periodic threads that are scheduled by the rate-monotahiedslling algorithm. Recall, the

2In the following, thread indices are assigned inverse priggual to thread priorities. That is, threads with
smaller indices are higher prioritizefi< j = prio(r;) > prio(7;).
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RMS algorithm prioritizes threads inverse proportiondtlytheir period lengths (i.ell;, <
II; = prio(m;) > prio(7;)). A set ofn strictly periodic threads is schedulable if

_ eb; 1
— <n-(27" -1 3.7

Z g S (2= (3.7)
A limitation of the above two schedulability tests is the lrap assumption that threads never
block. To consider the blocking of threads, extended vessaf these admission tests include
a per thread blocking terrb;. This blocking term is an upper bound of the time thatlocks.
Sha et al. RL9(J show that blocked threads remain schedulable with RMS iidfign 3.8
holds.

k
Vke{l,.n}. ) (en—b + %) <k-(2% —1) (3.8)
i=1 v

Equation3.9 shows an analogous adjustment for time demands.

i—1

t
k
k=1

If the effect of Countermeasure (see Definitionl0 on page6l) on other threads can be ex-
pressed as a blocking term, admission tests such as the twe abuld immediately be reused
to decide whether a set of threads is schedulable with theogexl budget-enforcing fixed-
priority scheduler. Therohibition timeshb?” is such a blocking term.

3.5.2. Prohibition Times

In situations where the scheduler activaBesintermeasureto avoid leakage due to direct and
indirect influences, only budget-consumer threads can hilewthe highest prioritized treated-
as-ready thread blocks or stops.

Let bb, be the maximum time that, can block without consuming its execution budget (i.e.
bby, = tb, — eby,). In the worst case, the scheduler switches to a budget nwrswhenever a
higher prioritized thread blocks for whigh,,s.w. () holds. A lower prioritized thread, is
prohibited from running. | call this timéb;” the prohibition timeof a thread. It holds:

Proposition 1. Prohibition Times.
For a threadr; of the set of thread$', the prohibition timebb;” is:

bbfr = z ’711-}_;;‘ bbh with TH+ = {7— S Thigh(Tl) | Ptransitive (T)}
ThETH+
Obviously, if the idle thread is the budget consumer or if rileeo higher classified, ready
budget consumer could be found, prohibiting threads fromrming increases the idle time of
the system. | quantify the worst-case increase of idle tignéb prohibition time of the lowest
prioritized thread??,. .

To reuse existing admission tests for the proposed schetlubeprohibition time must be con-
sidered as an additional blocking term. In addition, theuirfice of threads with pyu.sitive (T)
must be removed form the original blocking term of a threadror the time-demand analysis,
this results in:

i—1

w;(t) = eb; + bb; + bbI" + Z [i-‘ eb,, for0 <t <Il (3.10)
= |1k

99



CHAPTER 3. AVOIDING EXTERNAL TIMING CHANNELS IN FIXED-PRICRITY
SCHEDULERS

Priority

0 Time

Figure 3.11.: Blocking due to self suspension. The threadisses its deadline because the
first job of 7;, suspends itself. The shaded partrofannot completed beforg’'s
deadline.

wherebt; is the blocking term due to those threads for whigh,,si....(7) does not hold. The
corresponding result for the Liu Layland criterion is:

k

by bY, + b .

Vke{l,.n}. ) (% + %}C’“) <k- (25 —1) (3.11)
i=1 ¢

The contribution of a thread, to the prohibition time is larger than its contribution teeth
blocking term if the scheduler would not apgBountermeasure dluring those times when,
blocks or stops. In some situations, a modified admissiamiast therefore reject a thread set,
which an admission test for an unmodified scheduler could@ccrhe achievable utilization
of the proposed budget-enforcing fixed-priority schedigddéower. In the worst case, the differ-
ence between the achievable utilization of an unmodifieddualer (/,,,) and of the proposed
scheduler is as large as the prohibition time of the lowastifized threads:

_ bb?;le

Uori -U
I Hidle

(3.12)

Because preemptions are rare and because delay_low(7) is small compared to the time a
threadr runs, the utilization loss due @ountermeasure lis negligible.

To see how the modified scheduler affects well-behavingtieed threads it is interesting to
compare the different causes of blocking in admission tegtsand without prohibition times.
It is also interesting to relate these results to a timeHpamtng scheduler.

3.5.3. Blocking due to Self Suspension

Self suspension is one reason for blocking. A thread suspéself when it voluntarily releases
the CPU to sleep for some time or when it invokes a blockingesyscall to wait for the arrival
of a message or for the completion of asynchronous 1/O.
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Let x; be an upper bound on the time the threaduspends itself. According to Lilju00,
Chapter 6.8.2 pg. 164ff], the blocking time due to self sasp@nbb;* is

bhp* =x+ Y min(eby, ) (3.13)

Th €T high (T1)

Figure3.11lillustrates this formula in an example. A lower prioritizédeadr; is ready when-
ever a higher prioritized threagd, suspends itself. It may therefore run any time duripg
second period when,’s second job suspends itself. Only the execution buegset of this job
adds to the time demand aqf

The blocking term ofr; origins from the self suspension of’s first job. If 75, o suspends
itself for a timexy, the critical instant of;, compared to its critical instant without such a self
suspension, is put off by,. As a result,;’'s period overlaps the period af,’s third job by
xp. Henceeby,; andeb;, » add to the time demand of and, in addition, also the part eb, ;
that overlaps with the period of, ;. This part is at most as large as because after,, 7;’s
deadline ends;’s period.

Countermeasureprevents lower prioritized threads from running whenevagaer prioritized
threadr;, suspends itself for whichy,.,sive (75) holds. If blocking due to self suspension is the
only reason for blocking, the blocking term for an admisg&st must be adjusted as follows.

IT
bbZy,y = T+ Z min(eby, z5) + Z [—l—‘ T, (3.14)

T;LETH, ’ThETH+

In Equation3.14 and elsewhere)? = stands for the blocking tertd”, which has been adjusted
to considerCountermeasure. lit holds thatly- = {7 € Thign(71) | “Peransitive(T) }- T+ IS
defined as in Propositich The last addend of this equation is the prohibition tijé.

Clearly, an admission test for an unmodified scheduler asaapre thread sets than a corre-
sponding admission test for the proposed modified scheduilee term H[—ﬂ xy, 1S typically

much larger thamin(eb,, z5). This is in particular the case if, like in RMS, the periods of
lower prioritized threads are larger than the periods ofiigprioritized threads.

Compared to a time-partitioning scheduler, an admissisirfoe the proposed budget-enforcing
fixed-priority scheduler accepts more thread sets becao$éjtion times must be considered
only for threadsr for which pansitive (7) holds. A lower prioritized thread may well run dur-
ing the time a higher prioritized thread suspends itselfoag las the influence of this higher
prioritized thread does not lead to information leakage.

A realistic scenario, in which this situation occurs, is al##me video player for constant
bit-rate videos. In this scenario, a real-time device drieads an encrypted video that the
player decrypts and displays. Assume both have the sanmdgeand deadlines and the driver
is assigned a higher priority. Then, because the driver bgdain-text access to confidential
data, it is safe to classify the driver at a lower secrecyll#han the player. But then, the driver
runs unconstrained and the player meets its deadline asdg, e, + ebpiayer < dpiayer-

To avoid leakage from the decoder to the driver, a time-pamning system must assign the
driver to a different partition of lengtbb j,;perr + T 4river- BUt In this situationy 4,4, additional
time is required before the player’s deadlif)g,,.,. passes.
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3.5.4. Blocking due to Non-preemptive Execution

The blocking time due to non-preemptive executtdf’ depends on the number of timgg
that a higher prioritized thread, suspends itself. Lower prioritized threads can defer when
7, resumes after any such self suspensiomtay: _delay_low(7,). Moreover, lower prioritized
threads can delay the resumptionmfafter its release by this value. Hence, it holds for the
blocking termbb,” of 7, that (Liu [Liu00, Chapter 6.8.1]):

bb," = (kp + 1) maz_delay_low () (3.15)

On the other hand, if the proposed budget-enforcing fixéakpy scheduler applie€ounter-
measure for 7, lower prioritized threads can defer only the release,oHence, the blocking
term for threads run by the proposed scheduler is

np | maz_delay_low(Ty) if Diransitive (Th)
Db = { (kn, + 1) maz_delay_low(r,) otherwise (3.16)

In theory, ifk, maz_delay_low(T,) is large compared to the maximum self-suspension tige
admission tests for the proposed non-interference-sesalreduler could accept more thread
sets than corresponding tests for unmodified schedulenstalttice however, non-preemptive
critical sections are short and this effect can not be seéh, & far as blocking due to non-
preemptive execution is concerned, admission tests foptbeosed modified scheduler per-
form no worse than those for unmodified schedulers.

3.6. Practical Matters

In Section3.3 | have made several assumptions, which limit the applitglaf the proposed
scheduler. In the following, I will partially lift these assiptions and allow threads

¢ to have precedence constraints (Sec8dhJ),

to be created dynamically (SectiBr6.2),

to hierarchically schedule other threads (Sec8dh3,

to donate time to other threads (Sect®6.4, and

to acquire resources (Secti8tv).

3.6.1. Precedence Constraints

In real-life systems, jobs typically depend on results tat produced by other jobs. As a
consequence, they cannot sensibly be released before seshlas available.

Precedence constraints are one way to formally captureddpsndency. Precedence con-
straints are typically described as a directed graph: ptieeedence graph The vertices of
this graph are the jobs. The edges denote the dependentiesebegobs. That is, an edge
from the jobT;, , to the job7,( denotes that; , depends on a result produced By,. In this
situation,r, is called the predecessor gf,. For the following discussion, | assume that the
precedence graph is known at admission time and that lovienitpred threads are cleared to
the precedence constraints of higher or equally priodtiheeads.
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There are two principle approaches to schedule threadgwettedence constraints:

1. by setting the release point of a job to the point in time nve results of all predecessors
are available; and

2. by setting the release point of a job to its effective rede@me.

The intuition behinceffective release times that a job is released no earlier than its predeces-
sors. On uniprocessor systems, a scheduler, which relgdseat effective release times, can
in principle forget about precedence constrai@s{7.

3.6.1.1. Result Dependent Release Points

The unspecified nature of release pointRielrhMosuggests a setting of release points to the
points in time when predecessor results are available. Mewé is easy to see that such
a setting allows predecessors to leak information by maaiimg the release points of their
successors: Assumg, is a predecessor af, o. Then,r;, can encode secret information in the
time when it produces the result for,. Lower thanr, prioritized threads;,, can learn about
this secret by observing the releasef.

Countermeasure (see DefinitiorllOon pageb1) cannot eliminate this channelif is higher
prioritized thanr;. The release of;, is not affected by this countermeasure.

3.6.1.2. Effective Release Times

In [Liu00, Chapter 4.5], Liu discusses two algorithms to calculagestifective release times of
a thread. The basic algorithtsets the effective release time of a job

1. toits release point, if; ; has no predecessors; and otherwise,
2. to the maximum effective release timespfs predecessors.

Worst-case response times are not considered in this blggadtam. In the more accurate
algorithm, the effective release time of a jgh with predecessors is set to the maximum of the
effective release times of its predecessors plus the regp@&wrst-case response times of these
predecessors.

In both versions, the release points of jobs cannot be infleeby their predecessors. How-
ever, the basic algorithm requires an adjustment of totdgjbts to accommodate for the block-
ing of predecessors. Assumg is a predecessor af. Wheneverr, blocks before having
produced the desired result fgr, 7; blocks also because it cannot proceed without this result.
This increases the time that blocks by the time that;, can block. Hencer;’s total budget
must be increased by the worst-case blocking time, of

3.6.2. Dynamic Thread Creation

In Section3.3 | assumed that all threads are cleared to know the releasts amd hence the
existence of higher or equally prioritized threads. Howéw@ractice, threads are often created
dynamically and scheduled as aperiodic or sporadic threads

As long as the creation of a thread is a legitimately obsdevatent for lower or equally
prioritized threads, we can reap benefiR&ThM¢ds arbitrary but fixed release points and action

13As mentioned in Liu [iu00, Chapter 4.5], the basic algorithm may have to swap jobsdrstihedule to ensure
their correct execution order.
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traces to create threads dynamically. To do so, a dynamicedated thread is inserted right
from the beginning into the set of threads The first release point of this thread is set to
the point in time of its creation. For the more general cadeemthreads are also created
in a secret context, there are two principle approacheshedsde threads with the proposed
budget-enforcing fixed-priority scheduler without rewiegltheir existence:

1. The firstis to schedule newly created threads hierarltyioa top of threads that already
exist in the schedule (see Secti®s.3below).

2. The second is to split the budgets of such an existingdhrea

Assume a lower prioritized threaglis not authorized to receive information from a thread
Then, if 7;, creates a thread, such thatr, andr, together consume at most the time that
could have consumed along,cannot distinguish whethey, did run or block or whether,,
performed these actions.

A split of 73,’s total budgets fulfills the above conditionrif shares the priority and all release
points and deadlines with,. Because;, may encode secrets in the portion of its total budget
that it transfers tar,, we have to require thatom(r,) < dom(t,) holds for newly created
threads. Also, thread creation must not allow the createfdweate its secrecy level. Unless the
creator can be trusted not to leak information in the transfebudget, we can therefore only
allow the creation of equally classified threads (ides(7,) = dom(r,) must hold).

3.6.3. Hierarchical Scheduling of Differently Classified T hreads

Hierarchical CPU scheduling is an elegant way to supportiegipns with diverse schedul-
ing requirements in one system. The principle idea is tonajitaceholder threads to act as
schedulers. That is, whenever an underlying schedulectselee placeholder, this placeholder
decides which of its nested threads to run. The underlyihgdualing policy and the nested
scheduling policy of the placeholder can thereby differ.

In this work, | use placeholder threads merely as a vehiokxpdain hierarchical schedulers.
Implementations are free to implement the nested scheglplaficy in a real thread that for-
wards its received timdé§594 or to merge the schedulers in one kernel implementatiogeRe
et al. RS0] use the latter approach for HLS. In the context of HLS, Regeld Stankovic also
discuss how the real-time guarantees of multimedia agmitsare preserved by hierarchical
scheduling policies. Let us here focus our attention ondhewing two points:

e How does the proposed budget-enforcing fixed-priority doker preserve non-
interference-properties of nested schedulers, and

e How does it avoid unauthorized information-flows betweeamnttireads it schedules and
the nested threads that a placeholder thread schedules.

3.6.3.1. Avoiding Leakage due to Direct and Indirect Influen ce

AssumeT,..q IS the set of threads that a placeholder threadchedules.Countermeasure

| of the budget-enforcing fixed-priority scheduler prevemtgher prioritized threads;, from
directly or indirectly influencing the placeholder thre&dlom(r,) £ dom(7,). Therefore, if

we setdom(7,) to be the greatest lower bound of the secrecy levels of tleattsring, ., it

holds thatdom(r,) < dom(r,) for all 7, € T,ceq. Only threadsr with dom(7) < dom(7,)

affect when the threads in the §ét..;.; are scheduled but these threads are already authorized to
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send to all threads in this set because:(7) < dom(7,) A dom(7,) < dom(7,) = dom(T) <
dom(7,).

To avoid leakage from a nested threado threads of the underlying scheduler, we have to
treat the placeholdey, differently. The thread,, can directly influence lower prioritized threads
of the budget-enforcing fixed-priority scheduler onlyif,,s:i..(7,) evaluates to false. Other-
wise, whenever all threads if,..;.; block or when they have stopped, the proposed scheduler
switches to the budget consumer to avoid leakages from thiechéhreads that, schedules.
For the predicat®;, st (7,) t0 evaluate to falsejom(7,) < dom(r;) musthold for all threads
7, that are lower prioritized than,. Settingdom(r,) to the least upper bound of the secrecy
levels of threads ir¥},...q authorizes direct and indirect influences only if all threag are
cleared to send to these lower prioritized thregd$-rom the least upper bound we know that
dom(t,) < dom(t,). Hence,dom(r,) < dom(m;) holds because of the transitivity ef and
dom(t,) < dom(m).

However,dom(7,) is the least upper bound and the greatest lower bound of thecselevels
of the threads i¥,..;.q Only if all these threads are equally classified. To suppifitrently
classified threads if,..;.s, placeholder threads need two secrecy levels:

e domn(7,), to replacedom(7,) iN Puansitive () 1N Order to determine wheth&@ounter-
measure Imust be applied for a threag) in the underlying schedule; and

e dom(7,), to replacedom(7,) iN Pyansitive(Tn) 1N Order to determine wheth&@ounter-
measure Imust be applied for the placeholder thregdtself.

To avoid leakage due to direct and indirect influencésy(7,) is set to the greatest lower
bound of the secrecy levels of the thread&in.q.; dom,(7,) is set to the least upper bound of
these secrecy levels.

3.6.3.2. Avoiding Leakage due to Non-Preemptive Execution

Countermeasure lavoids information leakage due to non-preemptive exeoufidie counter-
measure predicate;..,, (7,) prevents a thread from delayingr,’s resumption ifdom(7;) £
dom(Ty,).

We must therefore uséom,,(7,) to determine whetheCountermeasure linust be applied
for threadsr;, in the underlying schedulelomn(7,) must be used to determine whetl@oun-
termeasure limust be applied for, itself.

Because lower prioritized threads are cleared to know tlease points, deadlines and total
budgets of a placeholder thread, the placeholder hidesxisterce of dynamically created,
aperiodic or sporadic threads as long as the budget-enfpfied-priority scheduler subjects
the placeholder to both countermeasures.

3.6.4. Timeslice Donation

Hands-off scheduling§ALL90] is a technique to avoid potentially costly scheduling dexis

in the performance critical IPC path. A synchronous IPC opkration (i.e., an atomic send

and receive operation) blocks the caller once the calleedwaived the message. In situations
where a higher prioritized thread calls a lower prioritizadlee, the scheduler would have to
check for intermediate prioritized threads. To avoid theak, hands-off scheduling allows the

caller to donate the remainder of its current timeslice ®odhllee. Hence, the callee runs on
the caller’s time and priority until the next schedulindated event occurs.
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Timeslice donation in L4-Fiascd&fe04 extends hands-off scheduling by allowing callers to
provide their time until the callee replies to their requéaflter et al. EWHO03 distinguish
two forms of timeslice donation:

e upward donatiopand
e downward donation

Upward donation accounts the time the donatee runs to thatoiismbudget. The donatee runs
on its own priority. Downward donation transfers both thediand the priority of the donator
to the donatee. Hands-off scheduling is a form of downwangation, which lasts until the
respective next scheduling event.

Because donatees can call other threads and because damatisfers also time when the
callee is not yet ready, donators line up in a tree. The aagimvners of the time form the
leaves of this tree, the thread that has received the domiateds located at the root of this
tree. The lower part of Figur@.14on pagel12shows two such donation trees: e.g., in the left
oner; and7; donate torg 3. While 75 3 handles a request of, it donates taz » who is also
receiving time fromr,. The requests from, and fromr, are currently blocked (indicated by
the bar at the end of the donation arrow).

Wolter et al. BWHO03 suggest to use upward donation whenever the priority oflthreatee
is higher than the current priority of the donator. The catrgiority of the donator is the max-
imum of the priorities received through downward donatiod af the donator’s own priority.
Whenever the priority of the donatee is lower than the curpeiority of the donator, Wolter
suggests to use downward donation. This way, both the $tas&d ceiling resource access
protocol and the priority inheritance protocol can be impdated (see Sectidh7 below).

3.6.4.1. Leakage due to Timeslice Donation

From an information-flow perspective, upward donationveidhreads to leak information to
so-calledz-threads whereas downward donation is secure as long aggstesrsruns the pro-
posed budget-enforcing fixed-priority scheduler (extehdéh downward donation) and as
long as downward donation is only between equally classifieehds.Z-threads of a donator
7, and of a donatee. are those threads that run at an intermediate priority, {pea z-thread
T, it holds thatprio(7s) < prio(t,) < prio(t,)).

Upward Donation:  Upward donation executes the donateat its own priority. If7, in-
vokes an upward donating system call to donate its time,tpreemptions by-threadsr, are
deferred until,. replies tor,.

Applying Countermeasureto 7,. does not work either because then the scheduler would run
7, Or a budget consumer as longmags active. Unless; is such a budget consumer, it cannot
send its request ta.. In the discussion about precedence constraints in Se8ttf.] we
have already seen that messages frgroannot release, without introducing the possibility
for information leakage.

Downward Donation:  Z-threads are not affected by downward donation. The domatee
on the time and priority of the donator. Hence, if the donatds not authorized to send to a
z-threadr,, this z-thread cannot distinguish whetherdid run or whether the lower prioritized
donateer, consumed the time of,. If 7, is not cleared to receive information from, the
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countermeasure predicapg...si.ive (7s) holds. The proposed budget-enforcing fixed-priority
scheduler applie€ountermeasure to 7, and consequently also t@ for as long asr,. runs
on the time ofr,. Notice thatdom(7;) « dom(r,) precludesdom(r,.) < dom(r,) because
otherwise, we would be able to conclude fralam (7,) < dom(7,.) and from the transitivity of

< thatdom(7s) < dom(r,) holds.

Downward donation reveals information about both, the amhotitime that a donator provides
to the donatee and about the amount of donated time that tiete® consumes. This consti-
tutes a bidirectional communication channel between thetto and the donatee. However,
in synchronous reliable IPC such as L4-IPC, bidirectionfdrimation flows exist anyway: the
message, the message meta data and the time when the seon#lesithe IPC send operation
are information flows from the sender to the receiver; theetimmen a receiver becomes ready
to receive and error situations due to too small buffersetints and other error situations are
information flows in the reverse direction. Therefore, tldgliaonal information flows due
to downward donation are harmless because for the comntigmgaartnersr, andr, to use
L4-IPC, dom(7s) < dom(7,.) A dom(r.) < dom(7s) must hold anyway.

An immediate consequence of the above observations is thhawe to reject upward donation
as a time-slice donation mechanism. As we shall see in thessetion, this rules out the
stack-based priority-ceiling resource access protocol.

3.7. Resources

In practice, threads typically require other resourcesdessthe CPU, which they use in a
mutually exclusive manner. In this thesis, | shall focus mgle-unit resources. An extension
of the proposed solutions to multi-unit resource accesskestifor future work.

A single-unit resource is a resource that can be held by at omesthread at a time. All
other threads block on held resources. In contrast to tiaads block on a multi-unit resource
only if all the equivalent copies of such a resource are dirdeeld by other threads. Critical
sections are examples of single-unit resources. A devite avliimited number of channels,
which offers the same functionality on all channels, is atirunit resource.

On uniprocessor systems, short resource accesses ara@lfypigichronized by executing the
resource access non-preemptively. In SecB8dh5 we have seen hoWwountermeasure I
avoids leakage due to non-preemptive execution. Becabse thireads will always find that
the resource is free when they are able to preempt poteatalrce holders, non-preemptive
execution also avoids leakage due to resource contentimmeter, for long resource accesses,
non-preemptive execution is not applicable because ittivedyaaffects the system’s response
time to interrupts and other asynchronous events.

3.7.1. Self Suspension

When threads hold resources for a long time, it can happenatimgher prioritized thread
preempts a resource holder. In non-real-time systems, ahconstrategy to react to situations
in which threads cannot proceed because of held resourdessislf suspend the resource
acquiring thread, in order to allow the resource holder to complete its openatCounter-
measure ljeopardizes this strategy because lower prioritized ttgezther than the budget
consumer cannot run while the scheduler applies this conetsure. Hence, they cannot free
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Figure 3.12.: A thread,, suspends itself while its required resourges held byr;. Whereas
self suspension of, works in an unconstrained system (lefpuntermeasure |
preventsr; from freeingr,’s resource (right).

the resource;, requires. Figur&.12illustrates this point.

In real-time systems, the above strategy is insufficienabse the time a thread has to suspend
itself is in general not bounded. For example, assume tveattsr; andr, acquire a resource
R periodically that is also needed by a higher prioritize@#utr;,. Then, it can happen that the
resource bounces betwegrandr, without 7, ever getting the chance to acquife Real-time
resource access protocols solve this problem.

3.7.2. Priority-Inheritance Protocol

The priority-inheritance protocolSRL9(Q implements the following priority-inheritance rule
to avoid unbounded priority inversion due to held resourdéhenever a thread blocks a
higher prioritized thread; because it holds a resouréethat 7, requires,r; inherits the time
and priority ofr;, until 7; releases?.

Sha et al. RL9IQ show that, in the absence of deadlocks, a thread has to elahaost
| R| time to acquire a single resourée Here,|R| is the worst-case access time of the resource
R. The worst-case access time for acquiringesources?; in a nested fashion is_ |R;|. We

shall return to these bounds in the discussion of informaflmvs due to resou?cé contention
in Section3.7.4.2 For now, let us only discuss the possible leakages of researquiring
threads to other threads that do not compete for resourcesauBe the inheritance rule of
the priority-inheritance protocol resembles the prioatyd budget propagation of downward
donation, resource accesses that are controlled by thetyiilheritance protocol cannot be
used to leak information to these other threads. From annrdton-flow point of view, it
is therefore safe to use the priority-inheritance protanch system with the proposed non-
interference secure scheduler.

Unlike the priority-inheritance protocol, which has a bded resource acquisition time only
in the absence of deadlocks, the stack-based prioritynggdrotocol and the basic priority-
ceiling protocol prevent deadlocks in the first place.
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3.7.3. Stack-Based Priority Ceiling Protocol

The stack-based priority-ceiling protoc@dk91] and the ceiling-priority protocolfoh9q are
two descriptions of the same protocol (seeD0, Chapter 8.6]). In the following, | shall use
the formulation of the ceiling-priority protocol. The deig-priority protocol prevents deadlocks
by running threads that hold a resourgat the ceiling priorityR of this resource. The ceiling
priority 1 is the maximum priority of all threads that require this rese.

Threads can be blocked at a resouftér at most the duration of one critical sectiph|.
However, because once a threadolds a resource it runs on the priority ceiling of this re-
source,r; can prevent intermediary prioritizedthreads from running. Hence, the stack-based
priority ceiling protocol suffers from the same covert chahas upward donation. In fact, if a
thread (e.g.7,,) with prio(m,) = R is used to implement the resource, upward donation, to
implements the stack-based priority ceiling protocol fos resource access.

3.7.4. Basic Priority Ceiling Protocol and Donation Cellin g

The basic priority-ceiling protocolgRL9( prevents both deadlocks and covert channels to
intermediary prioritizect-threads. It is defined by the following three rules (see fl$000,
Chapter 8.5.1)):

1. Scheduling RuteThe current priorityr.(¢) of a threadr at its release igrio(r). 7 is
scheduled preemptively in a priority-driven manner acogydo 7 (¢). Rule 3 affects this
priority.

2. Allocation Rule Wheneverr requests a resourck that is held by another thread, it
becomes blocked. Wheneverequests a free resouré¢eat timet one of the following
two situations may occur:

a) If the priorityr.(¢) is a higher priority than the current priority ceiling of thgstem
I1(¢), R is allocated tor. The current priority ceiling of the systehi(t) is hereby
the maximum of the ceiling prioritieR of the resources that are held at time

b) If 7's current priority.(t) is not higher than this ceilingl(t) the resourcer is
allocated tor only if 7 is the thread that holds a resource with a priority ceiling
equal toll(t).

3. Priority Inheritance Rule Whent blocks on a resource that is currently held by another
threadr’, 7’ inherits the current priorityr, (¢) from 7. This inheritance lasts untit’
releases all resources with a priority ceiling equal to atgrthanr, (¢). At this time, the
current priority ofr” drops to the value before it has acquired these resources.

Figure3.13illustrates the basic priority-ceiling protocol. It shotie scenario of Figure 8-10
in [Liu0O, Chapter 8.5.1] extended by;. A threadr; acquiresR,. Its current priorityr., (¢)
remains atprio(s) until the point in timet,. At this time, 7, blocks because its priority is
lower than the system ceiling prioritﬁl(t) = Ry, = prio(mz). Becauser, cannot acquire
Ry, 75 inherits the priority ofr, (i.e., 7 (t) = prio(r4)). When released, the threag runs
unconstrained until it is preempted by the higher prioeitizhreads, andr;. At ¢;, , blocks
because holds R,. 75 inherits7,’s priority until 75 freesR, att,. The threadr; acquiresRk;
immediately because its priority is larger than the systeaoripy ﬁ(t) = R,. At ty, 75's current
priority drops toprio(75) because it releasés,. The threads, andr; run to completion. Ats,
shortly afterr, has released,, the system ceiling prioritﬁ(t) has dropped to the ultimately
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Figure 3.13.: Resource allocation according to the BasariBr-Ceiling Protocol. The shad-
ing of shaded bars denote the resources that a thread is\goléi bottom line
indicates blocking due to held resources. The dashed lirsk five points in

time: g, . . . 4.

lowest priority level of the system. The threagdmay therefore acquir&; immediately. The
threadr, receivesR, for the same reason. Af, the system ceiling priorityI(¢,) = R;, which

is higher than the current priority of,. Neverthelessg, receivesR, immediately because,
holds R, and because the ceiling priority; of this resource is equal to the current ceiling
priority I1(¢4) of the system.

In the next section, we shall see that the basic prioritirgeprotocol is secure if threads are
scheduled with the proposed budget-enforcing fixed-gyiagheduler. To see this point, | will
introducedonation ceiling— an alternative description of the basic priority-ceilipgptocol
that is solely based on downward donation and on ceilingatts@s accumulation points. The
equivalence of the two protocols validates the desiredgngphat resource acquiring threads
cannot leak information to other threads if resource aeseae controlled by the basic priority-
ceiling protocol.

Like the stack-based priority ceiling protocol, the bagiopty-ceiling protocol and hence
also the donation-ceiling protocol blocks a thread at auesa? for at most| R|.

3.7.4.1. Donation-Ceiling Protocol

There is a subtle difference between the ceiling-priorigtpcol and the basic priority-ceiling
protocol. Whereas in the first, threads run immediately @fpitiority ceiling of a resource they
acquire, the priority ceiling is used in the latter only tdetenine when a thread can acquire
a resource. Resource holders keep their own priority umtiloint in time when they inherit
the current priority of the threads they block. Let us for time being assume that lack of
resources is the only cause why resource holders can bedolock

Thedonation-ceiling protocolvorks as follows. For each distinct ceiling priority, thenddion-
ceiling protocol instantiates a thread, which | shall call the ceiling thread. Except that
ceiling threads run only on donated time and except thatithplement a significant part of the
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protocol, there is nothing special about these threadsC|.& such a ceiling priority (e.g., of
two resourcesk; andR;: Cj, = R, = R; ;). | sayCy, is the ceiling priority of the ceiling thread
7c 1 If the protocol has instantiated thls thread for this ptiori

To request a resourde;, a thread- invokes the ceiling threat , whose ceiling priorityC,
is the smallest priority that is still higher or equaljieio(7). All invocations in the donation-
ceiling protocol are downward-donating calls. When a ngithreadr. ;, gets invoked, it exe-
cutes the following protocol:

1. Ifthe ceiling priorityR; of the requested resourég is higher than the ceiling prioritg,
of the ceiling thread ;, thenr. . forwards the request with a downward-donating call
to the ceiling thread; whose ceiling priority is the lowest priority that is hightian
Cy.

2. If the ceiling priority R; of the requested resourd® is lower or equal to the ceiling
priority Cj, of 7¢ 4, thent. , executes the resource accégon behalf of the requesting
threadr.

If during this access requires a further resource, the ceiling thread treats the nested
resource request like a new invocation. That is, if the gipriority Rj of the requested
resourceRz; is higher than the ceiling priorit¢;, 7 will forward the request to the
ceiling threadr,; with the next highest ceiling priority. Iﬁ’j is the same or a lower
priority than the ceiling priorityC}, 7c , executes the request itself.

Oncer¢ ), releases all resources, which it has accessed on behalfref, replies to the
call. Atthis time,r-, no longer receives the time and priority framAfter replyingrc
is ready to receive further requests.

Notice that it can never happen that a threadequests a resource from a ceiling thread
that has a ceiling priority lower thamrio(;).

Moreover, if 7, processes a resource request on behatf dfcannot happen that another
threadr; obtains a resourc&), with a lower ceiling priority: If7; is higher prioritized than;,
7, cannot requesk;, because; does not block except on higher prioritized ceiling thredfls
7, IS lower prioritized, it has invoked all ceiling threads;, with a lower ceiling priority than
C; and a higher or the same ceiling priority thano(r;). Therefore,r; will block when it
invokes its associated ceiling thread.

The upper part of Figur8.14 shows the same scenario as Fig8ré3 Downward donation
to the resource holder is indicated by dashed arrows. Therlpart of Figure3.14shows the
donation trees for two of the four shown points in tintg:(left) and¢; (right). The scenario
involves 3 ceiling threads 1, 7¢ 2, andr¢ 3 for the ceiling prlorltlesRl, R,, and Rs, respec-
tively.

Beforet,, no thread holds resources. All ceiling threagds are therefore ready to receive
resource requests. If &1, 75 requestsi,, 75 issues a donating call tq- 3 because’; is the
smallest ceiling priority that is still higher thamio(7s). When invokedy¢ 3 sees thaf?, is a
higher priority thanC';, which means it has to forward the requesttg. Because bothy: 5
and 72, run only on donated time and priority, the current priodfyrc » is prio(r;). The
ceiling threadr. , sees that the ceiling prioritiz, of the requested resourd® is equal to its
ceiling priority C; and executes the resource access on behaif of

When att; 7, requestsi,, it finds 7 3 waiting for the reply to the forwarded request,.’s
donating call blocks on¢ 5 but the time ofr, is downward donated ta-,. This raisesr¢»'s
current priority toprio(7y).
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Figure 3.14.: Donation Ceiling — an alternative descripid the basic priority-ceiling proto-
col with downward donation and ceiling threads. Dashedvesrimdicate down-
ward donations. More precisely, a dashed arrow to a shademdicates a down-
ward donation of the respective thread to the ceiling threddch handles this
resource request.

At t,, afterm, has also blocked ot 5, the current priority of » is raised toprio(mz). 7 runs

at a higher priority until it requests the resoutge At this time, the ceiling thread. ; is still
waiting for resource requests, which resultsin executingr,’s request immediately and at
the priority prio(m;). No lower prioritized thread runs. The lower left part of &ig3.14shows
the donation tree at this point in timeg. Three threads donate their time and priority to the
ceiling threadr¢ o: 75, 74, andrs. 7, donates ta,. Because , processes the requestf
both 7, and 7, block on7-,. Nevertheless, they donate their time and priority to tleidireg
thread.

At t3, 71 holds R, on behalf ofr,. 7, immediately continues witlk, because the ceiling
priority R, is lower thanC,. The lower right part of Figur&.14 shows the donation tree at
this point in time. Becausg- 3 and 7, have forwarded,’s resource request t@;, no other
thread can request a resource althoughruns only atr,’s priority.
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Equivalence of Donation Ceiling and Basic Priority-Ceilin g To see the equivalence
of the donation-ceiling protocol and of the basic priog#ing protocol, let us check the rules
that define the latter protocé:

1. Scheduling RuleThe basic priority-ceiling protocol runs a threadn its priority until
a higher prioritized thread;, blocks on a resource held by this thread. At this time
7 inherits the current priorityr,, (¢) of 7,. Donation ceiling parallels this behavior by
executing the resource access in a ceiling thread which receives the time and priority

of all threads that request a resouRewith a ceiling priority R; lower or equal ta’.

2. Allocation Rule:

a) AresourceR; is allocated tar if 7’s current priorityr.(¢) is higher than the system
ceiling priorityﬂ(t). Donation ceiling characterizes the system ceiling piyarnly
indirectly: of all ceiling threads let. ; be the ceiling thread with the highest ceiling
priority that is executing a resource access at tinfdhen, the system ceiling priority
is f[(t) = (. Ceiling threads with a higher ceiling priority are waitifay further
requests. lfr,(¢) is higher tharil(t), T receivesR; because its associated ceiling
thread and all ceiling threads with a higher ceiling pripdte awaitingr’s request.
Blocking resource holders will violate this property (setdov).

b) Because ceiling threads execute resource accesses atf belthe requesting
threads, requests for nested resources are only acceptélgefaurrent resource
holder at the respective ceiling priority. Moreover, bessathreads have to pass all
ceiling threads with an intermediate ceiling priority totain a resource?;, ™ re-
ceives a resource in situations wherg?) is not higher tharil(t) only if 7 is the
thread that holds a resource with priority ceiling equdilto).

3. Priority Inheritance Rule: Because threads that block on a resoufzedonate in a
downward-donating call their time and priority directlyiadirectly to the ceiling thread
responsible for?;, donation ceiling executes resource accesses always lagthest pri-
ority of all donating threads.

Because donation ceiling parallels all rules of the basmripy-ceiling protocol precisely, both
protocols are equivalent.

Implementation  The above description of donation ceiling suggests a paaticmplemen-
tation of this protocol. Notice however that implementat@re free to deviate from the proto-
col description as long as the behavior is preserved. Fanpbe instead of executing resource
accesses themselves, ceiling threads can return to thestagg thread in such a way that it
accepts further requests only from this requesting thréae. ceiling thread can proceed with
other requests only after the resource holder indicatesellease of all resources for which
this ceiling thread is responsible. In the current impletagons of time-slice donation on L4-
family kernels, the resource accessing thread must berelhiffdrom the resource requesting
thread.

The presented equivalence proof origins from joint workwidr. Claude-Joachim Hamann.
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Blocking Resource Holders So far, we assumed that blocking on a resource is the only
situation in which a resource holder blocks. To allow forestblocking situations, donation
ceiling must be adjusted.

If a resource holder blocks, it can happen that a lower pizexd thread requests a resource
from a ceiling thread while a ceiling thread for a highericgjlpriority is blocked. The protocol
no longer avoids deadlocks.

To avoid these situations, | propose to modify donationmgisuch that ceiling threads pub-
lish when they start executing a resource access. This wagjliag thread can check whether
all ceiling threads for a higher ceiling priority are wadifor new requests. Otherwise, it delays
the request until all ceiling threads with higher ceilingopity enter this state.

3.7.4.2. Avoiding Leakage due to Resource Contention

Resource contention occurs whenever a thread attemptgtir@a resource that is held by an-
other thread. By varying the time a resource holder occupresource, it can leak information
to other potential resource holders.

If write authority to a resource implies read authoritysiarguable whether locking the resource
for a write constitutes a covert channel at all. For readroesource accesses, other synchro-
nization primitives such as Reed’s sequencers and eventcfK79] can be used. Instead of
blocking writers from accessing a resource, event coufds/akaders to detect whether such
a write has occurred concurrently to their read. In this cty repeat the read operation until
no such concurrent write has happened.

In the envisaged microkernel-based system, there areaseiterations where the threads of
multi-level servers have to access and modify a shared resaovthout revealing this access
to their clients. Accesses to client-spanning data strastare a prominent example of such a
scenario.

The key insight that leads to a synchronization mechanishathoids also leakage due to
resource contention is that the above real-time resowrcesa protocols guarantee the acquisi-
tion of a resource latest after a donation Bf. Hence, because the resource access itself takes
at most|R|, a timing-leak transformation, which delays the furthee@xion of a thread to a
time 2| R| after the resource request, avoids leakage of this conteaktiannel. To also prevent
internal timing channels while holding, threads must only access the resource or thread-local
private memory while they hold&. This is to avoid leaking the thread-local time when the
thread received in between requesting the resource,and the thread-local timg + 2| R|.
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3.8. Summary

In this chapter, | have presented a budget-enforcing fixem#y scheduler that provably avoids
leakage over external timing channels even if threads hesesa to precise clocks. The two
countermeasures that avoid this leakage are:

Countermeasure I: to treat possibly leaking threads as if they were ready iriotd avoid
leakage due to direct and indirect influence; and

Countermeasure Il:  to defer when higher prioritized threads resume their etk@ctio avoid
leakage due to non-preemptively executing lower-pripei threads.

The resulting scheduler was formally proven non-interfeee secure and the proof was
machine-checked with the help of the theorem prover PVS firstversion of the scheduler,
| have overlooked two corner case situations in which naepptively executing threads can
also leak to lower prioritized threads (see Sec8dh5.1on pagerl). The proof of the first ver-
sion revealed this flaw. Based on the experience with this flawpect that further adjustments
of the proof to other variants of the scheduler, and in paldicto the extensions proposed in
Section3.6, are straightforward. To adjust the proof for a version wiitheslice donation, it is
important to realize that downward donation can be seenhadlsting time quant# instead
of threads. The actual thread that runs on a scheduled tiargais the thread at the root of the
donation tree of this quanta, which unless trusted threeals@olved must be classified at the
same secrecy level as the owner of the time quanta.

The characterization of delays due@@untermeasure &s a blocking term allows for the
reuse of a large class of existing admission tests. We hasre tbat the proposed scheduler
preserves many real-time guarantees and that it outpesftnme-partitioning schedulers — the
state of the art for temporally isolated real-time systems.

The discussion of practical matters and in particular of-mberference-secure real-time
resource access protocols concludes this chapter. Thetmepls allow multi-level servers and
the microkernel to safely access shared resources witbakitlg secret information in internal
or external timing channels that resource accesses tijpioglly.

In the following chapter, | introduce a static informatilow analysis for the low-level
operating-system code of open microkernel-based systEnisanalysis complements the pro-
posed scheduler by establishing the absence of securitgypablating information-flows in
the necessarily trusted multi-level servers and in the shkiemel itself.

Bwolter et al. BWHO04 call these objects “scheduling contexts”.
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4. Statically Checking Confidentiality
of Low-Level Operating-System
Code

This chapter presents the second central contribution isfthiesis: a sound control-flow-
sensitive security type system for the low-level operasggtem code of microkernel-based
systems.

It is organized as follows: in the next section, | discusschallenges of statically checking
confidential-data protection in low-level operating-gystcode. Of these, side effects from
interactions with the underlying hardware are a major abstaln Sectiond.3, | demonstrate
with the help of a simple size-aligned read why contempoagproaches to address these hard-
ware side effects cannot scale to non-trivial amounts ofaip®-system code. The approach |
present in this thesis consists of two steps:

e First, the to-be-checked operating-system code is tretsliato the non-deterministic
intermediate languagBoy.

e Then, the sound security type systemTolis used to check the resultid@y program
and the hardware side effects for the absence of illegatnmdtion flows. The latter
appear as interleaved executifmy subprograms.

Section4.5 presents the syntax and semantics of the intermediatedgedoy. Anticipating
that security type systems abstract from concrete valugsan | have designedloyto clearly
separate input non-determinism from control-flow non-aeieism. As a result, we only have
to deal with the latter. In security-type-system-basedyaes, input non-determinism comes
for free.

Typically, control-flow non-determinism is addressed bgnstard typing rules for non-
deterministic composition (see e.g5db01bpg. 45]). However, the specific nature of low-level
operating-system code gives also rise to a rather unusigahative: because only relatively
small amounts of code have to be checked at a time and bed¢ass®de is typically known
to terminate quickly, it contains only a relatively few ndeterministic choices. Therefore, it
is also feasible — though much more costly — to repeat theyaisalor all possible ways in
which the non-determinism in the checked program can bdvwedoAs we shall see in Sec-
tion 4.7.1, checking all proposed alternatives leads to a much higtemigion. My proposal is
therefore to selectively trade precision against perforceaby checking all alternatives of se-
lected non-deterministic choices and by applying the stethtyping rules for non-deterministic
composition to the remaining choices. In Sectbi | introduce the security type system for
the deterministic core dfoy. Sectiord.7.1elaborates on typing control-flow non-determinism.
To cope with shared-memory programs, | introduce in Seetiéthe notion of learned secrets.
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CHAPTER 4. STATICALLY CHECKING CONFIDENTIALITY OF LOW-LEVEL
OPERATING-SYSTEM CODE

In Section4.7.3 | present the soundness proof of the security type systeifofo The seman-
tics of Toyand the typing rules of the security type system have beendimed in the theorem
prover PVS. The soundness proof of the analysis with regartise proposed semantics has
been machine checked with this theorem prover. Sedti8briefly summarizes this chapter.

The formal semantics dfoyis in part based on the kernel-code semantics of the Novaoaeri
tion workpackageTWV*08] in the European Project RobifiGo0d. The development of this
semantics was joint work with Hendrik Tews and Tjark Weber.

4.1. A Running Example

For the further discussion, let me introduce the followig$based implementation of an arti-
ficial system call as a running example.

int _42_handler:

pusha /I push all registers to stack
call sys_add

popa /Il pop all registers from stack
iret /I return from interrupt

void sys_add() {
Syscall_Regs * regs = reinterpret _cast<Syscall_Regs *>(stack_top() — sizeof (Entry_Frame));

regs—>eax = regs—>ebx + regs—>ecx;

sys_add_counter——;
if (sys.add_counter == 0)
trigger _overflow ();

asm volatile (" :: "memory”);

}

Assuming that the kernel has properly setup the underlyargware, the system call adds the
two values in the general-purpose registesrs andecx and returns the result ieax. More
precisely, when an application invokes this system calwitint 42 instruction, the processor
switches to kernel mode, pushes an entry frame on the kdaed and invokest _42_handler .

As part of the entry frame, the processor pushes the userdede segment descriptor. We shall
return to this fact later in this chapter. After pushing ahgral-purpose registers wiphsha ,
int_42_handler transitions control to the C++ functiatys _.add. The functionsys _add adds the
values of the pushed registers, updates the performanecgereys add counter , which keeps
track of the number of invocations, and triggers an overflaaegtion if the preset value of
this counter overflows. The compiler memory baregn volatile ("::’memory”);  ensures that
the memory representation of all variables are up to datethétime whersys _add returns,
int_42_handler continues by popping the general-purpose registers frerkemel stack and by
returning to user level with theeet instruction. For the following discussion, the preciseolaty
of the two classeBntry _‘Frame andSyscall _Regs and the details of the involved instructions are
to a large degree irrelevant. Notice however that a stacanpeter defines the code segment
to which iret returns. An incorrect setting of this parameter could resuthe execution of
user-level code in kernel mode.
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4.2. Peculiarities of Low-Level Operating-System Code

Static information-flow analyses for low-level operatisgstem code have to address the fol-
lowing five challenges.

1. Low-level operating-system servers typically do notiruisolation. Instead, they interact
with the underlying kernel, with their clients, and with ethservers. Sometimes, this
interaction happens in very peculiar ways. To prove therad®sef information leakage,
an information-flow analysis has to check all these intévastfor possibilities to reveal
confidential information;

2. Device drivers and large parts of the kernel interact withunderlying hardware plat-
form. This interaction typically causes side effects tlgilowhich the checked program
may leak information. A sound information-flow analysis miherefore check also these
side effects;

3. Operating-system programmers often use the low-lenglage features of C++, C, and
Assembler in peculiar ways. Sometimes, they even rely ospkeific behavior of a sin-
gle compiler. A sound information-flow analysis and, in gadar, the language seman-
tics against which this analysis is proven sound has to densiese peculiar applications
of low-level language features;

4. At the time of the analysis, the information-flow policy which the checked low-
level operating-system code should adhere, is typically partially known. Practical
information-flow analyses must be able to deal with this iegmeness; and

5. The behavior of a system call or of a server functionahtyd hence the information
flows that may occur, typically depend on the parameters anith@ access rights with
which a client invokes these operations. However, one tleesafe, these parameters are
typically not known at the time of the analysis. On the othdessummarizing results
for all possible choices of these parameters are typicallyimeresting because they
overestimate the possible information flows. Imprecisapeters are therefore a second
source of impreciseness, a practical information-flowsialhas to deal with.

In the following sections, | investigate these challengegreater detail.

4.2.1. Interactions with the Underlying Kernel and with oth er
Programs

Contemporary security type systefmypically share the following two assumptions:

1. Interactions of the checked program with other prograradimited to the start respec-
tively to the termination of the checked program; and

2. The code of all interacting threads is known and subjett¢de same information-flow
analysis.

10 Neill et al. [0CsCO0¢ and Martini et al. FMO06] are exceptions.
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Although the kernel and the majority of the multi-level ssrvnever terminate while the system
IS running, their abstract interface specifications suggesmilar behavior for the individual
invocations of these programs: Both, the kernel and the @rdhkeads of multi-level servers are
invoked by clients through a respective system call or IPGsage. The parameters of both,
system calls and IPC are typically passed in processorteggisr in a thread-local storage
area called UTCBIPLSUO4. And, the reply typically terminates the invocation anturas
the result in the processor or UTCB registers. However, @mgntations often violate these
assumptions:

e Parameters can also be passed in previously-establisaestisinemory regions;

e Although the kernel specification defines the UTCB to be aatthlecal data structure,
implementations typically map kernel-backed memory todtiéress space of the corre-
sponding thread, which means other threads in this addpese €an also read and write
this data structure. In multiprocessor systems, they mag evodify the UTCB while the
kernel executes non-preemptively; and

e The code of invoking clients is typically not known when av&grgets analyzed.

4.2.1.1. Client-Server Interactions in L4-Based Systems

In L4-based systems, there are further, more subtle wagsighrwhich threads may interact.
For instance, servers, which manage the memory of a threagdinteract with the pager of this
thread by revoking this thread’s memory read or write acaogbsgs. Kernel-memory managers
may reclaim kernel memory to interact with the former usdrehjects that this reclamation
destroys. And, given a thread capability, a thread can ievb&exchange _registers  sys-
tem call to trigger an exception or to cancel ongoing IPC olilghexchange _registers
the invoker can interact with the exception handler of thgeted thread and with the commu-
nication partners of these threads.

As these examples show, two threads may interact with eder dtthe capabilities held by
these threads authorize system calls that read respgataify the same kernel (or server)
objects. These objects can thereby be objects to which thebddies refer directly, or, they
can be objects that are related to such a referred objecexaonple, for IPC gate capabilities,
the related object is the thread receiving from this gatee Rérnel modifies this thread as a
result of delivering messages, which are send through @egte. In the running example of
Section4.], the countesys _add _counter is a related object.

Whether a thread can interact with another thread dependseosystem calls it is autho-
rized to execute and on the information flows that these sysials allow. The identifica-
tion of the latter is the purpose of an information-flow asadyof the microkernel. Once the
information-flow policy is stated, the analysis can provatithe exercised information flows
are in compliance with the security policy.

4.2.1.2. Uniform Handling of Memory Accesses and Interrupt s as System Calls

To uniformly handle all interactions with the microkernklegard also virtual-memory ac-
cesses, interrupts and hardware exceptions as systemAdgtisugh, admittedly, large parts of
these system calls proceed without executing any kerna.cod

Aread or write access to some virtual address involves abaecess checks and a translation
of this virtual address into a physical address. The necggdarmation for this translation is
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located in the processor page tables, which the kernel paeasd which the memory manage-
ment unit (MMU) of the processor evaluates. If the requirathds cached in the translation-
lookaside buffer (TLB) or if the page-table entries conveffisient access rights, the MMU and
the load store units of the processor perform virtual-mgraccesses entirely in hardware. The
kernel is only involved if the page-table entries conveyifisient rights or if no valid trans-
lation is present. In this case, the MMU triggers a pagetfaxteption to invoke the in-kernel
page-fault handler.

Actually, the MMU performs a full-fledged capability lookuphen it checks the access
rights in the page-table entries. The pdips, R) of leaf-level page-table entries are capabil-
ities, which refer to the memory pages at physical addressesd which conveyR access
rights.

There are two important points to notice:

1. In operating-system kernels, and in particular in an B4da system, all user-accessible
memory is effectively shared, at least with the microkeraetl hence,

2. Private memory (i.e., memory that cannot be read by ottagrams and that returns the
stored content) is a guarantee of the kernel and of thosersethvat manage the memory
of a thread.

The first point holds because the kernel can manipulate pdgest Hence, it can insert a
mapping to any physical memory that is available in the sgste

Although all memory is effectively shared, | will assume lre tanalysis that certain memory
regions of the checked operating-system code are privatéhahthe memory-allocation policy
of the involved memory servers is free of covert channBl9]. The important property
that reassigned memory is free of previously stored secegtasily be established with the
proposed information-flow analysis: when analyzing the&erespectively the memory servers
of our envisaged microkernel-based system, we merely luenegjtiire that all secrecy levels of
the returned memory are dominated by the secrecy level ghdraory requesting client.

Obviously, an all-embracing proof about the absence ofallenformation flows demands
also for separately-established proofs of the remainisgragtions.

4.2.2. Interactions with the Underlying Hardware

Device-register accesses, direct memory accesses (DMAgswo special-purpose registers,
modifications of hardware-traversed data structures, la@execution of privileged-mode in-
structions cause a variety of effects that one would noteXpem executing “normal” instruc-
tions and memory accesses. Following Tews eflalt\WW09], | call these effecthiardware side
effects

Although second-generation microkernels implement dewdvers outside the kernel,
drivers for interrupt controllers, timers and 10 proteatignits have to reside inside the micro-
kernel. As a consequence, side effects due to device-eegistesses and due to DMA are also
triggered by the microkernel. For example on ARM proces$bid], DMA is used to copy
data from main memory into on-chip scratch-pad memory ac#.ba
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The following is a classification of hardware side effectsthy type of behavior they cause.
There are:

e side effects, which cause undefined processor behavior,
e critical side effects, and
e benign side effects.

Clearly, because undefined behavior may result in arbitesiyages, programs that trigger side
effects with such a behavior rule out any static informafilow analysis. Programs, which
cause these side effects, must be rejected as potentially imsecure.

Side effects, which trigger a processor behavior that iScsesitly well defined in the pro-
cessor manuals, fall into the last two classes. The detamqariteria is thereby whether such
a side effect rules out a further information-flow analy$iso, the side effect is classified as a
critical side effect and the side-effect triggering prognaust be rejected. Benign side effects
may give rise to potentially harmful information flows. I talside effect benign if a suitable
static information-flow analysis can check whether thegamation flows violate the system’s
security policy.

4.2.2.1. Side Effects causing Undefined Processor Behavior

In modern processor architectures, not all instruction lwoations cause a behavior that is
defined in the processor manuals. For example, the Intel 84482 Architectures Software
Developer's Manual specifies certain bits in the processoirol registersCor09 § 2.5 \Vol. 3a]
as reserved(or09 § 1.3.2 Vol. 3a]. Setting these bits to a different value mayseathe
processor to enter an unpredictable state.

Likewise, accesses to memory-mapped device registersarese aindefined behavior. For
example, accessing the 32-bit registers of the local acddhprogrammable interrupt controller
(APIC) of an 1A32 processor with loads or stores that are 28tkit aligned or accessing these
registers with floating-point instructions can cause umgefibehavior. As stated irCpr09
§ 9.4.1 Vol. 3a]: “This undefined behavior could include hgngsorrect results or unexpected
exceptions, including machine checks, and may vary betiveplementations.”

Because we do not know which information a processor leakbdéhaves in an undefined way,
we have to assume pessimistically that any informationakdd. Hence, programs that cause
such an undefined processor behavior have to be rejectedeattiplly being insecure.

4.2.2.2. Critical Side Effects

The behavior of critical side effects is well defined. Howeteeir occurrence impedes a static
information-flow analysis of programs that cause thesetsfe

Examples of side effects with critical state changes inelpage-table changes that authorize
user-level programs to modify kernel code or the stack orclvthis code executes. A setting
of bit 1 and 2 in the corresponding page-table entries to resgrectively to writableQor09
§ 3.7ff Vol. 3a] enables this side effect. Control flows to usede while in kernel mode and
the disabling of paging followed by a return to user code arthér side effects with critical
state changes. The latter is triggered by resetting bit 31anA32-CRO register§or09 § 2.5
Vol. 3a] or by executing theret instruction on a stack frame, which refers to a kernel-code
segment.
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Once arbitrary user code can be injected into the kerneéradvies can access any information
the system stores. Consequently, programs that causeatside effects must be rejected as
potentially being insecure.

Our running example in Sectioh1 modifies the variablesgs — eax on the kernel stack. This
stack contains also the code-segment descriptor of th&imyaser-level thread. Therefore,
a precondition for accepting the example as secure is tleamngmory locations of the entry
frame and of the variablegs — eax are disjoint.

To verify the absence of critical side effects it is oftengfel to observe that programs typi-
cally modify special-purpose registers and hardwareetised data structures only during their
respective initialization phase. Assuming a correct seivgpcan therefore verify the absence
of critical side effects by showing that no writes happerhise critical locations.

One way to perform such an analysis is to mark the correspgriatlds as unmodifiable and
to reject programs that write to unmodifiable fields. For auming example, the entry frame,
all page tables and other hardware-traversed data stegdtave to be marked as unmodifiable.

When registers and hardware-traversed data structuresadiied also after the initializa-
tion phase, we have to rely on separately-establishedatoass results. An elaborate discus-
sion how these properties can be established with the hedtatt analyses is out of the scope
of this thesis.

4.2.2.3. Side Effects that cause Benign State Changes

If the processor manuals describe a hardware side effeitisafly well to allow for an
information-flow analysis of this side effect, | regard itaabenign side effect.

On IA32 processors, executing a read on a virtual addressises such a benign side effect.
If this read access was the first access to the page containitige processor will set the
accessed bitgJor09 § 3.7.6 Vol. 3a] in those page-table entries that are involudtie trans-
lation of v to the physical addregs If we assume that is located in RAM, the read access of
v does not modify the value at However, the fact of reading can be leaked to other programs
if these other programs are able to read the accessed hitslfi®@used page-table entries. In
the two L4-family microkernels L4-Pistachi®@ [ SU04] and Fiasco [Hoh03, the system call
L4-unmap returns the accumulated accessed and dirty bits of alltchred indirect recipients
of an unmapped memory page. In these systems, the settingce$sed bits constitutes an
implicit information flow. The flow is implicit because onlyé¢ access but not the accessed
data is revealed. An immediate consequence of this infeom&bw is that multi-level servers
must not access client-provided memory in a secret cortteadtjs, in a context with a secrecy
level ;, to which the respective clientsare not clearedlf, £ dom(r)). We shall return to
this example in greater detail in Sectid83 and in the case study in Sectiénl. The IA32
processor manuals describe the processor behavior oralvirteamory accesses sufficiently
well to allow for a formalization of the above hardware sidie&s and for an analysis of the
information flows it involves.

Further examples of benign hardware side effects inclugiéneate modifications of memory-
mapped device registers, the modification of the kernekstasituations where interrupts or
exceptions cause a kernel entry, and DMA transfers to menegigns that the DMA initiating
driver can legitimately access

2To enforce that DMA accesses only authorized memory regimasmust either verify this result for the part
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There are three principle approaches to cope with benighwaae-side effects:

¢ the benign side effect and its contained information flowslmaformalized and subjected
to the same information-flow analysis as the side-effegy#iing code;

¢ the program, which triggers such a benign side effect, carjbeted as potentially being
insecure; or

e to checked program (respectively the kernel) can be modiiadt reveal the information
a benign side effect propagates.

This work advocates the first approach by formalizing haréwsde effects as interleaved-
executingToy programs, which are checked together with the translateddperating-system
code. However, sometimes it is also feasible to follow trst t&o approaches. For instance,
IA32 processors support a wide range of hardware featuagsntibdern microkernels don't
use. Examples include hardware task switchesrQ9 § 7.3 Vol. 3a] and real-mode kernel
code [Cor09 § 17.1 Vol. 3a]. A sound analysis, which shows that the keroelsdnot invoke
these features, relieves us from formalizing this rathenmlex behavior. For accessed bit
propagation, the two alternatives translate into:

1. rejecting programs that set accessed bits, and
2. modifying the kernel to not return these bits.
However, both alternatives have severe drawbacks:

1. All virtual memory accesses set accessed bits, which sn@arwould have to reject any
program that accesses memory in a secret context; and

2. Without accessed-bit information, page-replacemegordhms would have to emu-
late these bits. However, this emulation comes at a signifiparformance degrada-
tion [Dra91.

To deal with programs that initiate DMA requests, | propasé&¢at DMA-accessible memory
as “normal” shared memory. There are however three impiptaints to notice:

1. DMA memory remains accessible even if no driver thread;un

2. DMA does not adhere to locking schemes unless the drivdsteorespective lock until
the DMA transfer completes; and

3. DMA can access memory even if this memory is not accessililee address space of
the driver.

4.2.3. Low-Level Language Features in Operating-System Co  de

C++ [PC0O9 combines the high-level features of object-oriented irpee programming lan-
guages such as operator overloading, templates, inhegitgoolymorphism, and exceptions
with low-level data-layout and placement controls. Beedathe last two are inherent for operat-
ing systems$ha0§, it is quite natural that modern operating systems arecglfyiimplemented
in a combination of C++, C and Assembler.

of the driver that initiates the DMA transfeleh0g or we have to prove the kernel to properly configure the
available hardware DMA-protection unit&{u02, Int06, AJM*06].
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In the development of a sound static information-flow analytbe low-level language features
of C++, and, in particular, the peculiar ways in which op@@gisystem developers use these
features, pose a challenge. The focus of this work is thexebm the low-level language
features of C and C++ that appear in the low-level operatygiem code of microkernel-based
systems. For high-level language features, | refer thegsted reader to published works about
information-flow analyses of high-level language such as J&lL98, Str03, Caml [PS03,
and Haskell [Z06].

The challenges for an information-flow analysis of low-le@e+ code origin
¢ from the unsafe typing discipline of C++,
e from pointers and aliases,
e from non-volatile memory accesses, and
e from the non-deterministic evaluation of C++ expressions.

In the following, | shall discuss these challenges in gredétail.

4.2.3.1. Unsafe Typing Discipline

Standard semantics of programming languages (see e.gk®VilVvin93]) are typically based
on typed memory models. In such a model, variables are farathhs abstract locations, which
map to the stored values. Valid pointers and referencesmgnefer to these locations. Hence,
there is no reason for a location to change its type.

C++ programsPCO09 § 1.7] and likewise C programs run on memory that is comprided o
sequences of contiguous bytes. The same memory addresg @acdssed through different
paths and possibly also with different types. Hence, thatydiscipline for data types in C++
is unsafe. Consider for example the integeri in struct S { int i; boolx; }s;. This integer
can be accessed through both, an integer poimter pi = &s.i; or implicitly through the object
s. In addition, the storage underlyirgcan be accessed byte wise to copy the valug iato
another object of typs or to copys into a character array that is large enough to kdIe#C09
§3.9pt 2,3].

In addition to these standard conform accesses, low-lgalating-system code often con-
tains accesses that are not standard conform. For instaniggical programming pattern
involves reinterpreting integer values as pointers todypgjects (e.g., to a hardware-traversed
data structure). However, the involvednterpret _cast conforms to the C++ standard only if
the integer value is a representation of a safely-derivedt@o[PC09 § 3.7.4.3 pt 3]. OS
developers use this case also with other integer valuesurinrumning example in Sectiofl,
thereinterpret _cast t0 Syscall _Regs * regs is an example of such a cast.

There are three important points to notice:

1. The C++ semantics and hence also the security type syste@++ operating-system
code must be field sensitive. That is, types must be assignée individual fields of an
object and not to the compound object as a whole. Otherwisanalysis of the above
example would have to regaedand in particulas.x as modified whenever values are
assigned taepi. In particular,pi would have to identifys, which is not possible without
introducing auxiliary variables to hold this information;
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2. The memory models must support addressing schemes thaty granular or finer.
Otherwise, copies to and from character arrays could noéctly be formalized; and

3. Addressing schemes must support all addresses than drayn reinterpreting integer
values as pointers.

The assignmentpi = h; supports the first point. It stores’agh value ins.i but not ins.x.
A field-insensitive information-flow analysis would cldagsihe entire object ashigh. As a
consequence, such an analysis must reject programs tkahfeamation abous even if they
read only the boolean variabte

Fortunately, the C++ standard defines all operations orsetasinions and arrays in terms
of their membersPCO09 § 8.5 pt 6,§ 12.8 pt 8,§ 12.4 pt 5]. With the exception afables 3,
there is no need to maintain class objects and arrays as & whetead, it suffices to keep the
individual members of these objects (and ttale pointer) in the memory model.

Toyinherits all data types from C++. The formalization of thda#a types extends the Robin
data-type formalizationT|WV *08] to work with a bit-granular memory model. In this formal-
ization, a value of an interpreted data type appears as &raaytbut fixed bitwise encoding of
the object representation. The significant bits in the dbgaresentation are called thepport
of this variable. Classes and arrays are not interpreteausecthey are completely defined by
their interpreted members.

4.2.3.2. Pointers and Aliases

In Section2.4.7, we have already seen the benefits of a points-to analysetéordine whether
two pointers refer to the same address. If so, a read throogtpointer can return the value
written through the respective other. In general, poirdegdts may occupy the same address
region, they may occupy disjoint regions or they may occwmrlapping regions. To rule out
critical side effects due to modifications of hardware-#raed data structures, a particularly
interesting information is whether a pointer target oyesla region, which contains such a data
structure.

In low-level operating-system code, two objects with digjwirtual addresses can still over-
lap if the processor maps these addresses to the same plagkicasses. Following Tews et
al. [TVWOQ9], | call these aliasegirtual-memory aliases

The storage of values in their bit-wise object represemagiready resolves most issues of
aliases: If a value of typeis stored through one alias, the arbitrary but fixed encodingis
value is stored in the support bits starting at the referémckelress. A subsequent read through
another alias interprets bits, which are in the suppott,&fs an encoding of a value of type
Hence, if these two supports overlap, the read value depmrig®n the written information.

To detect the information flows through virtual-memory sdig, the control-flow-sensitive
security type system fofoy maintains a mapping of virtual addresses to physical addses
In this mapping, abstract physical addresses can be uset@ss$ they correctly represent if
virtual addresses are shared. For the analysis, | shalirestiiat this mapping does not change
for the checked code. That is, if the checked code accessasadble at the virtual address
then the mapping of to the physical addregsmust not change and no further mappingto
must be installed. Note, this restriction does not applytteeoaddresses, which the checked
code does not access.

SVtables are used to implement virtual functions and dynarasts.
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4.2.3.3. Non-volatile Memory Accesses

C [2105 §6.2.5 pt 15§ 5.1.2.3 pt 5] and C++HC09 § 3.9.3,5 1.9 pt 9] distinguish volatile
memory accesses from non-volatile accesses. The formeC-ateside effects even if the
volatile object is read and not modified.

The compiler is to a large degree prohibited from optimizamtatile accesses. Non-volatile
memory accesses can be optimized in various ways. For egaogehpilers may allocate parts
of non-volatile objects in processor registers, they maylwoe parts that are known to hold
the same value, or they may omit modifications entirely ifwréten value is not required in
the subsequent code or if this value can be derived withouwiifiying the object.

As a result of these optimizations, the memory represeamtati a non-volatile object can be-
come out-of-date. If such an out-of-date memory represientss accessed by a hardware side
effect or by a concurrently executing thread, historic ealgan be read, which may still store
a secret that has already been removed from the registeagdid part of the non-volatile object.

Admittedly, objects that are affected by hardware sidecgdfer that are located in shared mem-
ory should be declared volatile to prevent the compiler figutimizing accesses to these ob-
jects. However in practise, programmers often avoid theséadations to allow for compiler
optimizations up to the point where the data should be exgddnAt these points, compiler
memory barriers such as

asm volatile ("”::”memory”);

are inserted to signal to the compiler that an up-to-date ongmepresentation is required.
In combination with a proper synchronization primitive,ngailer memory barriers suffice
to ensure that shared-memory objects are up to date. Oumgierample of Sectiod.1
contains such a barrier at the endsgé _add. It ensures that the memory representation of
Syscall _Regs * regs IS up to date.

The challenges non-volatile objects pose on static inftionelow analyses are the information
flows through historic memory representations. To not rigrlmoking these potential leaks, |
introduce temporaries in thBy intermediate language, which store intermediate resultis u
they are explicitly written back to the processor registeosthe stack, or to the non-volatile
object. The choice between these alternative locatiorypisdlly non-deterministic.

4.2.3.4. Non-deterministic Evaluation of Expressions

In [Nor99, Norrish proves that the constraints on C sequence poausecC expressions to
evaluate deterministically although the standard-defieealuation order seems to be non-
deterministic 105 § 6.5 pt 2, pt3]. The current C++ standard (though not the mecent
standard drafts) adopts this definition.

However, in the presence of hardware side effects, a detesticievaluation order of C and
C++ expressions can no longer be guaranteed. Hardware fég¢seare not present in the
C / C++ memory model on which Norrish focused in his work. Itherefore quite natural
that Norrish did not consider these effects in his formaukltesThe following code snippet
demonstrates the non-deterministic evaluation of C and €xpressions in the presence of
hardware side effects.
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Pte x pte;
unsigned int count = 0;

for (unsignedint i=0; i < 1024; i++)

count = pte[i ]. accessed + count;
Given a pointepte to the first entry of a page table, the above code snippet ctaapow many
pages’ have been accessed in the virtual-memory region that thje fable backs. In C++,
the two subexpressiomse[i].accessed andcount are unsequenced{09 § 1.9 pt 14]. That
is, they are executed in an undefined order. Assume the mtagablecount is located in the
virtual-memory region that is backed by the page-tableyemtfo] . Assume further that the
accessed bit has been cleared prior to executing the abdeesogppet. Then, in the first round
i == 0, two situations can happen:

1. If pte[i].accessed is executed first, the read of the integer variatdent has not yet
occurred. The expressi@ie[i]. accessed + count; evaluates to zero.

2. If, on the other hand, the variakdeunt is accessed firshte[i].accessed reads one be-
cause, during the address translationaiht , the MMU sets the accessed bitmé[0] .

Declaringpte[i].accessed as volatile does not resolve this non-determinism becdwesbdrd-
ware side effect ofount is not part of the C / C++ memory model. For this reason, it$®al
quite natural that Norrish’s source-level semantics cadetect this kind of non-deterministic
behavior. However, to not risk overlooking the informatittows from non-deterministically
evaluated expressions, this non-determinism must be siggpio the semantics dloyand the
involved information flows must be checked with the secusipe system for this language.

4.2.4. Incomplete Knowledge about the Information-Flow Po licy

In [HS04, Hunt and Sands introduce the universal lattice in thetuséy type system formu-
lation of Banerjee and Naumann'’s independence analy&i94] (see Sectior2.4.4). Both,
Hunt et al. and Banerjee et al., seek to prove data confidiéntid programs without precise
knowledge of the information-flow policy of the systems onatithese programs should run.

In this section, we shall see that Hunt's universal lattiaarot correctly characterize the
information flows of shared-memory programs and for progréinat access a shared kernel
object. To accommodate for these programs, | will theretttend Hunt’s universal lattice
with version numbers for shared-memory variables.

4.2.4.1. A Universal Lattice with Version Numbers

A universal lattice is the single lattice from which all pids typings of a program can be
derived HS04. For programs that receive inputs only before they stas,universal lattice
is the powerset of all program variables with subset as thigaparder relation:(p(Var), C).
However, through shared memory and through shared kerpedtsiprograms can also receive
inputs while they are already executing.

4or memory regions if the page table contains also non-|etaiesn
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Let us consider the following artificial programas a representative of more complex shared-
memory programs:

tmp_a = shm;

shm = h;

shm = [;

tmp_b = shm;

| =tmp_a;

Assume the variablenm is located in memory that is shared with anoth&h-classified pro-
gramg. Assume further that interacts only with the above progranand that it has so far only
accessedw-classified information. Like beforé, and| are high- respectivelylow-classified
variables.

It is easy to see that the local varial@ _a storeslow-classified informationshm is only
shared withy. At the timeshm is assigned tanp _a, ¢ has seen onlypw-classified information.
Hence tmp _a must below.

Less obvious is the dynamic secrecy level of the variatde b. If p executes
non-preemptively,q cannot accesshm in betweenshm=h and tmp_b=shm. Hence,
tmp_b==shm==1. On the other hand, i preemptsp immediately aftershrm=hn (i.e., af-
ter Line 2),q can learn information about If ¢ preempte again after Line 3¢ can return the
learned information tehm. After tmp _b = shm, tmp _b could holdhigh-classified information.
An information-flow analysis with the latticg(V ar), C), would however assigh tmp .a and
tmp b the secrecy levejshm}. It cannot express thatp _a andtmp b depend on different
versions okhm. We therefore have to extend the lattige V' ar), C).

Definition 16. Universal Lattice for Shared-Memory Programs
Let LVar C Var be the set of local variable$,Var = Var \ LVar the set of shared-
memory variables, and lép € N range over the number of so far executed atomic steps in
the following universal lattice for shared-memory progsam

(p((LVar x {0}) U (SVar x N)), Q) 4.1)

If we instantiate a control-flow-sensitive security typeteyn with the lattice of Equatiofh.1
(e.g., by replacing in Figurg.2 on page28 < with C, LI with U, and by letting and the co-
domain of A/ and M’ range over secrecy levels of the powers@tZVar x {0}) U (SVar x
N)) ), we obtain a new security type system for shared-memorgrpros. Applied to the
above program, this security type system satandtmp _a to {(shm,1) } andtmp b to {(shm,7) }
becausehm is read in the first respectively in thé* atomic step’ in Line 1 respectively in
Line 4.

As we shall see later in Sectigh6, the secrecy level of the informatignmay learn from
shm — that is, theearned secretsf shm — is low until step 4 andvigh afterwards.

4.2.5. A Protection-Parametric Information-Flow Analysi S

Due to the abstractions of security type systems, it is not taelpful to check the following
system call and similar programs in their entirety.
if (cap—>is_authorized(opcode)) {
cap—>target()—>invoke(opcode);
} else {
return Insufficient _Access;

}

SAssignments of the forrh = a are assumed to take two steps: one for readiagd one for writingo.
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In such a check, the information flows of all possible opcoaied the information flows of
invoking the system call with both sufficient and insuffidigmivileges are aggregated into a
single result typing environmemt/’. This aggregated result blurs the fact that certain inferma
tion flows are legitimate only if the program has sufficienvigges. More important, if the
access-control mechanism has authorized a client to inenkesome opcodes, a conforming
client, which invokes only these opcodes, cannot leak médion through the other opcodes.
However, because the value of the parameter opcode rentatrae in the information-flow
analysis, the aggregated result considers also the pessdiages of these other opcodes.

More useful are results that are parametric in the decisibtige involved access-control mech-
anism. To obtain these results, Banerjee and NaumaN0OJ] propose to integrate a specific
access-control mechanism — Java stack inspection — intowaigetype system. The typing
rules of this type system determine whether the invokingedaas sufficient privileges (on its
stack) for the invoked method. However, for microkernetdzhsystems, this approach is not
immediately applicable:

1. The invoking code, the precise security policy, and hetlee granted access rights are
typically not known at the time of the analysis;

2. The allocation of kernel objects in kernel memory, theatete distribution of capabili-
ties, and hence, the precise addresses of targeted objedigpaally not known at the
time of the analysis; and

3. The capability lookups and the privilege checks are e¢ptirts of the checked system
call and should therefore be subjected to the informatiow-#nalysis.

An immediate consequence of the first point is that the aittholheck cannot be resolved at
the time of the analysis. An immediate consequence of thensepoint is that we have to
work with placeholder objects. To avoid blurred resultsrdgmse to fix the access decisions
and the values (or value ranges) of those parameters forvehigeparate information-flow
result should be established. In situations where the tokhleeked code is invoked with such
a parameter setting, the information-flow result can repkhe more general non-parametric
result. In other situations, this non-parametric resulstioe used or a separate result must be
established for the new parameter setting. After fixingehmsrameters, the analysis proceeds
in the following 3 steps:

1. The fixed access decisions, values, or value ranges ateassalditional semantic infor-
mation [TGC87 to simplify the to-be-checked program;

2. Placeholder objects are created for all parametric ¢kiyatargets and for the objects
that are related to these targets; and

3. The security type system is used to check the simplifiedrara with these placeholder
objects.

A sender can leak information through a system call or seftuaction if information about
an input parameter can be stored in a kernel or server ohjecteorelated object. A receiver
can learn this information if a system call or server functreveals the stored information
in an output parameter or in the timing of this invocation. placeholder objects are used
for the analysis, the receiver can learn this informatioly @ginthe sender accesses the same
object or related object. If we know from our protectionguraetric information-flow analysis
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that a system call leaks information into some placeholdgzad, an actual leakage can only
occur if the access-control mechanism actually grants ¢émelexr and the receiver direct or
indirect access to the same objeCtonfinementaptures this last property (see Sectb.2on
page39).

In the next section, | demonstrate with the help of a sizeneligvirtual-memory read why
contemporary approaches to integrate OS functionalitpeascale to non-trivial amounts of
operating-system code. As we have already seen in Settib8.4 virtual-memory reads in-
volve a hardware side effect, which sets accessed bitsgitienaddress translation.

4.3. Typing a Size-Aligned Virtual-Memory Read

Sabelfeld Fab01§ Mantel et al. EM0Z, O Neill et al. [OCsC0§ and Russo et al.HS0§
follow the same principle approach to check programs thaike a certain functionality of
the underlying operating system. Interactions with theaulythg hardware are not considered,
however, the same principle approach could also be apmiedrdware side effects. It works
as follows:

1. The semantics of the programming language is extendédaniirmal model of the OS
functionality to consider;

2. Specialized typing rules are developed to check thenmdion flows that this OS func-
tionality contains; and

3. The specialized typing rules are proven sound againgdtemded semantics.

In the following, | demonstrate the complexity of this apgeb with the help of a simple, size-
aligned, virtual-memory read operation.

In a microkernel-based system, programs (and typically this kernel) run in a paged proces-
sor mode. A read of the variabtetherefore involves an address translation of the variable’
virtual addres®,, to the physical addregs. During this address translation, the MMU checks
permission bits in the involved page-table entries and tgsdhe accessed bits of these entries.
To formalize this hardware side effect, we have to model gagke entries and their accessed
bits. In addition, we have to propagate accessed bits taralia aliases of these page-table
entries. Virtual aliases of page-table entries occur b&zam many processor architectures the
microkernel can access page tables only if they are mapykd te@rnel address space. Because
the approach extends an existing type system for a progragilanguage, we have to expect
an application-level memory model. In such a memory modha, gropagation of accessed
bits results in complex evaluation rules for virtual-megnoeads, and likewise, in complex
typing rules. The evaluation rule in Equatidr? and the typing rule in Equatiof.3 are such
rules. They are shown here merely to illustrate the complexi contemporary approaches.
The remainder of this thesis is intelligible without theakes. Figured.lillustrates their basic
operation.

The memory models of the standard semantics for C / Q46r98 Pap98 Wal93 is a map-

ping from (virtual) addresses to bytesiem : V' — Byte or, more precisely, from the virtual
addresses in address blocks of the fduw + sizeof < T >) to bytes. The following is
a formalization of a size-aligned virtual-memory read @pen for 32-bit paging in 1A32
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Figure 4.1.: Propagation of accessed bits to the virtuasab of involved page-table entries.

processorsor09 § 4.3 Vol. 3a].

Let £, denote the set of 4-byte aligned physical addresses at whlithpage-table entries of
the progranyp reside. The functiomccessed,, : E,, — bool denotes whether the accessed bits
of these page-table entries are set. The partial fungtien: V' x Lvl — E, maps each virtual
addressy, € V to the page-table entries used in the translatiom,of The partial function
virt_to_phys, : V' — P maintains the mapping from virtual to physical addressesiteé short
v2p for virt_to_phys,. | assume the page-table base register (PDBR) is not chamigiésl p
executes. For the functiagrnte,, it holds that

(v,2) € domain(pte,) = (v,1) € domain(pte,)

and that

v v
t 1 — t ! 1 —_=
pep<v7 ) p€p<v7 >:>L4MBJ L4MBJ
The first property ensures that a second-level page-talig isnused for the translation of
only if there is also a first-level page-table entry. The selcproperty ensures that the same
first-level page-table entry is used to translate addres#tbsn the same size-aligned 4MB
region. However, for the following discussion, these camasts are irrelevant.

val = load_var(s,v,)

accessed(pte,(vq,1)) > true

,J set_bit(5, mem(v')) if v2p(v') = pte,(va, 1)
mem = A { mem(v') otherwise

read(a) (42)
s — (¢, val)
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Equatiord.2contains the evaluation rule for a memory read access. Isetimantics ofead(a),

we have to update the accessed bits of the page-table emirj¢s,, i), i € {1,2}. In addition,

we have to propagate this update to all addressmt alias the updated page-table entries.
Equation4.3 shows a corresponding typing rule for a control-flow-sevesisecurity type sys-
tem:

les = | ] M(v) v, <v<wv,+ size

accessed(pte,(vqy, 1)) = lip
M =M mem(v') U ly, if v2p(v') = pte,(vq, 1)

: (v
mem = A mem(v") otherwise

4.3)

read(a)

[llp] M — (M/7 lres)

It returns the secrecy levél., of the read address, updates the secrecy level of the first byt
of the page-table entry, which contains the accessed Hititaqpdates the secrecy levels of all
addresses' that map to this byte. The secrecy level of the byte, whichaios the accessed bit,

is increased by the context secrecy lelygl Because only a single bit is modified, the updates
must be weak to not overlook information flows through the asmmg bits of this byte. In
comparison to this, the standard rule for memory reads is:

lres = M(v(a))
M & read(a) : lyes (4.4)

The complexity of the typing rule in Equatidh3is immense, although the above typing rule
Is only for a simple size-aligned read. Reads that are netadigned may span multiple pages.
Hence, the accessed bits in two sets of page-table entrigth@updated. In addition, a security
typing rule for a write must propagate the written value toviatual aliases. The rules for reads
and writes to memory-mapped device registers are even noonplex. A projection of this
complexity to the complexity of a security type system, whig prepared to check all the low-
level operating-system code of a microkernel-based systeaws the scalability limits of this
approach.

A method to automatically derive sound security typing sitem a description of operating-
system and hardware functionalities is therefore inelgtaGiven an implementation of hard-

ware side effects aBysubprograms, the security type systemToyis such a method.

4.4. Assumptions

Before | introduce the syntax and the semanticsayf let me clarify the assumptions on which
the proposed information-flow analysis is based:

1. Because the individual system calls and server funditesare checked separately, only
small amounts of low-level operating-system code are adetaka time. As a result, more
complex methods remain feasible for such an analysis;

2. Theindividual system calls and server functions termeiaéter a small number of atomic
steps. As a consequence, all loops of the checked code taemamd the number of
non-deterministic choices is bounded;
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3. Due to the limited stack size, the function call depthristed and, in particular, function
calls are not recursive. When translating C++tw, it is therefore feasible to inline all
function calls;

4. As already mentioned in Secti@¥.70n page33, | assume a correct points-to analysis
and a correct loop bound analysis;

5. The to-be-checked operating-system code must not comtiélipointer dereferences (see
e.g., Tlili et al. [TDOg] for a static analysis of C memory-safety properties);

6. | assume jumps in the inline assembler statements of dvel-loperating-system code
to be trivial. By this, | mean that it is trivial to replace tiemps with appropriate if-
statements; and

7. In this thesis, | focus on lock-similar programs only. Tisaat any given point in time,
the to-be-checked prograpwill hold the same locks (see Sectidrb.4.20n pagel44).

4.5. Syntax and Semantics of Toy

Toyis a simple imperative programming language with non-aeit@stic compositior[]. Its
syntax is given by:

Definition 17. Syntax of Toy

Types t

Marker v

Temporaries n'

Expressions et = ¢ | vt | x(n®) | nl o nb | ent | ((t)n')
Statements ¢ = e2s(nl =¢') | v=nt| *(nr)=nt |

if (n%!) {c,} else {cy} | while(n"){c} | skip |

ciica | er| o | afles | €
Y Y

A Toy programp is a statement. Typically, a program consists of substatementnd
subexpressions. v denotes the address of a variabléabbreviates a constant of type
o ande stand for the usual unary and binary operaters—, x, /, <<, >>, etc.

| shall write if (n*!) {c} as syntactic sugar faif (n**!) {c} else { skip }, ¢; ¢ ¢, for
Y

c1; ¢2 [] o5 ¢ andskip,, , for skip; skip; with skip, = e.

Y
Toymakes extensive use of an artificial address space of nocaédld temporaries’. The pri-
mary purpose of non-allocated temporaries is to hold theobtiin-air values of those expres-
sions that the compiler decides to optimize away. By exaguiby expressions on temporaries
and by non-deterministically storing these temporarieshenstack, in processor registers or
not at all, the check of the proposed security type systemsiders a large class of compiler
optimizations.

Temporaries are part of theoy memory model (see Sectigh5.1below). Without loss of
generality, allToy expressions except the two read expressiohsnd x(n%%")!, read param-
eters only from non-allocated temporaries. Adly expressions write their computed result to
the non-allocated temporary denotedddy This temporary address is an explicit parameter
of all Toy expressions. For a better readability, | have excludedrom all expressions in
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Definition 17. With a slight abuse of notation, | shall writ€ = ¢ to denote that' stores
its result inn!.. Where necessary, preceding reads and subsequent wrigyagathparameters
from registers or from memory, or they may store results hatkese locations.

Toy expressiong' are typed. The typeis the data type of the expression resdlby imple-
ments the following expressions: produces the constantof typet, v* andx(n%%")! read a
value of typet from a fixed address respectively from a computed addres€?". In Toy, addr

Is the type for memory and register addresses. The two apeseando stand for the common
unary and binary operators, —, *, /, <<, etc., ((t) n*)! is a cast operator. The expression
((t) n'')* casts the’'-typed value im into at-typed value. As we shall see in Sectidrs.2
values of typg may be the usual values of this type (efgue andfalse for t = bool), or they
may encode quiet- or signalled not-a-thing values.

Toyimplements the following statements2s allows any expression to appear as a statement.
v = n' and*(n®) = p' are assignments to a fixed addreseespectively to a computed
address%", if (n®°!) {c} andif (n"") {c,} else {c,} are the usual branching instructions,
while(n’!){c} is the usual construct for repetitioskip is a no-op statemeritoyimplements
three statements for the composition of substatementsieséigl compositiorn;; ¢, parallel
compositionc, || ¢, and indeterminately sequenced composMpn cy. These three state-

ments match the three sequenced relations of the C++ sthfielad9 § 1.9 pt 14]:sequenced
before unsequencednd indeterminately sequencedn addition, Toy implements the non-
deterministic choice operates[|c,, which executes either, or ¢,. Every non-deterministic

b
statement is marked with a marker As we shall see later in Secti@gh5.3.3 the marker is
used to ensure that the same non-deterministic choice a&yalvesolved in the same way. The
statement denotes the empty program.

Toy lacks true while loops and function calls. The former are meajuired for terminating
code but easily added. The only issue that remains is hownibthe number of possible non-
deterministic choices and hence the number of ways in winebe non-deterministic choices
can be resolves (see Sectidry.1below). Adding function calls to the semantics and to the
type system would not be difficult. An open issue though is tmadjust separately established
results for non-inline functions such that they can be réuseall sites where these functions
are inlined. A trivial solution is to recheck the inlined s&m, which ignores the performance
benefit one obtains from reusing results. Other solutiottsisgroblem are left for future work.

The formal semantics dfoy consists of three elements:
e a memory model,
e a data-type model, and
e a small-step semantics.

In the following sections, | describe these elements intgredetail.

4.5.1. Memory Model

Assuming that bytes are the smallest addressable unitg, steoedard semantics for C and
C++ are based on byte-granular memory models. However, miamgssor architectures offer
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instructions that read, set, clear, or complement bitsviddally (see e.g.,§or09 § 3.2 \Vol.
2a: BT, BTS, BTR, BTCF).

In the formal semantics ooy, and likewise in the formalization of the typing environren
of the security type system | use the following bit-granular addressing scheme:

Memory : Type =[Address — Bit]
Typing_Environment : Type = [Address — Secrecy_Level]

To uniformly handle register accesses and memory accdssgédie the addressing scheme of
the Robin hardware model WV *0g]:

Address : Type = [# register : Register_ID, offset : nat #]

In this type,Register _ID denotes the type of the register respectively the memorgntjes over
the registers of the respective processor architecturat iEhon 1A32 processor&egister _ID
contains all general-purpose registers (suckaasebx, andecx), all special-purpose registers
(such as the page-table base registgrand the code segment registe), all registers of the
floating-point units, and all registers of processor impaibed devices (such as the registers of
the Advanced Programmable Interrupt Controller (AP1G))adidition,Register _ID contains the
identifierPhys _Mem. The addresgt register = Phys _Mem, offset =i #) refers to the bit in main
memory. InToy, | further extend the typRegister _ID with two artificial register types:

e Prem denotes an artificial register that stores the reason fongi@re terminations. For
example, when a loop body has exited prematuralm containsoreak or continue to
indicate an exit through a respective statemenitrn indicates a premature termination
of a function body;

e Temporary(id,t) denotes the set of non-allocated temporaries that are ys#eeho-be-
checkedloyprogram. Because a translation of a terminating C++ progodiayrequires
only a finite amount of these temporaries, the set of norcatéal temporaries is finite for
all practical purposes. Each temporary register comes aviffpet to denote the data
type of the values it may hold.

The functionvalid?(r : Register _ID): finite _set[nat] returns the finite set of valid offsets for
each register.

To avoid the complexity of propagating values to virtuahaés, the memory model @by
is based on physical addresses. That is,offset field of a memory address is interpreted
as the physical address of the corresponding bit. Exceppligsically-addressed hardware
data structures (such as page tables) and except for DMAféna) whose addresses are not
translated by an IOMMU, physical addresses can represstraablocations, provided that the
sharing properties of these addresses are preserved.

The microkernel and many multi-level servers leave theigirto-(abstract)-physical-address
translation of most accessed variables constant. For thédeesses, | shall abbreviate the
address translation with the help of the two partial funtdia2p andpte that | have introduced
in Section4.3

6Actually, only LOCK BTC, LOCK BTR and LOCK BTS modify singleits [Cor09 § 8.1.2.2 Vol. 3a]. The
non-atomic versions of these instructions read the resgelyte, modify the bit and write back the result.
Concurrent memory accesses can interleave these oparation

"Tools are of course free to choose a more efficient repretsamta
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4.5.2. Data Types

Data types define which operations are available on an céjethow these operations interpret
the memory representation of this object.

C++ comes with a rich set of predefinecthdamental typefPC09 § 3.9] such as bool, int,
and float. In additioncompound typesuch as pointers, enumerations, classes, unions and
arrays allow programmers to define further types. Howewerabse accesses to class, union
or array type objects are defined member wise, there is notoestdre these objects in their
entirety. It suffices to store the members of these objeaowing Tews et al. TWV108], |
call types that must be stored on their ointerpreted data types

Toy inherits all data types from C and C++. In additidmy defines the typebit , byte |,
word andaddr to encode hardware side effects. In the following formditrga many aspects
of data types are left abstract though.

For an interpreted data tygethe setrange(t) is the set of values that valid objects of this
type may assume. To formalize this function, we need a sypertvhich contains all possible
values of objects of interpreted data types. | call this siype extended reallt contains real
numbers to represent floating-point types and integerspesent integral types and enums.
In addition, it contains special encodings for infinity,drand false, and for the addresses of
the Toy memory model. Hencegxtended reals the disjoint union of real, bool, Address,
and a set of special not-a-thing values (NaTs). | distingtneo types of NaTs: quiet NaTs
(gNaT) and signalled NaTs (sNaT). The former encode quiketrés of operations and special
results such as infinity. The latter indicate exceptions.dxample, a division by zero triggers
a divide-error exception#OE). To be able to offload the triggering of this exception into a
subsequently executed hardware side effect, the dividewape returns an sNaT value, which
encodes this exception. Remembeis one of the binary operators, which | have summarized
with o.

Knowing therange of possible values, we can now define the semantics of irgergrdata
types. The following functions are left arbitrary but fixed:

Definition 18. Semantics of the Data Type
The semantics of all data typesre characterized byange(t) and by the following five
functions:

alignment(t) : N7

size(t) . Nt

support C {i:NJi < size(t)}

to_bits" . range(t) — [support® — Bit]
from _bits" . [support’ — Bit] — range(t)

Definition 18 extends the interpreted data typgod?[T]) of the Robin data-type
model [TWV'08, pg. 42] to a bit-granular memory model. The functiowiggnment(t)
and size(t) return the alignment respectively the size of the typdoth values are positive
(i.e., € NT). The setsupport' denotes the set of bits that are relevant to store a valuepef ty
t. C++ allows the value representation of an object to be gntihn its object representation.
That is, C++ objects can also contain holes that store nogbdhte object value and that are
not necessarily modified. The functigo_bits’ returns the bit-wise memory representation of
a given value of type. The functionfrom_bits' is the left inversé of to_bits’. That is, for

8The functionfrom_bits' is not necessarily the right inverse @f_bits‘. Multiple memory representations can
exist for a single value (e.g., for the gNaT invalid memonyresentation).
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from_bits" and forto_bits' the following condition must hold:
YV d. from_bits"(to_bits'(d)) = d (4.5)

Because the memory representation of data types and hem@btive functions are imple-
mentation defined, a compiler-independent information-tmalysis would try to leave these
functions abstract (of course within some reasonable botordhe size of data types). How-
ever, unless the data types, with which memory addressexcaessed, never change, leaving
the size and support of a data type abstract may result irejbetion of many secure programs.
In situations where data of such a type is stored in memoeyirtormation-flow analysis can-
not precisely deduce which bits are modified. Thereforegsttio consider also information that
was previously stored. The security type system would erealliwrites as weak updates (see
the 3rd paragraph of Secti@¥.70on page3d).

To avoid weak updates, | propose to chddy programs with concrete values feize(t)
and with a concrete supportpport! (e.g., as defined by the used compiler). The actual mem-
ory representation of values of this type (i.e., the funwifrom_bit" andto_bit") can thereby
remain arbitrary but fixed. With specific encodings, the paog cannot leak any additional
secrets.

4.5.3. Dynamic Semantics

With the memory model and the data-type semantics in plaeean now define the small-step
semantics offoyprograms. The semantics @yis formalized as a state transition system with
statess of type State and the following three transition relations:

—. . Fxpression x State x Temporary — State
for Toyexpressions,

—.: Statement x State — Statement x State
for Toystatements, and

—reat(io) 1 State — State
to characterize the state transitions of concurrently etkeg threads.

The typeState consists of two elements:
¢ the state of the memory modetliem : Address — Bit, and

e a counter for atomic stepgpy € N.

4.5.3.1. Expressions

Figure4.2 shows the semantics @by expressions. | use the following simplified notation for
memory reads and memory updates:

e read(t,addr) reads the bits iBupport® starting fromaddr. That s, ifi € support?, then
the bitaddr + i is read from the respective register or memory. Het; + i stands for
the address that is obtained by increasing the offset/@f by i;
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S —Pext(io) S

[const: '] -
(ct,s,nt) —. s [ mem(nt) = to_bits'(c) ]

S —7ext(io) S
[read:v’] tio)

(!, s,nt) = s [ mem(nt) v read(t,v)(s') ]
§ emtio) 8 dest = from_bits"*" (read(addr, n4")(s"))

(x(noddr)t s nt) —, s' [ mem(nt) > read(t, dest)(s) ]

[read ptr:*(nadr)t]

S _)ext(io) S
I = from_bits' (read(t,nt)(s')) r = from_bits'(read(t,nt)(s"))

[binary op:n! o nk] -
(n} onb,s,nt) —. s [ mem(nt) v to_bits'(binary_op(o,t)(l,7)

S _>ext(io) s'
val = from_bitst(read(t,nt)(sl))

[unary op:en'] -
(ent, s,nt) —. ' [ mem(nt) > to_bits' (unary_op(o,t)(val)

S —ext(io) S
val = from_bitst/(read(t',ntl)(sl))

(((t)n?')t, s,nL) —. s' [ mem(nt) v to_bits'(cast(t', t)(val)) ]

[cast: ((t)n!)]]

Figure 4.2.: Small Step SemanticsTaly Expressions.

The notations[mem (addr) 58 bf] is used for memory updatesad(t, addr) for memory reads. The rela-
tion — ..+ (i0) IS the transition relation for concurrently executing e (see Sectioh5.4.3below). In [read:
vt], v stands for the address of a variableg {+, —, %, /, etc.} ande € {—, ++, ——, etc.}. The functions
binary_op, unary_op andcast characterize the behavior of the respective uneyylinary ) and cast opera-
tors.

e s [ mem(addr) L bf | updates the state of the memory modeim in s at the support
bits oft. These are those addressaégr+i wherei € support' holds. The values of these
bits are set to the values of the respective bits of the bitgtrf (i.e.,s [ mem(addr +
i) — bf (i) ] if i € support’). In situations, where not all bit addresses for the resgect
support bits are valid, a special gNaT value is stored in #hie bits to indicate an invalid
memory access.

For better readability, | have omitted the virtual-to-picgs address translation witk2p.

The semantics ofoyexpressions is fairly standard:returns the constart the expressions'
andx(n )t perform the expected memory accesses and store the readvalu The unary,
binary, and cast expressions invoke the functiongy_op, binary_op respectivelycast, which
compute the corresponding operation in the semantic doaidire respective type. For exam-
ple, binary_op(+, int) performs integer addition as it is described in the C++ stash@PC09

§ 5.7]. The types of these functions are:

binary-op(o,t) : range(t) x range(t) — range(t)
unary-op(e,t) : range(t) — range(t)
cast(t',t) : range(t') — range(t)
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To prove theToy security type system sound against the formal semantid®@ythe precise
computations, whiclunary_op, binary_op and cast perform, are not very interesting because
the security type system abstracts from the concrete apesaanyway. The security type
system pessimistically assumes that any information ofpmameters of these functions is
encoded in their results. The security type system is thegefound as long as semantic opera-
tions are totaf. That is, they are defined for all possible input paramef@nsre are two points
to notice about th&oyexpression semantics:

1. All parameters and all results are provided in respelgtismred to non-allocated tem-
poraries. Thereforeloy expressions are not recursive. More precisely, all express
terminate in one step; and

2. In between any two atomic steps of the to-be-checked anogan arbitrary amount of
steps of concurrently executing threads can execute. Tagore— ..., captures their
behavior.

We shall return to the latter point in Sectidrb.4.3

4.5.3.2. Statements

Figure 4.3 presents the small step semanticsTof statements. The transition relatien,.
Statement x State — Statement x State evaluates one atomic step of the prograon the
states. Thereby, it produces a new prografmwhich contains the remaining stepsofand a
new states’, which results from executing the selected stepaf s. Hence, transitions have the
form (¢, s) —. (¢, ¢'). The semantics is quite standar@s(n’. = ¢') executes the expression
e', skip returns the result of>.,;(;,), v = n’, and*(n®") = n' updates‘mem as expected.
e2s, skip, v = n' and*(n%") = n' complete in one step. Therefore, they all transition to the
empty statement

In the semantics off (n*°!){c, }else{c,} and in the semantics af [|c,, the execution of

skip,, statements balances the atomic step ceupt Otherwise, the ser%anticsiffis standard:
dependent on the result af*!, either the if-branch:; or the else-branch, remains as the
program to be executed.

For the analysis of shared-memory programs, a balancedi@asigp count is helpful to
avoid unwanted correlations of memory accesses after 8rgatistatements with unbalanced
branches. By balanced, | mean that both branches of antérséat take the same amount
of atomic steps to execute. With the definition in Secdo.4.3 it is easy to see that allow-
ing concurrently executing threads to preempkép,, statement multiple times is equivalent
to allowing these threads to preensitip, = skip. Essentially— .., allows concurrently
executing threads to execute non-deterministically footafarther specified amount of time.
Therefore, provided that the to-be-checked program doedmanything, we can always sum-
marize the executions of multiple preemptions into the eiens of one single preemption.

The Toy semantics of while-loops is defined by the unfolding ruleeaxion of a while-
loop is equivalent to executing an if-statement, which &sdabe condition of the while-loop
and executes the body plus the while-loop if the conditicaleates to true and which finishes
the loop otherwise. However, in our specific setting, onlyni@ating system calls or server
invocations are analyzed. Therefore, we can reap-benefroéct loop-bound analyses (see
Section2.4.§ to obtain a much simpler semantics for terminating whalegs.

9Pottier and Simonef[S03 apply the same trick to simplify their semantics of ML.
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(et,nk,s) = s

(e2s(nk = e€t),s) —. (6, )

[expr: e2s(nk = e')]

S _>ezt(io) s’
(skip, s) = (€, &)

[skip]

. S —¥extlio) S
[write: v = n/] ko)

(v=mnt s) =, (¢, [ mem(v) AN read(t,nt)(s') ])

S —eat(io) S| dest = fromyits® (read(addr, n®)(s'))

[write ptr:] t
(#(neddr)y = nt s) —. (€, s [ mem(dest) — read(t,n?)(s") ])
it (true)] S ety 8 from bits"™ (read (bool,n™) () = true
if (tru i .
(if (n") {1} else {ca}, 5) = (c15 SKiPpax(jes] -Jer] 0) ')
[if (false)] S —>eat(io) ' f7”0m_bitsb00l(read(bool, nbh(s")) = false
(if (nboot) {c1} else {ca}, s) —¢ (c2; SKiPax(ey|—(eal0)> 57)
[while:]

(while(nt){c}, s) —. (if (nto)){c; while(n®°){c}}, s)

(Clv S) ¢ (Cllv 8,>
(c1;¢2,8) —¢ (ch;ca,8)

xefs |}

(€ X €9, 8) —>¢ (o, )

[seq compicy; c;]

[epsilon compie x ¢

pick(y) = true

(C1g Ca,8) —re (€15 SKIP max(es|—[e1],0) )

[choice left:c;[]co]

pick(y) = false
(c1f] e2,8) —re (ca; SKiP ax(ler|—|es],0)» 5)

[choice right:c; []c,]

Y
) /!
[parallel left: ¢, || ] pick(y:) = true (01/7 5) e (ij s')
(1 || e2,8) = () || c2,8")
Vi Vit1
) /!
[parallel right:c; || cz] pick() = Jolse _(¢2,5) 2 ()
(er || ca,8) e (cr || &5, 8)
Vi Vit+1

Figure 4.3.: Small Step SemanticsTafy Statements
The notation for memory reads and updates ané-fof, ;. are as described for Figude2 The oraclepick is
used to resolve the control-flow non-determinism of Thgstatement§ and|| (see Sectiod.5.3.3.
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Let i = loop_bound(s‘ip) be the upper bound on the number of iterations of the while loo
(while(n""){c}, s) as returned by the used loop-bound analysis. Thdrile(n""){c} can
be written aswhile’(n"°!){c} with the following evaluation rules:

while: while"
[ while'] (while(nbol){c}, s) —. (skip, s)

>0
(while’ (nb){c}, s) —. (if (nbo!){c; while' ! (nto!){c}}, s)

[while: while']

The consequences for thiey security type system are the following. After applying the
rule [while: while’] i times, the to-be-checkebby program contains only if-statements (and
while’ = skip) instead ofwhile(n*){c}. Hence, the more precise typing rule for if-
statements can be used to check the program for illegalnrdbon flows. Although their
addition would be sound, a security type system for lowdleyperating-system code does not
necessarily require typing rules for true while loops susRale C4 and Rule C4’ in Figuz?2
on page?s.

The semantics of the sequence statement, is standard. It evaluates first until no more
atomic steps are left on the left side:d{.e., until¢; c; remains to be executed). At this time,
the rule [epsilon comp] collapsesc; to cs.

4.5.3.3. Control-Flow Non-determinismin  Toy

The intuition behind control-flow non-determinism is thatrépresents under-specification,
which can be resolved by the implementor or by some mechaatsmn-time. For exam-
ple, we have seen that the evaluation order of most C++ esipresis non-deterministic. The
compiler resolves this non-determinism by putting theegponding assembler statements into
the binary in a particular order. The interleaving of haroside effects with the program con-
trol flow is typically resolved by a run-time mechanism. Frample, the interleaving of reads
and writes of the to-be-checked program with DMA memory ases is resolved at runtime by
the arbitration logic of the memory bus and by the procesaohes.

Toy implements two non-deterministic statemenfsand ||. The statement;[]c, either

Y
resolves toc; or to ¢, the choice of which is non-deterministic. As a consequgnue-
terminately sequenced compositiono co either executes, beforec, or ¢ beforec; (i.e.,

c <> Cy = C1;Co []027 c1). Parallel composmom:l || ¢, produces an arbitrary interleaving of

andc2 For that either; is chosen non- determlnlstlcally to execute one step @ chosen to
advance by one step. Like if-statementis|c, balances the atomic step counip by executing

skip statements after, respectively aftecz.

To formalize these non-deterministic binary choices, | asearbitrary but fixed function
pick, which acts as an oracle and which either returms or false. In the definition ofpick,
it is tempting to choos&tate as the domain of this functiol?. However then, refinements of
pick(s) can depend their decisions on arbitrary secrets in

10The monotonic atomic step coustip, which is part of the state, ensures that #oy program never returns to
the same state.
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Consider for example the following progrgm

int a;
int |;

(@=h)y [ (1=0]1=1)

Intuitively, one would expect this program to be secure beeaonly constants are assigned
to the low-observable variablé. However, if an implementor decides to resolve the non-
deterministic choice such that it favors: 0 if, lets say,a < 5 and in favor ofl =1 otherwise,
information about the value imcan be leaked.

To avoid these complications, LowedwO04] introduces a marker scheme, which ensures that
non-deterministic choices are always resolved in the saaye Based on this marker scherfie,
is marked as a non-deterministic choice that evaluatepeamtently from the non-deterministic
choice that determines the interleaving waith h. In this work, |1 adopt the same principle idea
by allowing pick to depend only on markers of the formmrespectively on markers of the form
~; for parallel composition. Hencejck is a function of typeMarker — bool.

In the transition rule of|, the non-determinism cannot be resolved immediately asthe
case for[] and hence also fos. As a consequence, we cannot apply the same simple marker
scheme because transition rules of the form:

[parallel left: ¢y || ¢s] pick(y) = true (1, 5) = (¢4, 8')

—~

ci || ea,s) = (ch || 2, 8")

Y Y
() = false  (ca,5) = (c5,8")
(c1 |l ez, 8) =e (e || ¢, ")

Y Y
would always pick atomic steps of one of the statemgnespectively ofe,. To avoid these
complications, | use markers of the form, which keep track of the so far executed atomic
steps inc; || co. Initially, Toy programs contain only parallel-composition statementthef
forme; || co.

Y0

For the definition of-.,;;,), which completes the formal semanticslof;, we have to charac-
terize the interactions between concurrently executinggithis and the to-be-checked program.
These interactions can be through shared memory or thraihgin shared kernel objects.

- - k
[parallel right:c; || co] pic

4.5.4. Shared Memory

In the information-flow analysis of the microkernel and af multi-level servers, it is our pri-
mary concern to establish that:

1. the checked programdoes not leak internal secrets; and

2. the checked programdoes not forward secrets from one client to another cliefgasm
the latter is cleared for this information.

To enforce the second point, we have to characterize thebgp@$sformation flows between
clients of the checked program and between the checkedgmognd these clients. Let us first
focus on information flows through shared memory.

Clients with read authority to some memory page, which ispedpo the checked program’s
address space, can learn any information about the data 8tates in this page. This is of
course provided the location is not locked or provided tihentlaccesses the memory location
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without first acquiring the lock. In the latter case, | say¢hent does not adhere to the locking
discipline for this memory location.

When scheduled, a client may forward any information it agadrover any channel that is
available to it. Moreover, it may store the read informattorforward it at a later point in
time. Similar to reading shared memory, a client with writeess to a shared page can write
previously learned information in this page. The encodihths information can thereby be
arbitrary. Apart from that, if a client is authorized to assea page but if it did not yet exercise
this authority to obtain a respective capability, it maytfiesgquest such a capability and then
access the referred page. In this case, | say the cliengdtastial accesso the page.

4.5.4.1. A Formal Model of Shared Memory Interactions

To formalize the interactions through shared memory, wesha\characterize the propagation
of information in the addresses pfthat are read shared with other threads. This information
can propagate over a chain of communicating threads inteshared addresses. The threads
in this chain may remember previously read information. Tiédation effects, formalizes this
propagation of information:

Definition 19. Effects
Letp be the checked progrart, the set of threads that directly or indirectly interact with
R? is the subset of addressdsof p to which7 € T' has potential read accesB/? C A
denotes the set of potentially write-shared addresseswiithe relationr can_send™ 7/
holds ifr can directly or indirectly send te’. Then, concurrently executing threads can
forward information in the read-shared addres$o the write-shared address if « and
a’ are related by:

a effects, o’ = IT,7' € T.ac RE N d € WE A 7 can_send™ 7'

The relationcan_send™ is the transitive, reflexive closure ofin_send. 7 can_send 7" denotes
that7 can directly send information td without the help of a third thread. For the time being,
this is the case if has write access to some memory to whithas read access.

Obviously, an information-flow analysis @fis only sensible ifp is checked against an en-
vironment that does not already allow security policy vilmlg information flows. Otherwise,
the analysis would rejegtas potentially insecure evenyifis not involved in the leakage of any
information. Definition20 formalizes this requirement:

Definition 20. Proper System Configuration
The set of concurrently executing threddss properly configured if it fulfills the following
condition:
V7,7 €T.r can_send” 7" = dom(r) < dom(7')

Like before,dom(7) is the classification of the thread

4.5.4.2. Locking Shared-Memory Addresses

Provided that concurrently executing threads adhere tdottieng discipline, locks can tem-
porarily protect the data stored in shared-memory addsess@wvever, at the same time, many
lock implementations reveal when the checked progrdralds such a lock. Moreover, shared
memory can reveal whemholds a lock even if the lock itself hides this fact.

To avoid information leakage due to lock acquisition, a camrapproach is to classify locks
and to reject programs that acquire locks in secret cont&ds example, SabelfeldSpb01$
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rejects programs that acquire locks in any context exceptldatvest classified context.
Russo et al. RS09 tolerate acquisitions in higher classified contexts ofhlthe scheduler is
signalled to prevent the interleaved execution of lowessifeed threads together with higher
classified threads. In our setting, there is a further afdra. In Sectior3.7, we have seen
two lock implementations that, when used in combinatiorhwite proposed information-
flow secure scheduler, do not reveal whether a lock is heldnogher thread. These locks
can be taken by any thread and in any context. Let us therfefous on locks of this latter class.

Even though the lock itself may not reveal when it is takergreti-memory accesses may
leak this information. Consider for example the followinggramp with two shared-memory
variablesshm _a andshm _b and a locki that protectshm _a:

shm_a = 0; shm_b = 0;

it (h) {
lock(1);
shm_b = 1;
shm_b = 2;
unlock(l);

} else {
shm_b = 1;
shm_b = 2;

}

| =shm_a;

Intuitively, one would accept this program as secure unéessncurrently executing thread
7 with potential write access tehm_a has access taigh-classified information. Even
if shm_b is only read shared with, one would considep as secure becaugeexecutes

shm _b =1; shm _b = 2; independent of the value of However, if the concurrently executing
threadr executes the program

old = shm_b;

while (old != shm_b) {
lock(1);
shm_a++;
unlock(l);
old = shm_b;

}

the value oh may be leaked to. If h == false andr preempts the execution pfbefore Line 8,
immediately after Line 9 and again after Line I0detects two modifications ahm b and
updateshm _a twice. If, on the other handy==true andr preempts the execution pfbefore
Line 4 and immediately after Line 5, it detects the changenfgbm b ==0 to shm_b==1,
however before it can execut& = shm _b it has to wait forp to release the lock oshm _a.
Similarly, if 7 preempts the execution pfimmediately after Line 6, it only detects the change
from shm b ==0 to shm _b==2. Hence, it increaseshm _a only once. Ifp would also lock
shm _a while executingshm _b = 1; shm _b = 2; in the else branch, &w-classified observer is no
longer able to distinguish the two branches.
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In this thesis, | will therefore focus otock-similarprograms.

Definition 21. lock-similar programs
A programp is lock similarif in any two states and¢ with identical atomic-step countip,
t‘tp holds the same locks.

Let L, be the set of locks thatmay acquire. The function
locks, : N — o(L,) (4.6)
denotes for each atomic steg N the locks held by. The function
locked_addresses, : L, — ©(A) (4.7)

defines for each lockthe subset of the addressesAnwhich this lock protects. Only those
addresses are considered as locked addresses that are shared wilshteat adhere to the
locking discipline. That is, such an adhering threadguarantees not to accesswhile the
protecting lock is held byp.

Certain locks enforce an adherence to the locking dis@péven if unchecked and thus
potentially untrustworthy programs attempt to accessezhdata. For example, the disabling
of preemptions on a uniprocessor systems protects all meaturesses that are not DMA
accessible. A server, which grants access to lock-prateotemory only to the current lock
holder and which guarantees not to access locked page®nrepts a similar protection.

Alternatively, programs can be statically checked for ectrlock usage. For example,
in [IKO8], lwama and Kobayashi present a type system, which perfetok a check for Java
bytecode.

Because lock-protected addresses can only be accesgethky are temporarily only accessi-
ble byp. The functionocal,, combinedocks, andlocked_addresses, to denote these addresses.

Definition 22. Local Addresses
The functiorn/ocal, defines for each step, which addresses are protected by aHatk
holds. It is defined as:

local, : N—=p(4)
local,(i) = U  locked_addresses,(l)
l€locksyp(7)

The functionsocks, andlocked_addresses, are given by Equatiod.6and Equatiors.7,
respectively. For an address to belitked_addresses,, it must be shared only with those
threads that adhere to the locking discipline.

4.5.4.3. Input Non-Determinism and Concurrently Executin g Threads

Unless the to-be-checked progranmolds a lock for an address all concurrently executing
threadsr € T, which sharea in a writable fashion, can write an arbitrary valuedo In
particular, they may store im an arbitrary encoding of information they have learned from
the previous execution of or from other threads. They may however also decide to leave
unchanged.

To formalize these inputs let me introduce a second ordateinput oracléo. The function

io returns for each write-shared address | J W? either a value of type3it or the special
T€T
symbolnil to denote that is not modified. | assume thatl is not contained in the s¢0, 1}.
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Hence, the type of the co-domain afis Address — {0, 1} U nil. Obviously, several threads
may modify an addressin between two atomic steps of the to-be-checked progrand each
such thread may modify several times. Therefore, ib returns a value of typ&it for a, |
assume that this value reflects the last modificatiom @fior to p resuming its execution.

The challenge in the definition @ is to allow for both, arbitrary encodings ahkgimilar in-
puts, if the information-flow analysis checkgor information leakage té-classified observers.
We shall return to this last point in Sectid6.3 For now, letio be an arbitrary but fixed func-
tion with the three parametefsL’ ands, wheres is a statej = s‘ip, [ is the observer secrecy
level, andZ’ is the secrecy level of the learned secrets that can be egttion. In Sectiord.6,
| shall introduce learned secrets in greater detail.

The rule for updates of write-shared memory addresses bgucantly executing threads
follows from local, and from the input oraclé:

Definition 23. Shared-Memory Updates by Concurrently Execting Threads
LetT" be the set of concurrently executing threaldg, the set of write-shared addresses
with such a thread € T, and letio be an input oracle. Then, the transition rule for concur-
rently executing threads: .,,(;0): State — State is defined as follows:

S —rext(io) S where

ip = ip(s) + 1
( io(l, L, s)(a) # nil A
a ¢ local,(s‘ip) A

=5 | s 0, { PRI Fac Y
register(a) = Phys_Mem
i | s'mem(a) otherwise |

This completes the definition of tH®ysemantics except that we have to notice that threads can
exchange information also via other shared kernel or setyelcts.

4.5.4.4. Other Kernel Objects

In the relationcan_send and hence ireffects,, we have so far only considered information
flows through shared memory. In this section, | extemd_send to also consider information
flows through shared kernel or server objects.

In situations where a concurrently executing threachuses the modification of a variable of

a kernel or server object, may leak confidential information into this object. Now, ifather
concurrently executing thread obtains read access to the same variable of the same object,
or if it can otherwise learn about the information in thisighte, can send information to'.
Thereby, the shared variable can reside in the objectsrith#ti@eted directly by the capabilities
with which 7 respectivelyr’ invoke their system calls or server invocations. Or, theaide

can reside in an object that is related to the targeted objJectletect these information flows,
the respective system calls (or server invocations) caméeked with the security type system
for Toy.
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If these calls are checked with the universal lattice forstianemory programs (Definitidk6),
7 can send to” if the following two conditions hold*:

1. Ifthe identifier or a variable of a placeholder object appén a secrecy level of the output
parameters of the call invokes,r’ can read this parameter. Remember that, in a check
with the universal lattice, a secrecy level is the set ofalalg identifiers that contribute to
the stored result respectively the set of pairs of variaddaiifiers and step counts if the
identifier denotes a shared-memory variable.

2. The thread- may write information to one of these variables if the segiegel of this
variable contains an input parameter of the system call tveo$erver functiom invokes.

If these two conditions hold, | extend the relatiam_send by the pair(r, 7'). That is, in the
extended relation it holds that can_send 7/. To give an example of such a leakage, let us
consider IPC betweenand7’. If 7 invokes the IPC-send operation on a suitable communica-
tion channel on which’ is receiving, the kernel modifies a kernel object that istegldo this
communication channel: the message registers in the UTGlBeakeceiver’.

In situations where the checked progranmvokes a system call or server function to read or
write a variable in a shared kernel object, | propose to ektbe set of read-shared addresses
RP respectively the set of write-shared addred$&sin a similar way. More precisely, if the
information-flow analysis of this call reveals an inforneatilow from the input parameters into
some shared kernel object, | propose to extend the set oésslA with the addresses of a
placeholder object that is large enough to hold the inpuaipaters ofy’'s invocation. If the
concurrently executing threadis able to learn information about such an input paraméier, t
address of this parameter in the placeholder object is atidttte setR?. This way, effects,,
correctly captures the propagation of this parameter. énatialysis ofy, the actual code of
the system call can thereby be replaced with a simple mdirshaperation, which collects all
input parameters and stores them into the placeholdertobjée case wherg reads from a
shared kernel or server object works accordingly.

4.5.5. C++to Toy

With sequential, parallel and indeterminately sequenoeaposition, the translation of the C++
low-level language constructsToyis straightforward. Consider for example the simple painte
programp in Figure4.4. According to the C++ standard, the value computaton b and the
address computatiore are both sequenced before the side effect xa + b. The value com-
putations:a + b andxc are unsequence®{09 § 5.17 pt 1]. Similarly+a andb are sequenced
beforexa + b but otherwise unsequenced. Assuming that the resula efo can directly be
stored in«c, the correspondingoyprogram is given by Equatich8respectively by the depen-
dency graph on the right side in Figutel.

p:= (((ng = b |l (nga) = @ ;1) = *(n1a)))) 57204 = M) +1037) | (4.8)
(n1g = ¢ 0 = #(n1a))) 5 e = N1

For a better readability, | have omitted ails conversions, expression typeand markersy.
The result parameter. of an expressior’ is denoted by:. For exampley.; holds the result
of xa + b.

IAs before, | assume that a suitable timing-leak transfoionagliminates all possible timing leaks
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n,= b n[a]T a n=c
n., = *n
int xa; el g
int *c; Il
int b; ¥ ok
Ny =0 gt N gy = "0

*C = xa + b; \ /

Mregy =1 1y

|- =

Figure 4.4.: A simple C++ pointer program (left) andTwsytranslation (right). For better read-

ability, the Toy program is shown as a dependency graph. The program executes

from top to bottom, where horizontally neighbored instioics execute in an inter-
leaved fashion.

To allow the compiler to optionally allocate the integemuiés,, in the general purpose register
eax, we have to adjust as follows:

p; skip[](eaz,0) = n,.

If the non-deterministic choicgevaluates takip, the result remains only in.. If it evaluates
to (eaz,0) = n,., the integer result im, is stored to the addressaz,0), that is, to register
eaz at offseto.

Because registers are explicitly contained in the typ@ress of the Toy memory model, the
translation of inline assembler instructionshmy programs is straightforward as long as jumps
are trivial. GCC explicitly connects asm statements withgtarrounding C++ program by spec-
ifying which registers and addresses hold the input andutyi@rameters of asm statements. In
addition, asm statements make explicit which of the nomatutegisters are potentially mod-
ified. These registers appear in the clobber list of the asterment. For example, the inline
assembler statement in

bool Atomic::bit_test_and_clear(word & value, unsigned char bit) {
bool result;

asm volatile (" btr %2, %1 "

" setc %0 ”
: [x out x/ "=a" (result), "+m” (value)
Dk in x/ "p”  (bit)

. Ix clobber %/ "cc” );

return result;

}
translates into
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/I btr value, bit

Naddr] = &value + (EBX, 0) ;

Ny = *(n[addr])bn ;

( *(N[aqar)™™ =0 I
*(EFLAGS.C)"" =n(y ) ;

/I setc result

N = *(EFLAGS.c) ;

(EAX, 0) =Ny
In Section4.4, | assumed that jumps in the inline assembler statementseaiotbe-checked
operating-system code can trivially be replaced with gpomading if-statements or while-
loops.

To translate C++ control-flow statementslmwy, we have to realize thatitch can be expressed
as a sequence of if-statements:

if (c=="a") {
switch (c) { [x a =/
case’a’ :
[+ a */ [ b */
case’b’ : = 1 else {
[x b x/ if (c=="b") {
/¥ b */
break;
default : } else {
[x default */ /x default */
i }
}

In this example, the code of the second casee(’b: ) is copied into the first casedse 'a” ).
This is to reflect that the first case does not terminate witfeak statement. Similarlyo and
for [PCO9 § 6.5.3 pt 1] can be expressedvasie loops:

do { stmt; } while ( cond ); = stmt; while (cond) { stmt; }
and
for ( init ; cond; expr) { stmt; } = init ; while ( cond) { stmt ; expr }

The C / C++ statementseak [PC09 § 6.6.1], continue [PC09 § 6.6.2], andreturn [PC09

§ 6.6.3] terminate loops respectively functions prematuré&ypically, these statements appear
in the body of an if-statement. As a consequence, subsegtarinents are not executed if
the respective branch is taken. Information about the ¢mmdi that have lead to the execution
of this branch can be leaked because premature termingiiensnt the execution of exter-
nally visible side effects in the skipped statements. Unfaately, subsequent statements are
in general not at the same nesting level asdfeek. Hence, skipped code cannot always be
placed into the else-branch of the if-statement that costsiich a premature termination. The
following programp demonstrates this points.
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while (1) {
it (1) {
it (h) {

break;
}
| = 5x

}

| =7;
&
To correctly characterize the information flows due to premeatermination, | introduced the
special registeprem. Whenever a to-be-checked program contains a statemeiut wermi-
nates parts of the program prematurely, the correspontiiygprogram updates the register
Prem with the cause of this termination. The translation pladlesoae that follows this prema-
ture termination in the branch of if-statements, which &fec the absence of this cause. As a
result of this conversion, programs with premature tertnoms can be checked with a security
type system that has no specific rules for these terminatibhe implicit information flow is
thereby characterized by the secrecy level of the cauBesin. Applied to the above program
p, the transformation produces the following code:

while (I && Prem != break) {
it (1) {
it (h) {

Prem = break;

if (Prem != break)

© 0 N o O A~ w N B
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| =5
}
if (Prem != break)
| =7;
h
if (Prem == break)
Prem = 0;

As mentioned at the beginning of Sectib®, | assume that the translation inlines function calls
and bodies.

4.6. Learned Secrets

Before we can turn into formalizing the security type systenToy, we first have to understand
which information concurrently executing threads canideom the read-shared addresses and,
consequently, which information they may return to the adsles they share with the to-be-
checked program in a writable fashion.

4.6.1. Secrets of the Initial State

Initially, before the to-be-checked system call or sermgocationp starts, concurrently execu-
tion threadsr € T can have learned confidential information from each othdrgaced this
information into the writable addresses they share yith
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Definition 24. Initially Learned Secrets
LetT, WP, can_send™ be defined as in Sectiagh5.4.1 Let furtherly(7) < dom(r) be the
least upper bound of the secrecy levels of informatitvas accessed befopestarts. | as-
sumer accesses any information in the directly or indirectly redthred addresses pf
Then,L° denotes the secrecy levels of information that threads iay have learned prior
to the start ofp and that they may have directly or indirectly written to thete+shared ad-
dresses op. It holds that

Vae | JWrLa) = || h(r)

TeT T€Tw (a)

whereTy (a) := {7 € T|37" € T.7 can_send” 7 N a € WE}is the set of threads
that can potentially write ta. | call L° the learned secrets of the initial state befprstarts
executing. The learned secrets of non-write-shared addeeare undefined (i.e., the domain

of L' ranges over the addresses iij W?).
TeT

Based on the definition of the initially learned secrets, @e ©ow define the secrecy levels of
the initial typing environmend/°. It contains the secrecy levels of all addresses befstarts
executing.

Definition 25. Initial Typing Environment
Let L° be the initially learned secrets (see Definitia4). Let furtherm, denote the initial
secrecy levels of the addresseg ol hen, because | assumed threads to have accessed read-
shared information op, my(a) < ly(a’) holds for read-shared addressesvith a effects, o’

and
La) ifae | WP
Vae AM(a)= TET

mo(a) otherwise

holds for the typing environment of the initial state befpsarts executing.

4.6.2. Evolution of Learned Secrets

Oncep has started executing, the information at read-shareceasés and hence the learned
secrets may change. pfwrites confidential data to a non-local read-shared adgdnefssma-
tion about this data may propagate to all threads that haeetdir indirect read access to this
address and to all addressespdhat these threads can directly or indirectly write. To wfle
this change, | maintain a second dynamic mapping of seces®d — the learned secrets

— in the control-flow-sensitive security type system, whicshall introduce in Sectiod.7.
The first dynamic mapping is the typing environmatt.

Definition 26 contains the update rule for the learned sectéts. It is based on the learned
secrets of the previous statéand on the typing environmendtf“*+!.
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Definition 26. Update of Learned Secrets
Let L’ be the learned secrefs of the checked programbeforep executes the atomic step
and letM*! be the typing environment aftgethas executes this atomic steprhen, it holds
for the learned secrets’™! that:

Va e | JWr L) =Lia)u || MTHa)
TeT aEREﬁ (a’,7)
In this equationRgg(a’,i) := {a € U R |a ¢ local,(i) A a effects, a’} is the set

T€T
of read-shared addresseghat are not lock protected during the atomic stegnd that can

effect the write-shared address

After p has executed th#&" atomic step, a transition of concurrently executing thsefatlows.
The secrets that these concurrently executing threads eaay fromp is the data at non-local
read-shared addresses. In addition, concurrently exegttireads may remember previously
learned secrets. Therefore, the secrecy level of the irdbom these threads may propagate to
a write-shared address is the least upper bound of the previously learned sedrétg) and

of the new information in read-shared address@sth a cffects, a’. This leads to the update
rule for the typing environment/*, that is, to the typing rule for .. ;).

Definition 27. Typing Environment Update by Concurrently Executing Threads
Let A be the set of addressel), the learned secrets for sté@nd M* the typing environ-
ment that contains the secrecy levels of the previous stéyeab-be-checked program
Then, it holds for the typing environmeht that:

N M (a)U Li(a) ifa€ |J WP A aé¢ local,(i)
Yae A Mi(a) = 4 reT g
M'(a) otherwise

M'* reflects the secrecy levels of information concurrentlyesiag threads could have
stored into write-shared variables. It is the input typimygonment of the atomic steépt 1.

Given the typing environment/?, the typing rules of the security type system Tary, which
| shall present in Sectiod.7, produce the typing environment‘*!. Notice that the typing
environment update rule for concurrently executing thseadate the secrecy levels of non-
local write-shared addresses in a weak fashion. That isypldate is with the least upper
bound of both the old secrecy levil‘(a) and the learned secrét(a). This is to reflect that
concurrently execution threads may also decide not to madif between thé' and the + 1%
atomic step of the to-be-checked program

Because local addresses can only be accessgdimysecrets can be learned from local read-
shared addresses and no learned secrets can be propagatedahwrite-shared addresses.

4.6.3. Constraining the Input Oracle to Produce  [-Similar Inputs

To prove a security type system sound, we have to show for laggreer that if the type system
accepts a program, then this program is non-interference secure. For theratte have to
show that executing on any twol-similar initial statess® and ¢’ producesi-similar states
provided that inputs arésimilar as well. The challenge here is that the learnedete@nd
thereby the decision whether two inputs &smilar changes during the executionyof

In [V0I084, | characterized the inputs of concurrently executing#as with the help of three
traces: two value traces, which contain arbitrary but fixalll®@s; and one secrecy-level trace,
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Figure 4.5.: Stepwise-interleaved evaluatiorlaf /¢, s' andt’.

which contains an upper bound on the secrecy levels of tredses. If the secrecy level of an
address at the positiann the trace is lower than or equal iahe values for this addressias
set to be the same in the two value traces. | assumed the géevetofa ati to be lower than
the learned secrét’(a). However, a formal connection was not given.

To formally connect input values with learned secrets, keke, in this workp with two input
oraclesio andio’ on the twol-similar initial states;® respectively’. In the definition of shared-
memory updates by concurrently executing threads (Dedm2B), | have mentioned an input
oracle, which is a function from observer secrecy ldydkarned secref’ and states’ to a
mappingAddress — Bit Unil. Having formally defined learned secrets, we can now coraplet
this definition.io andio’ are two functions of the above type, which are passed as paeasn
t0 —..1(i0) Whenp executes o’ respectively ori’. The two functionso andio’ are arbitrary
but fixed except that they fulfil the following property:

Definition 28. [-similar Input Oracles
Let M" be the initial typing environment and I8t ~; 5,0 t° indicate that the two initial

statess” and¢® are [-similar. Then the two input oracles andio’ must fulfil the following
property:

VieNae |J WP st
TeT
pA . p. . . . . . .
s =i st At =it A Li(a) <1=io(l, L, s")(a) = id (I, L%, t")(a)

In the above equatiori,is the secrecy level of the observer afida) is the learned secrets
for the atomic step.

Definition 28 ensures that the two input oraclesandio’ produce the same inputs whenever

the learned secrets for a write-shared adduem® lower than or equal to the observer secrecy
levell.
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The use ofZ’ in the above definition demands for a stepwise-interleavetiigon of L?, M?,
s', andt’. However, becausé andt' and hence the above evolution are required only for the
soundness proof of the security type system, no overheadsiapsed on an analysis with this
type system.

Figure4.5illustrates this stepwise-interleaved evolution. Staytirom L°(a) = My(a) for
write-shared addressesand from twol-similar initial statess” ~; 5,0 ¢°, the evolution ofL’
proceeds in the following four steps:

e First, the typing environmemt/"* is computed fromM* and from L’ using the typing
environment update rule for concurrently executing thsg@efinition27);

e Then, the modifications of concurrently executing threadspaopagated to the state's
andt’ to produces andt based or.’ (Definition 23);

e After that, the typing rule for the atomic ste@dvances\/ to M+! and the semantics
rule for this atomic step advanceéto s'! respectivelyt’” to t'+! with the input oracles
io andio’, which in turn depend oi?; and,

e Finally, L’ is advanced td.*** usingM*! (Definition 26).

Although the formalization of the concrete semantic3ayrelies on results from the security
type system, it is well formed because the statesndt¢* and hence alse’*! and¢*! rely
only on results about the previous staté§: M/?, si, andt’.

4.6.4. Example

To exemplify the use of learned secrets, let us return toithple shared memory prograpof
Section4.2.4.1whereshm is read-write shared with &gh-classified programn, which so far
has accessed onlyw-classified information:

tmp_a = shm;

shm = h;

shm =1,

tmp_b = shm;

| =tmp_a;

Is p secure with regards tolaw-classified observer? Becaugéas so far only accességals-
classified information, the initially learned secretssbfn L°(shm) are low unlessp would
also sharen with ¢ in a read-shared fashion. Therefore, if we investigate deew@ion ofp
from two [-similar initial statess® and® with s%mem(h) # t*mem(h), M?(tmp_a) = low
and s’ mem(tmp_a) = t*mem(tmp_a) due to the constraint on the input oraclesandio’.
Now, if p assignsh to shm in Step 4 (Line 2),M*(shm) = high. As a result, the learned
secrets.*(shm) are updated to high as described in the update rule in Defirz6. Although
p resetshm to the low value ofI in Step 6,L5(shm) remainshigh to reflect thaty may have
remembered the previously assigned valué.ofHence,M'7(shm) = high to reflect thatg
may have returned information abaubeforep executes Step 7 in Line 4. The final typing
environment)/!° contains the following secrecy levels:

M"Y (tmp-a) = low
o(1) = low

O(shm) = high

MY (tmpb) = high

Ml
Ml
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Hence,p is secure with regards tolaw-classified observer becausé€ (1) < low for all 0 <
i < 10. However, if we would have assignedp b to | instead oftimp _a, p would have to be
rejected due to the possible leakage &b tmp b.

4.7. Security Type System for Toy

This section presents the control-flow-sensitive sectyipe system for the deterministic core
of Toyand its PVS-based soundness proof.

There are two principle approaches to cope with the norn-eétéesm inToy:.

e We may extend the security type system for the determincire with the standard
typing rules for non-deterministic compositioBgb01bpg. 45]; or,

e We may check all possible ways in which the control-flow n@tedminism in the to-be-
checked program can be resolved, one way at a time.

In the next section, | shall elaborate on these alternatbestiord.7.2presents the typing rules
of the control-flow-sensitive security type system Tory. In Sectiond.7.3 | prove these rules
sound against the formal semanticsTof;, which | have introduced in the previous section.

4.7.1. Control-Flow Non-Determinism

Obviously, the choice between checking control-flow notedainism with the standard rules
(e.g., Rule [ndet. choice] below) and checking all possiesslutions of this non-determinism
involves a performance-precision tradeoff. To understhrgitradeoff let us consider the fol-
lowing programp with a non-deterministic choice in Line 4.

int a=h;
int b=h;

int xc=(b=0, &) [ (a=0, &b);
*C = 0;
| =a;

It sets botha andb to 0 independent of how the non-determinism in Line 4 is resalehce,
| reveals no secret information aftet a. p is secure with regards tow-classified observers.

Control-flow-sensitive security type systems typicallyclude the following standard
rule [Sab01bpg. 45] to check non-deterministic choices of the faftiic,:

[ndet. choice] T] - M {cr[eo) M

Applying this rule to the above program the results of typingb =0, &) and (a = 0, &b)
are merged into a single typing environment. As a conseayéhe analysis of the remaining
programsc = 0; | = a; needs to be carried out only once. It is much quicker than ifweald
check the two resolutions of the control-flow non-detersmmin Line 4 separately. However,
in the typing environmend/; (for (b =0, &a)), the secrecy level of is high and the secrecy
level of b is low whereas inV/; (for (a =0, &b)), a is low andb is high. Hence, in the merged
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typing environment\/’, the secrecy levels of bothandb are high. The leads to the rejection
of p becausec = 0 in Line 6 cannot reducé/’(a) to low. Because a correct points-to analysis
cannot return more specific pointer targets thanc {a, b}, the typing rule forsc = 0 must
perform a weak update ai’(a) and M’(b). Therefore, the secrecy level afis high for the
check ofl = a.

The two ways in which the non-deterministic choice in Linef4h® above program can be
resolved leads to the following two programs:

epl=c=(b=0, &); *c=0; | =a; and
e p2:=c=(a=0, &); xc=0; | =a;.

For the following two reasons, a separate information-floalgsis of these programs estab-
lishes the security gf. p is secure because

1. only one of the variablesandb assumes the secrecy levglh in the respective typing
environment for the pointer assignmernt (...) ; and because

2. in both programs, the target otan be determined precisely.

The costs of this precision double because two programstbawe checked instead of one.

4.7.1.1. Checking all Resolutions of Control-Flow Non-Det  erminism

Toyclearly separates control-flow non-determinism and inut-determinism. The former is
introduced in the thre@oystatements; ||z, ¢; © ¢; andce; || ¢ and resolved by the oracléck;
the latter is resolved by the oradle which we have already discussed above.

The oraclepick takes a markey and returns eithetrue or false. The semantics of;[|co, c1 0o
v Y
andc; || co makes use of this decision to either favor the left statemeot the right statement

Y0
¢o. For a concrete instance of the oraglet we can therefore simplify the to-be-checkiay
program to a program that contains no control-flow non-aeitgism. ¢, [|c, simplifies either to

vy
¢y Or to cq, ¢1 © o Simplifies either tasy; ¢ Or to o5 ¢4, @ande; || co simplifies to one concrete
v Yo
interleaving of the atomic steps in andcs.

A sound analysis must check all resolutions of the non-detesm in these statements. For
example, if the program contairs ¢ c3, both programs must be checked: the one containing
Y

c1; c2 and the one containing; ¢, .

In some situations, a checked prograrcan be accepted as secure even if the check for some
resolutions of the non-determinism jnfails. For example, assume; c; succeeds for a pro-
gram, which containg; ¢ ¢y, whereas the simplified version of which containse,; ¢, Is

Y

rejected as potentially being insecure. If this situatioows in the translated C++ operating-
system code, compilers that avoid such an unsafe resolcdiorstill produce an information-
flow secure binary fromp. If this situation occurs in a hardware side effect, ardtitees that
avoid such an unsafe resolution can still run the binary @i an information-flow secure
way. Because the translation from C++Toy typically introduces non-determinism to allow
for subsequent compiler optimizations, a failure to chdtkassible resolutions of this non-
determinism typically only prevents the correspondingrofation. In hardware side effects
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on the other hand, control-flow non-determinism is typicaitroduced to describe a hardware
behavior whose implementation is typically not preciseigwn. A failure to check all possible
resolutions of non-determinism in hardware side effectsesefore more critical.

4.7.1.2. Practicality

For the above example, the analysis worked because of thecasteps thap executes, only
one step involved a non-deterministic choice. In generptogram contains much more non-
deterministic steps, which raises the question whetherat all practical to check all possible
resolutions of control-flow non-determinism.

In general, for an analysis of large programs with possibly-terminating while-loops, the
clear answer is “no”. However, in our setting, we seek to krady terminating system calls
and server invocations, which contain no true while-lodypsnce, the number of atomic steps
is bounded and small and so is the number of atomic stepsffieat the control flow of the
to-be-checked program in a non-deterministic way.

Also, itis straightforward to extend the security type systfor Toywith the standard rule for
non-deterministic choiceSab01bpg. 45], which would allow us to apply the above approach
only to selected non-deterministic steps. The developmEhéeuristics for when to apply the
standard rules and when to check all possible resolutiomsman-deterministic statement, is
left for future work.

4.7.2. Typing Rules for the Deterministic Core of  Toy

The typing judgements difoy statements (and likewise offToyexpressions) have the form:
[lip, M. MY LY G {c} MR LRt 4k

Given a context secrecy level, and the clearanced/. of potential observers of addresses
a € A, a statement, which takest atomic steps to execute, can be typed as follows. Starting
from the typing environment/’ and the learned secret$ L:~!, which correspond to thé"
atomic step of the to-be-checked prograifipefore the learned secrets have been updated with
M?), ¢ can be typed if it modifies the addressésuch that their secrecy levels are those in
M™% and the learned secrets dre*~!. The security type system establishes that the program
p can be typed ag,,, M. = M° L=' 0 {p}MIP LIPI=1|p| where L=! = L°, thenp is
non-interference secure.

The typing rules of the control-flow sensitive type systemTiay have the following form:

(Mz'Jrk’LiJrkfl) — AI(C)(MZ,Llfl,Z) MiJrk Sz’Jrk Mc
[lip, M b Mt L=l i {c} Mtk Lithk=1 44k

They consist of an abstract-interpretation p&ft which describes the update of the dynamic
secrecy levels in the typing environmehf’ and in the learned secrefs, and a clearance
check Mtk <k M. which checks whether all secrecy levels of non-local askls in
the resulting typing environmenit/'** are dominated by the clearance secrecy lewélsof
potential observers of these addresses. Notice that aanleacheck is contained in all typing

2The index reduction by 1 is a technicality, which is requiteccombine the update rule for learned secrets
(Definition 26) and the update rule for the typing environment (Definitt) into the same typing rule. See
Figure4.5
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rules. We shall return to this point in the machine-checladhdness proof in Sectich7.3.3
The definition of<*** is given below.

Similar to Definition25, it must hold that:

Definition 29. Clearance of Read-Shared Variables
Like before, lefl” be the set of concurrently executing threads Hetoe the set of ad-
dresses that the to-be-checked prograshares in a readable fashion withe 7', and let
T can_send” 7’ hold if 7 can directly or indirectly send te’. Then, for the clearanc#/.(a)
of read shared addressesthe following condition must hold:

Vaée R M.(a)= 1T dom(t

Uredife) = 1 dom()
In this definition,Tz(a) := {7 € T| 37" € T.7" can_send™ 7 A a € R",} describes the set
of threads that can directly or indirectly read the read-sfthaddress:.

The constraint in Definitiol29 ensures that the clearangé.(a) of a read-shared variabteis

at most as high as the smallest secrecy level to which thregldslirect or indirect read access
to a are cleared. Clearly, the secrecy levels of initially-stbmformation must be dominated
by the clearancé/.. Thatis,M,(a) < M.(a) must hold for all addresses

Unlessp holds a protecting lock, concurrently executing thready otsserve read-shared ad-
dresses after any atomic steppofHence, we have to check every intermediate typing environ-
ment)M‘ to obey the clearance of non-local read-shared addre33esdq. | write M* <¢ M.,

to abbreviate:

M <'M,:=VacA a¢local(i) N ac UR{Z = M'(a) < M(a) (4.9)

TeT

Figure4.6 shows the typing rules fofoy expressions, the typing rules féoy statements are
shown in Figured.7.

The typing rule[l;,, M. = M! L=' i {exp } M", L', i+ 1 combines the update rule
for learned secrets (Definitidz6), the update rule of write-shared addresses (DefinRinin
addition, it advances the atomic step count by 1. It is defasefbllows:

Definition 30. Typing Rule for Concurrently Executing Threads

L' = XelUyUwr.L=Yd)u || Mia)
TeT aEREﬁ(a’,i)
B Mi(a)U Li(a) ifae |J WP A a¢ local,(i)
M = Xae A 4 e .
M'(a) otherwise

ext - - - -
[ex] [Lip, M| = M, Li=t 0 if ext } M, L) i+ 1

In this typing rule,Rgg(a’,i) := {a € U R?|a ¢ local,(i) A a effects, a’} is the set of
TeT
read-shared addresseshat are not lock protected during the atomic stegnd that can ef-

fect the write-shared addres$ (see Definitior26), W? and R? denote the read respectively
the write-shared addresses with

Similar to the formal semantics doy, | use M* [ (a) +» [ ] and read(t,a)(M?) to denote
updates respectively reads of the typing environmefit M [ (a) +» [ ] updatesi’ at
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(lip, M) M LY i {ent } M7, L i+ 1
Mitl — M/i [(nfn) |i> lip] Mt §i+1 M,

const : - A A
[ ] I:lip’ MC] l_ MZ? LZ_l? Z {Ct(ni‘) } MZ+17 LZ) Z+ ]_

lip, M) E M, L7 i eat } M L 41
M = M [ (nt) & read(t,v)(M'") L L] M <AL

read — ‘ |
et [lip, MJF M, L1 {0 (nh) } ML L i+ 1

[lip, MJJF MY, LY i {ent } M7, L i+ 1 M7 <L,
S = pta(% naddr)
M = M [ (nt) & | ] read(t, v)(M'") U read (addr, n®) (M) U, |
[read ptr] ves

iy, M F M, L=t i { s(noddr)e VY M+ Li G+ 1

[lip, MJJF M, LY i {ent } M7, L i+ 1 M7 <+,
MY = M [ (nt) & read(t,n}) (M) U read (t, nb) (M) U 1y, |

binary o — : :
[binary op] oy M- M7, L i {nk o n(nt) MR, L, 441

lip, McJ M, L7 i {eat } MY, LF i+ 1 MU <L,
MY = M [ (nt) 5 read(t,n')(M') U, ]

nary o T - '
[unary op] [y Mo F M, LY, i { ent(nt) } Mi+L, Li i+ 1

[lip, MJJF M, LY i {ent } M7, L i+ 1 M7 <L,
MY = M [ (nt) AN read(t',n')(M'") L Lip |

casto : : ‘ ‘
[ p] [lipu Mc] |— ]MZ7 Llflj Z{(t)nt/(n;{) } MZJrl, sz i+ 1

Figure 4.6.: Typing Rules fofoy Expressions
The typing rule forezt, which characterizes the dynamic secrecy level updatesibguerently executing threads,
follows in Definition30. Like in the transition rules of th&ysemantics, | us@/® [ (a) 58 [ ] to denote updates
of the typing environment/* andread(t, a)(M?*) to read the secrecy levels ¢ that are stored in the support
bits of the typet. The relation<’ checks whether secrecy levels are point-wise cleared (geatiBn4.9).
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Lip, M) M, L i { ef(nl) } MY L i41

ez2s — _ _
[e2s] lip, M) M, L=t i {e2s(nt =€) } M+ Li i+ 1
[skip] e M F MY L i {Leat } MO L i1 M7 = M M <A
P lip, M)t M, L=t 4 { skip } M+, L i+ 1
lip, MJE M, L7t i {ext } MY, LY, i+ 1 M <D
[write] ML= M [ (v) ¥ [ read(t, n") (M) UL, |
write - - - -
[lip7 MC] =M, LZ_17 i {U =n } MZ+17 L i+1
ips Cc ‘7 - ) Z ext ,ia i) Z+ : SZ c
lip, M) F M", L1 M* L 1 M <
S = pta(i,n™r) veS |S]=1
(write str] M = M1 [ (v) & read(t,n')(M'") U read (addr, n®r)(M'?) L lip |
write str - - - -
[lips M| M, Limt g { x(neddr) =nt } M+t L4+ 1
[lip, M) M? LY i {ext } M, L i+ 1 M7 <M,
S = pta(i,n®r) |S| > 1
read(addr, n®) (MU . :
M — g read(t,n') (M) U 1y U M'i(a) if Jv € 5. a— v € support
(write wk] M'(a) otherwise
write w - - - -
(lip, M) M, L=t g { «(noddr) = nt } MiFL Li0 41
[lipaMC] - MivLi_lvi {Cl}MjaLj_laj k k
T <
[ ] [lipaMc] + MjaLjilaj {CQ}MkaLkilak M o Mc
Se - -
k gy Mo F M7, L, i { cr ca} MF, LT, &
[lip, M) F M, L7 i {skip } M) L' i+ 1
(1, Mc] = ML i 4 1{ s skipp—je, PMLT T LI i+ b+ 1
[lips M = ML i 4 1 o5 hipi—jey) YMy ™ Ly i 4 k41
k=maz(|c1], |ca]) U, = lip U read(bool, n"°") (MH1)
[f] Mitk+l — M{'Jrk‘Jrl L M2i+k+1 Lithk — LilJrk L L;Jrk M+l §i+1 M,
|

[lip, M) = M, Li=t) i{ if (nbool) {c, felse{co} JMiFk+1 Litk 44 | +1

Figure 4.7.: Typing Rules for the deterministioy Statements
The typing rule forezt and the notions for typing environment updates and readasadescribed in Figu#.6.
Equation4.9defines the relatior’.
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a + k wherek € support® with the secrecy level; read(t,a)(M?) reads all secrecy levels
M'(a + k) wherek € support' and returns the least upper bound of these secrecy lewels (i.
read(t,a)(M") = || Mi(a+k)).

kesupport?
Except that they require a typing eit and except that all rules contain clearance checks, the
typing rules forToy expressions are standard. Notice, however, the write todneallocated
temporaryn! and, in particular, the secrecy levglthat is considered for this write. Remember,
l;, 1s the secrecy level of the context in which the write is exedu The typing rule [read ptr]
reaps benefit of the result of the correct points-to anatgsibtain the sef of possible targets
for the pointer inn®", It reads the secrecy levels of all these addresses anahseahg least
upper bound of these secrecy levels, of the pointer, arg,.ofThe returned secrecy level is
stored in the non-allocated temporary

With the exception of [write str], [write wk] and [if], the ping rules for statements are also
standard. [write str] is the rule for writes through poistevhere the points-to analysis is able
to precisely determine which addresghe pointer targets. In this case, a strong update can
replace the secrecy levels of the addressesi wherei € support'. The typet is the type of
the written value.

[write wk] is the corresponding rule for writing though ptens whose target address the
points-to-analysis cannot precisely determine. Becauassume the points-to analysis to
be correct, the write modifies at most addresses in theSsethich the points-to analy-
sis returns. Because we do not know which precise address S is modified, we must
pessimistically assume that any such address keeps iniomabout its old value. There-
fore, [write wk] performs a weak update of the secrecy lewetsich correspond to the sup-
port bits of any such address € S. That is, M**(v + i) = [ U M"*(v + u) where
| = read(t,n')(M"") U read(addr,n®)(M"") U I, is the least upper bound of the secrecy
levels of the stored information, of the pointer and of thetest.

The rule [if] first skips one step to allow for preemptionseaftvaluating the condition®!
and before the branches. After that, it requires that bo#mdites are typed with a context
secrecy level ,, which is the least upper bound &f and of the secrecy level of the condition.
Note that the typing rules for the branches check the cleardor all typing environments
My andMy, z € {i+1,...,i+ k + 1}. However, actuallyM{ L M5 <* M. must hold.
Fortunately, for a latticé L, <) it holds thata < cAb < ¢ < aUb < cfora,b,c € L.
Therefore M L M3 <* M. follows from the clearance checks of the respective brasiche

Notice the lack of a typing rule for while. Although rules suas Rule C4 or Rule C4’ of
the control-flow-sensitive security type system in FigRr2on page28 are sound, such a typ-
ing rule is not required because all while-loops are assuiméeedrminate and becauséile’
collapses to a sequence of if-statements.

The lack of a subsumption rule is intentional, although gtrsightforward to show that such
a rule (e.g., Rule S of Figur2.2) is sound. As long as programs can interact with each other
through shared memory, | don’t expect much benefit of a supiombecause an application
of this rule would only overestimate the possible informatflows. Because all typing rules
take two different typing environments and because theatea)/. is provided in addition, a
subsumption rule is not required.

In the accompanying PVS sourcegd]10], | slightly deviate from the formalization pre-
sented in Figureé.6 and in Figured.7. Instead, | formalize the abstract-interpretation part of
these typing rules in such a way that the individual typingremments)/? are returned for all
atomic steps € {0,...,|p|} of the to-be-checked program This way, the clearance check
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can be separated form the computation of the correspongeg environments. In particular,
we can deduce the latter without requiring thatan be typed.

4.7.3. Soundness

This section presents the machine-checked soundnessqgirihef security type system for the
deterministic core offoy. Hence, | assume that all possible resolutions of non-ohetéstic
choices are checked, however, only one at a time. It shousdramghtforward to also establish
soundness for the standard typing rules[faand for||. Following Warnier et al. JPWO03, |
split the soundness proof of the proposed security typesysito two parts:

e First, | show that the abstract-interpretation part of teeusity type system igood in
the sense that if the program executes/-@milar initial states the resulting states are
[-similar with respect to the dynamic typing environmeéft.

e Then, | show that goodness and the point-wise clearate’ M, (for all i) imply the
desired non-interference property.

The non-interference property, which | will show, is teraiion and timing insensitive. That
is, all checked system calls and server invocations musiitate to not leak information and a
subsequent timing-leak transformation must be able toiedita all remaining internal timing
leaks.

4.7.3.1. Goodness

To prove the proposed security type system sound, | haveldterthe formal semantics of
Toy statements and expressions and the typing rules for thetssrsints and expressions such
that if aToy program can be typed, it is non-interference secure. Foyelaah expression and
statement must fulfil the following two properties:

1. Execution preservédssimilarity over dynamic types; and

2. If the checked program modifies an address, then the dynamic secrecy level of this
address is at least as large as the context secrecyljgvel

More formally, let~;,(4—,1)C State x State be thel-similarity relation over concrete program
states./-similarity relates two states if their memories are obagonally indistinguishable by
anl/-classified observer and if their atomic step counts match:

Definition 31. [-similarity over dynamic types
Two statess andt with s‘ip = t‘ip are [-similar with regards to the dynamic secrecy levels
in the typing environment/ if they are related by the following relation over states:

s~y teVae A M(a) <= s‘mem(a) =t'mem(a)

The intuition behind this definition is that values may oniffet if their dynamic secrecy level
M (a) is higher than or incomparable withIn situation wheré-similarity is only required for
asubse3 C A, l write s ~; 5, t to mean

Va € B.M(a) < 1= s‘mem(a) = t‘mem(a)

Definition 32 formally defines the first property: Execution preserkssnilarity over dynamic
types.
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Definition 32. Execution preserveg-similarity
Assume the statemenis executed starting with stéggrom the two states’ and¢'. Assume
further that M is the typing environment that is provided to the typing folep and that
MP* (i <k <+ |p|)is atyping environment that is produced by the abstraripietation
part AI(p) during the typing of (if p can be typed, such al* exists which appears on the
right hand side of a typing judgement of a sub-statement lbresgpression gf). Then, the
execution op preserveg-similarity over dynamic types if the following conditioalts:

. ) o k=i o ki
P P
vsk k. & ~oi BN ST = B N R S ~1ME tk

In this conditionio andio’ are twol-similar input oracles, which are used b¥. to execute
p on s’ respectively ort’. See Definitior28 for the definition of-similar input oracles. In
the above condition5. stands for the evaluation of the firstatomic steps ap.

It reads as follows: Given two state’sandt’ that arel-similar with respect to the secrecy levels
in the typing environment/?, executing the statemenfrom these states up to the atomic step
k produces two new states andt* that are-similar as well with respect to the typing environ-
ment)M* that appeared during the derivatiomyofNotice that because | requitesimilar input
oraclesio andio’ for the transition of from s? respectively front?, inputs top are alsd-similar.

In the formalization of the second property —pifnodifies an address its secrecy leved/*(a)
is at least as large ds, — it is tempting to check inequality with the starting stat€see for
example Warnier et alJPWO03):

Vst sF st =P sE A st mem(a) # ¥ mem(a) = 1, < M*(a) (4.10)

However, becausg shares memory and other objects with concurrently exegukireads, it
can happen that these concurrently executing threadseaigidatem (a) to the same value as
s"“mem(a). Obviously, in this casé;,, < M"(a) needs not to hold. To tolerate inputs of
concurrently executing threads, | adjust Equadobh0Oto check inequality with the statékip
that is obtained by executing onkip statements ow'. In s%, , only concurrently executing
threads have modified memory addresses.

Definition 33. If p modifies an address:, M*(a) dominatesi;,
Assumé, I, I;,, M?, s', and M* are as described in DefinitioB2 above. Then, the state-
mentp fulfills the second property — jfmodifiesa, M*(a) dominated;, — if it holds that:

. skip‘p‘kfl

st N st = st A sMmem(a) # sb ‘mem(a) = 1, < M*(a)

o ki
ko ok R
VY, Sepips G- 8" e

The primary purpose of the property in DefinitiBBis to ensure that the typing rules correctly
detect implicit information flows.

Definition 34. Goodness
A Toy programp is good if it fulfils the properties of Definitioad2 and of Definition33:

good(p) & Yk, 1, Ly, M?, MF L1 LR st g sk tk sk a

) D skipr Ut i
o . R - ki skipy, ™
(M*, LYy = AL(p)(MP, Li1k=i A st B sk p i B gk A i 300 kA
(Si ~ M tz = Sk ~1ME tk) A
(s"mem(a) # sh,, ‘mem(a) = I, < M*(a))

In this definition,AI(p)(...) denotes the abstract-interpretation part of the typingesuorp.
Al(p)(...)™ stands for an abstract interpretation of the firsatomic steps of.
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The proof that allToy programs arejood is by structural induction over the expressions and
statements ofoy. See Sectiod.7.3.4below.

4.7.3.2. Point-Wise Clearance

If a programp can be typed, it is easy to see that the following propertgsiébr all typing
environments that appear on the right hand side of the typohgements for the sub-expressions
and sub-statements pf(see Sectiod.7.3.4below).

Definition 35. Point-Wise Clearance
Assume\/® ranges over the typing environments that appear on thetgintd side of the
typing judgements for the sub-expressions and sub-statsmof. Then, given\/°, M.,
L™, andl;, as described before, the typingmproduces point-wise cleared secrecy levels if
the following condition holds:

clearance(p, l;y, M®, L™ M,) =
Vi, Mi, LY (M, L) = AI(p) (MO, LY = M <P M,

Remember, foll/? <! M, to hold it suffices that the secrecy levels of all non-localradses
are dominated by/.(a) (see Equatiod.9).

4.7.3.3. Noninterference

A programp is non-interference secure with regard to ladassified observer if this ob-
server cannot distinguish any two runs of the program on amystates that vary in higher
or incomparably-classified secrets or that receive varigger or incomparably-classified in-
puts. Whenever a thread, which executes on behalf of suchseneer can preempt it is able
to directly or indirectly learn all information that is stmt at read-shared non-local addresses
to which this thread is cleared (i.e.M.(a) < dom(1) < ).

Hence, a program is non-interference securejifstarts from any twaé-similar initial states
and if after any atomic step ¢f the resulting states afesimilar in the read-shared non-local
addresses with/.(a) < [. Definition 36 formalizes this property.

Definition 36. Confidential
Given an initial typing environmenit/® and the clearancé/,, the to-be-checked program
is non-interference secure if the following property hdioisp:

confidential(p, M°, M,) < Vi, 1,s°, 10, s* 1.
0<i<|p| AN MO*< M. A "~y po t° A so—%czs" AR o g ~LM,

|RLi

In this definition,RL" := {a € Ala € |J R?2 A a ¢ local(i)} denotes the set of non-
T€T
local read-shared addresses. Like befdfas the set of concurrently executing threads,

is the set of read-shared addresses witle 7" and local is as defined in DefinitioA2 on
pagel4t.

Relation to Noninfluence: confidential is a simplified form of Noninfluence (see

page 24): Let me first focus on the right-hand side of Definitién 3t/ < S. t -z

t9 A output(l,s') = oulput(l,t’). Because the security type system foy is only for
the deterministic core, the checked prograevaluates after steps to precisely one state (i.e.,
st whenp is executed ory respectivelyt’ when executed o). Because we assume that
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terminates, we can use a termination-insensitive form ofinterference. In these properties,
t" appears as an universally quantified parameter. A proofeoéxiistence of a suitabtéis not
required.

Assuming that hardware-centric covert channels have beggated,/-classified observers
may learn information about’s execution only from concurrently-execution threads.eTh
mapping of kernel- or server-object invocations to shareory addresses (Sectidrb.4.9
ensures that these threads can only learn information alsugxecution from non-local
read-shared address@d.. Hence, output(l,s’) = output(l,t’) in Definition 6 becomes
tt.

1
S Nl7MC|RLi

sources(ayl)

The second preconditions?  ~ ' t° — on the left-hand side of Definitiod simplifies
to s ~; a, t°. The constraint on the input oraclés andio’ (Definition 28) replaces the
first precondition:ipurge(c, 1) = ipurge(B,1). The fundamental difference is that the learned
secrets evolve dynamically with the executiopoRemember, for transitive information-flow
policies(L, <, dom), sources(a, 1) := {w|dom(a) = w AN w <1}.

4.7.3.4. Soundness Proof

To prove the security type system féoy sound, | have to show for all programghat if p can
be typedp is confidential:

Theorem 1. Soundness
The type system is sound. More precisely, fopall/®, L=! = L% M., I;,, [, constrained as
described above, {f;,, M, = M°, L= 0{p} Ml LIPI=1 |p| can be derived for a suitable
M'Pl and LIPI=1 with the typing rules of th&oy security type system, then
confidential(p, M°, M,)

holds.

Proof:  The proof of Theoremn follows from the following Theorem and from Propositiagn
which states that ifl;,, M.] = M° L= 0{p} Ml LIPI=1|p| can be derived, it follows that
clearance(p, l;,, M°, L°, M..) holds.qg.e.d.

Theorem 2. Main Theorem

Vp, Lip, M®, L2, M... good(p) A clearance(p,li,, M°, L°, M,.) = confidential(p, M°, M)

Proof: ChooseM?, L°, M,, 1, 1;,, s* andt® such that
1. observers are cleared to the initially stored secrefts:< M.,
2. s” andt? arel-similar (i.e.,s" ~; 0 t°; see Definitior81), and

3. in some step beforep terminate$® s'“mem(a) # t*‘mem(a) for some read-shared non-
local addresa (i.e.,a € RL' of Definition 36) wheres® 8, s, 10 8" ¢,

3Remember, we implicitly assumed thaterminates eventually.

166



4.7. SECURITY TYPE SYSTEM FORQY

Then, we have to show that.(a) % [ in order to satisfys’ ~,; 5. ¢' and hence confidentiality.
Goodness (Lemma) gives us thaIMZ ) % | because’ ~; . t" would otherwise imply that
smem(a) = t"“mem(a). From the clearance checekearance(p, l;,, M°, L°, M,.) we know

that M'(a) < M.(a) becauseV® <" M, and botha € |J R anda ¢ local(i). But then, the

T€T
transitivity of < leads to the desired result:

M'(a) < M.(a) AM'(a) £1 = M.(a) £1 & M'(a) < M.(a) A M.(a) <1 = M'(a) <1

g.e.d.

Proposition 2. p Obeys the Clearance of Addresses
If [l;p, M) = M°, L=t 0{p} MPI LIPI=1 |p| can be derived for a suitabl&/?! and LIPI-*
with the typing rules of th&oy security type system, then

clearance(p, ly,, M°, L°, M.,)

holds.

Proof:  The proof follows trivially by realizing that all typing rak except [if] contain a clear-
ance check\/*t! <1 A7 for their respective result typing environmehf*!. The typing
rule [if] checks clearance of th&kip step, which is used to allow for preemptions between the
check and the branches. Lietange over the atomic steps of the branches. The typingfades
the branches perform clearance checks for all typing enments)M} <* M, (if-branch) and

for all typing environmentd/y <* M, (else-branch). The clearance checkfof = M} LMY
follows from the well known result about lattices thak u A b < u < a Ll b < u. g.e.d.

Lemma 1. All Statements are Good

Vp. good(p)

Proof:  The proof proceeds by structural induction owyerThe second clause @bod(p) —

if p modifiesa, 1, < M*(a) (see Definitior83) — follows trivially by realizing that whenever
the transition rule for statements, modify an address, the corresponding typing rule updates
the secrecy level of the same address with a secrecy levehwaat least as large as.

The first clause ofjood (p) — execution preservessimilarity (see DefinitiorB2) — follows
straightforwardly if we realize that whenever. modifies an address, the corresponding typing
rule updates the secrecy level of this address with a selaeelthat combines all secrecy levels
of the parameters that contributed to the stored result.pfbef of the individual statements is
by case distinction.

Let us here focus only on the most interesting case: an tiéstant with a higher-classified
conditional. Because the conditional* is higher-classified (e.g., &) than the observer
secrecy level, we cannot deduce from ~; ,: ¢’ that the if-statement executes the same branch
in s* and int*. To prevent the observer from deducing information aboatdabnditional, we
must then show that the secrecy level of any address thatd#iewin either branch is greater
thani. From the first condition ofiood, we know that;, < M*(a) holds for all addresses
that have been modified by But since the branches are typed with a context secrecitleate
is at least as high as, it holds that)/*(a) £ I, which leads to the desirdesimilarity result
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s* ~; e 5. The case where dnclassified observer is cleared to see the conditionabvil
trivially from the induction hypothesis if we realize thattsame branch is executede.d.

For more details about this proof, the interested readeeferned to the published PVS
sourcesYol10].

This concludes the soundness proof of the security typesy$dr the deterministic core of
Toy. | have machine-checked the above proofs with the help offteerem prover PVS. The
PVS sources are publicly availabMdl10].

4.8. Summary

In this chapter, | have identified several challenges that kabe addresses by security type sys-
tems for the low-level operating-system code of microkebased systems. These challenges
origin from the peculiar ways in which the microkernel and tiecessarily-trusted multi-level
servers interact with their clients, with the underlyingried and with the underlying hardware
platform. To address these challenges, | have introducedhdim-deterministic intermediate
programming languag®&y. The non-deterministic constructs of this language makasy to
translate the low-level C++ operating-system code infoyprogram and to describe the side
effects from these peculiar interactions as interleavestgting subprograms.

To prove data confidentiality of low-level operating-systeode, | have introduced a control-
flow-sensitive security type system for the deterministcecof Toy. The use of a universal
lattice for shared-memory programs allows programs to ladyaed whose information-flow
policy is not completely known at the time of the analysise Bimalysis is protection parametric
in the sense that certain invocations can be checked selyaaad with placeholder objects to
compensate for unknown capability targets. In the speettihg of low-level operating-system
code, it is practicable to check, one at a time, all possigdelutions of the control-flow non-
determinism in the correspondifigy program.

| have used the theorem prover PVS to formalize the semawititsy and the typing rules
of the Toy security type system and to machine check the soundneskgiriiis security type
system.

In the next chapter, | demonstrate the applicability of theppsed information-flow analysis

with the help of three case studies. In addition, | demotestree effectiveness of a countermea-
sure against AES cache side-channel attacks.
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5. Case Studies

In this chapter, | demonstrate the information-flow anay$iChapte#d with three case studies:
a virtual-memory access (Secti@nl), the IPC-send operation of an L4-family microkernel
(Section5.2), and a supposedly secure buffer-cache implementatiarti¢®eé.3). In the first
two case studies, | exemplify the analysis of hardware diigets (Sectiord.2.2 respectively
the protection-parametric analysis (SectébB.5 of a system call. The buffer-cache case study
combines these results with the results of Chaptabout information-flow secure scheduling
and synchronization.

In addition to these three case studies, | prove correctoie&svik's countermeasure for
AES. That s, this countermeasure effectively protect&#yethe plaintext and the intermediate
encryption results against cache side-channel attacksi¢8&.4). To my best knowledge, this
is the first security-type-system-based proof of such a taworeasure. For want of a type-
checking tool forToy, | have crafted this proof by hand.

5.1. Page-Table Walk

In Section4.3, we have already seen that virtual-memory reads contaitidinmformation
flows into the accessed bits of used page-table entries. idns#ttion, | demonstrate with
the help of the following program how the Toy security type system checks this hardware
side effect to identify these information flows. Given a aate information-flow policy, the
produced results can be used to prove this side effect andigigering program termination-
and timing-insensitive non-interference secure.

register int h asm ("eax”);

int | __attribute __((aligned(sizeof <int >)));
if (h==0) {

h=1;
}

In this case study, | assume thaexecutes on an IA32 processor with 32-bit pagifgi09
§ 4.3 Vol. 3a], 4KB and 4MB pages and flat segments (i.e., setgrspan the entire address
space). | further assume that all accessegsark to physical-memory regions with no hardware
side effects. That is, the reads and writegparget DMA-inaccessible RAM. In particular,
they do not target memory-mapped device registers.

The storage-class specifiegister and theasm declaration in Line 1 are hints to the C++
compiler of the GNU Compiler Collection (GCC) to allocatén the general-purpose register
EAX [SCO08h § 6.42]. Let us assume that GCC follows this hint.
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Based on these assumptions, the C+¥dgtranslation results in the program:

((np = (EAX,0)"™ || ng = 0" );n__ = nj, == ng);
i (n_) {
n; = *(nggzg(l))mt; (EAX,0)=mn,
} else {
skip
}

The temporaryy;, holds the value ofi, which is read from{ FAX, 0). n; holds the value read
from n,,.), the physical address of To obtain this addresg,has to invoke the hardware side
effectpte _walk(l) . Figure5.1 shows theToycode for this hardware side effelct

In pte _walk(l) , leta.x denote an access to the figldf the bitfielda. | write a3, ;2 for the bit
field of a that is stored in the bit31 . . . 12. The operatos stands for the bit-wise concatenation
of two bitfields. For examplen,nys@) = Npde [31..22] © virt(l);21.0) CONcatenates the upper 10
bits ofn,,. with the lower 22 bits obirt(l) to form the physical address,,,,;). The statement
if (exp) ... abbreviates,; = exp; if (n;s)

The hardware side effepte walk(l) starts in Line 4 with the extraction of the current privilege
level CSs.hidden _dpl from the hidden part of the code-segment register For user-mode ac-
cesses this privilege level is 3. The address of the pagetdise(i.e., the first-level page table)
is stored in the page-table base registes. The page-directory entry that is relevant for trans-
lating the virtual addressirt(l) can be obtained by indexing into this page directory with the
10 upper-most bits of this address. Because each pageetatiojeis 4 bytes large, the address
of the page-directory entry that is used for the translaBoCR33; .12 o (virt(l)[31..22 << 2).
Notice, the evaluation order of this address computatiah @nthe Cs access is undefined.
If the page-directory entry is present and if it conveys sigfit privileges for the access, the
analysis proceeds by checking the page-size flag to dissihgupage-directory entry for a
4MB page from a page-directory entry that refers to a sedewel-page table. A page-directory
(or page-table) entry conveys sufficient privileges for arusode read access if the present
and the user flag of this entry are set. For kernel-mode reaesaes only the first flag must be
set. If any of the checks in Line 9 or in Line 21 falil, the hardevaide effect raises a page-fault
exception. To simplify the above code snippet, | make usesifjiaalled NaT to propagate the
exception that has to be triggered after writing the fadthiimation to the control regist@r2.
This allows the fault to be handled in a second hardware $idetelf the page-directory entry
refers to a second-level page table, the translation pdsdeea similar way with the next lower
10 bits of the virtual addressrt(l). Once a page-table entry is found that refers to a page, the
translation stops by concatenating the page base addrdes page-table entry with the lower
part of virt (1) to obtain the physical address.

Becausep readsl only if h ==0 and because the translation result must be present biefere
read,pte _walk(l) must be inserted before Line 3 in the abdwg program ofp. If p would have
computed the address pfor if p would have executed another expression before Line 3 that
does not depend an the page-table walk would be unsequenced to these corngngat

1f the operating-system kernel fails to properly invaliglahe translation lookaside buffer and the paging-
structure caches after page-table modifications, thela@ms of the MMU can deviate from the information
in the page-table entries. For reasons of simplicity | ohmétse inconsistencies in the followifigy program
pte walk .

170



© 0 N o O A~ w N B

W W W W W W W W NN NN DN NN NNN R PR R R R R R R R
N o O A W N P O © 0 N O b~ W N PP O © 0o N O 0 b~ W N P O

38

5.1. PAGE-TABLE WALK

pte_walk(l) {

( /I read current privilege level
Nyser = (CS.hidden_dpl == 3) ||

/I read cr3
Npde = *(CR331..12) O (virt(1)(31..29) << 2))) ;

if (Npge.present A (Nuser = Npge.UIS)) {
if (!n,q..accessed) { n,q4..accessed =1} ||
it (Npae.ps) {
Nphys(l) = Npde[31..22] O virt(1)[21..0]
} else {
Npte = *(Npde(31..12] O (virt(l)e1..19) << 2));
if (Npie.present A (Nyser = Npre.UIS)) {
if (!n,..accessed) { n,..accessed =1} ||

Nphys(t) = Nptef31..12] O virt(l)pa..0)

} else {
/I signal page fault by returning an SNAT
CR2 = set_fault_address_and _bits(virt(l), O /+ read %/, n,..present, CS.hidden_dpl !=
Nphys(i) = SNAT(#PF)

}
} else {
/I signal page fault by returning an SNAT
CR2 = set_fault_address_and _bits(virt(l), O /+ read /, n,..present, CS.hidden_dpl = 3) ;
Nphys(1) = SNAT(#PF)

}
/I check SNAT

if (is _SNAT(N,hys1)) {
/I trigger page—fault exception

Figure 5.1.: Toyprogram of the IA32 page-table walk hardware side effect.

3);
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An application of theToytype-checking rules [read ptr], [write ptr] and [if] revedhe implicit
flow of h into the accessed bitgite_walk(l) is executed in a branch of an if-statement with
high conditional. The context secrecy levg] of the write ton,,. .accessed is at leasthigh.
n,q. .accessed = 1 constitutes a write through the pointermip,.. Hence, M’ (n,. .accessed ) =
M (n,q.)U1;, L L. holds for the secrecy level of the accessed bit in the réguiltg environment
M'. Becausé,, is at leasthigh, the secrecy level of this accessed bit is also at leaét

In addition to this implicit flow, the analysis reveals albe tvariables that contribute to the
secrecy level of the translation result and to the secra®} td the set accessed bit. These are,
the current privilege leveats.hidden _dpl, the present and user flags of the page-table entries and
the pointers to the next page-table level respectivelyaégtye-base address. The accessed bits
and other information in the page-table entries have noenfte on the translation result and
hence on the read access.

For an analysis of the remaining stepgpothe abstract physical addresg,,; can either be
obtained from a points-to analysis, which evaluates thatpws in the page-table entries, or
from the functionv2p, which abbreviates this translation.

Having identified this information flow as a possible lealg tibvious question is how to avoid
it. Several approaches are imaginable including the foligw

1. Disable the setting of accessed bits in the hardware $idet dy initializing all page
tables with set accessed and dirty bits;

2. Avoid a leakage of accessed bits outside the kernel; or

3. Equip memory capabilities with an additional accesstrigat authorizes the retrieval of
accessed and dirty bits.

5.2. IPC

In this section, | demonstrate how the proposed informafiimn analysis can be applied
to identify potentially-harmful information flows in the @send operation of an L4-family
microkernel. Because the system-call invoking user-lpvefjram is not known at the time of
the analysis, the analysis must be parametric. Instead oherete information-flow policy
(L, <, dom), we use the universal lattice for shared-memory programes Sectior4.2.4.].

A later instantiation of this lattice with the secrecy lex@h L reveals whether the identified
information flows are benign or whether they violate thisgol

The C++ source code in FiguBe2 and in Figureb.3is a slightly-modified excerpt of the IPC
path of the Nova MicrohypervisorSfe09 by Udo Steinberg?. For a better readability, |
will not translate this code into a correspondifay program or consider hardware side effects
during this analysis. FigurB.2 shows the kernel entry, kernel exit, and system-call depat
code. Whenever a user-level program invokes a Nova systitmittathe 1A32_SYSENTER in-
struction, the processor activatesry sysenter with the kernel stack pointer set to the variable
Tss:run.sp0 . The kernel entry obtains the addressesmfy _sysenter and ofTss:run.sp0 from
the model specific registers32_SYSENTER_EIP andIA32_SYSENTER_ESP. These registers are
two of the special-purpose registers contained in the Rgaster _ID.

2The Nova source code and hence this excerpt are releasedthaderms of the GNU General Public License
Version 2 Fou91.
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5.2. IPC

entry_sysenter: pop %esp
lea —44(%esp), Yesp
pusha

mov  KERNEL_STACK_END, %esp
jmp syscall_handler

void Thread::syscall_handler (uint8 number) __attribute __((regparm(1)));

void Thread::syscall_handler (uint8 number)

{
if (EXPECT_TRUE (number == Sys_regs::MSG_CALL))
sys_ipc_call ();
if (EXPECT_TRUE (number == Sys_regs::MSG_REPLY))
sys_ipc_reply ();
sys_finish (&current—>regs, Sys_regs::BAD_SYS);
}

void Thread::sys_finish (Sys_regs xparam, Sys_regs::Status status)

{

param—>set_status (status);

ret_user_sysexit ();

}
void Thread::ret_user_sysexit()
{
asm volatile ("lea %0, %%esp;”
”popa;”
"sti;”
"sysexit”
: : "m” (current—>regs) : "memory”);
UNREACHED;
}

Figure 5.2.: Kernel entry and exit path for system calls eflftova Microhypervisor

The variableTss:run.sp0 of the task-state segment stores a pointer that refers tadtieess
immediately following the register safe area of the curtmeéad. The first five assembler
instructions ofentry _sysenter safe the user registers in this area, activate the kernek,sdad
invoke the C++ functionyscall _handler . The first register parameter of this function is located
in the EAX register REGPARM(1)). The lower-most eight bits of this parameter encode the
hypercall number (i.e., the opcode of the invoked system call).

When activated, the functiogyscall _handler checks this opcode and invokes the respective
C++ function for the system call. Invalid system-call numsbeause an immediate return with
BAD_SYS as status code. The functiags finish respectivelyret_user sysexit complete the
system call. The latter restores the registers of the @sei-program from the register safe area
and exits the kernel with th@a32 SYSEXIT instruction.
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Because SYSEXIT returns to user level, it prematurely teat@s the system call. Hence,
the UNREACHED statement inet_user _sysexit and any code that follows this statement in the
calling functions will not be reached. To check the implioformation flows that occur when
SYSEXIT is invoked in a branch of an if-statemestySEXIT must be treated like a return
statement, which returns to the endsgécall _handler . Unlike the C++ statemenéturn, and
unlike exceptions, a premature termination throBgBEXIT does not execute the destructors of
objects with automatic storage duratio®sJ09 § 12.4 pt 8,5 15.3 pt 11]. The corresponding
Toy translation must therefore reset this premature ternanat PREM only at the end of
syscall _handler after skipping over all these destructors. Like the othenpture terminations,
SYSEXIT leaks information about the invoking context to all subsaystatements.

An analysis of Nova system calls for potentially harmfulamhation flows requires at least
three placeholder objects:

e the kernel stack;

¢ the thread control block of the system-call invoking threatlich includes the register
safe area of this thread; and

e the CPU-local variableurrent , which refers to this thread.

In Nova, CPU-local variables have the same virtual addssssall CPUs. However, the virtual-
to-physical mappings of these addresses differ on difteC&Us. Further placeholder objects
for the analysis are therefore those parts of the per-CPé tages that are used to translate
the accessed CPU-local and global addresses.

As we have seen in Sectigh2.5 analyses oéyscall -handler , which are not parametric in
the system-call opcode, are not very interesting: an agipbic-level program will never invoke
all system calls at once. By checking all system calls irtligily in a parametric analysis, the
analysis reveals the information flows of every system calkolation. The results of such
an analysis can then be used for example to check the inva@ppgication-level program.
To check system calls individually, we have to regauchber as a parameter of the analysis.
Obviously, the default case needs only to be checked onceimfrediate consequence of
turning number into a fixed parameter is thayscall _handler simplifies to the invocation of a
single C++ function. Still, becausember is a user-provided parameter in the conditional of
the if-statement, which selects the C++ function, its sgcitevel contributes to the context
secrecy level,,.

Figure5.3 shows the functiorys _ipc _call, which is invoked bysyscall _handler if the invoking
thread has set the hypercall numbeEAX to Sys _regs::MSG _CALL. In Nova, IPC call and IPC
send share the same code. The only difference is that IPCteandhates the receive phase
(recv _ipc _msg) prematurely.

Let us here focus on a send operation with send timeout zetmarcapability transfers.
That is, the bitSys_ipc _send:: TIMEOUT _ZERO andsSys __ipc _send::SEND _ONLY in the parameter
flags and the number of typed items-{ mtd().typed() ) are further parameters of the analysis.
These parameters are located in the message-transfeipti@ser: mtd(). For the above send
operation, the two flags have to be set and no typed items reusidxified.
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5.2.

IPC

void Thread::sys_ipc_call () {

}

Sys_ipc_send xs = static _cast<Sys_ipc_send *>(&current—>regs);
Capability cap = reinterpret _cast<Capability *>(OBJSP_SADDR)[s—>pt() % max_caps];

Kobject xobj = cap.obj ();
if (EXPECT_FALSE (obj—>type() != Kobject::PT))
sys_finish (s, Sys_regs::BAD_CAP);

Portal *xportal = static _cast<Portal x> (obj);
Thread xreceiver = portal—>receiver;

if (EXPECT_FALSE (current—>cpu != receiver—>cpu))
sys_finish (s, Sys_regs::BAD_CPU);

if (EXPECT_FALSE (!Atomic::bit_test_and _clear(receiver—>wait, 0))) {
if (EXPECT_FALSE (s—>flags() & Sys-ipc_send:: TIMEOUT_ZERO))
sys_finish (s, Sys_regs::TIMEOUT);
/I receiver is not yet ready to receive; switch to receive

}

/I transfer message
receiver—>utcb—>mtd = Message_Transfer_Descriptor (s—>mtd().untyped());

for (unsignedlong i=0;i < s—>mtd().untyped(); i++)
receiver—>utcb—>mrfi] = mrl[i];

if (EXPECT_FALSE (s—>mtd().typed()))

/I transfer capabilities
current—>continuation = ret_user_sysexit;
receiver—>utcb—>portal_id = portal—>node.base;

/I receive message
receiver—>recv_ipc_msg (portal—>ip, s—>flags());

void Thread::recv_ipc_.msg (mword ip, unsigned flags)

{

Sys.ipc_recv xr = static _cast<Sys_ipc_recv x>(&regs);
r—>set.ip (ip);
if (EXPECT_FALSE (flags & Sys_ipc_send::SEND_ONLY)) {

ready_enqueue();
ret_user_sysexit ();

Figure 5.3.: Source code of the IPC call operation of the Ndi@ohypervisor
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L4-1PC send proceeds in four phases:
1. parameter extraction and capability lookup (Lines 1 — 16)
2. rendezvous (Lines 17 — 23),
3. message transfer (Lines 24 — 33), and
4. preparation of output parameters and system-call exied.34 — 50).

The static cast of the register safe areg to a variable of typelass Sys _ipc_send (Line 3)
provides a convenient interface to access the registaeggsarameters of the IPC system call.
These are the capability selector for the portal capahilityt() , the hypercall flags— flags() ,
and the message-transfer descriptormtd(). The latter contains the number of untyped mes-
sage words — mtd().untyped() . If the IPC is successful, the kernel copies these untypesd me
sage words from the sender UTCB to the receiver UTCB. The agessansfer descriptor con-
tains also the number of typed items, which we assume to loe zer

Nova keeps the capabilities of the invoker in a kernel-aagessible array in the invoking
thread’s address space. It is located at the virtual addB$SP_SADDR and stores at most
max _caps capabilities. Line 5 extracts the capability at the indexpt() from this array. If this
capability does not refer to a portal, Nova returns prensdyuwvith the BAD _CAP error code.
Otherwise, Nova extracts the portal from the capability #melrelated receiver thread from
the portal. The check in Line 14 validates that this rece@sacutes on the same CPU as the
sender. For the information-flow analysis of this phasegédtfurther placeholder objects are
required: the portal capability, the portal and the threaatol block of the receiver. There are
five important points to notice:

1. Because the receiver is obtained by dereferencing twotgrsi (the capability target
cap.obj() and the receiver pointer in the portal), any receiver acdepgnds on the con-
text in which these pointers are set (Rule [rgdd). The first pointer is set during the
capability transfer when the invoking thread receives tbegb capability. The second
pointer is set at portal creation time by the creator of thegbo The analysis reveals
these flows because the pointer rules update the secredy téweceiver accesses with
the identifiers of these two pointers. An immediate consege®f these implicit flows
is that neither the portal nor the worker thread of a servestrba created in a context to
which potential invokers of the portal capability are naaried. A check of the create
system call for portals respectively for threads revedksldakage. The initial value of
l;, denotes the secrecy level of the invoker context. In a ptiole@parametric analysis,
this secrecy level remains an abstract parameter;

2. Because the check in Line 8 retum®sD _CAP for non-portal capabilities, the invoking
thread can probe which of its capabilities are portal cdpeds. Hence, anticipating
that other system calls perform similar checks, the type cdability is revealed to all
threads, which execute in the address space that holdsaipadbiity;

3. The check in Line 14 reveals whether the sender and thveeeee on the same CPU;

4. So far, no parameters are read that can be affected by ¢kevee Hence, with the
exception of the above information flows, no data is leakenhfthe receiver to the sender;
and
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5. So far, only the status parameter of the invoker is modified-IPC terminates prema-
turely with sys _finish . Hence, the only kernel object that is modified is the serfuead.

Because the three if-statements in the Lines 8, 14 and 17nat@prematurely, the context se-
crecy level,, for the subsequent Lines is at least as high as the secresyolethe conditionals
of these statements (see Sec#ob.5.

The atomichit _test _and _clear operation of the second phase invalidates the last two goint
the course of its receive operation, the receiver sets tlieflag. By executing Line 17, the
first sender, which finds this flag set, clears it and theretpyads to successive senders that the
thread is currently unavailable. The timeout error codeictviis returned if send is invoked
with Sys_ipc _send:: TIMEOUT _ZERO, returns this information. An immediate though expected
consequence, is that multi-level servers have to provitleaat one thread for each differently-
classified client. No matter how many portals refer to a grggrver thread, the information
flows in IPC prevent a safe processing of the requests ofrdifty/-classified clients in a single
thread.

The proposed information-flow analysis is able to detecsehmformation flows: The
variable identifiereceiver — wait appears in the secrecy level of the output paramsters
because it is written by both IPC send and IPC receive opasti

The third phase contains two information flows from the seridehe receiver: the message
and the number of untyped words that are transferred. Beaaessage registers are located
in the UTCB, the actually transferred information is theadiiat is located in these registers at
the time of the copy. Although Line 18 denotes a word-grancdgy, it is interesting to split
this word-wise copy into a bit-wise copy for the purpose a #nalysis. This way, only the
identifier of the source message bit and identifiers from icitghformation flows appear in
the secrecy level of the respective receiver-side messagéhe message itself is not altered
during the copy?.

In the fourth phase, setting the continuation of the sendeettuser _sysexit has no effect
because the sender returns in Line 50 before the schedglaengecontrol. Lines 36 and
46 modify theportal .id field in the receiver's UTCB respectively the instructionirger in
the receiver-side register safe area. When the scheduéatsé¢he receiver to run after the
sender has enqueued this thread into the ready queue, #reeragill therefore continue at the
instruction that is specified in the portal. Because bothpthr¢al id and the instruction pointer
are typically configured by the receiver, no additional infation is revealed in these values.

To conclude this case study, we have demonstrated a patgadirametric analysis of the send
operation of the Nova IPC system call. Although the actudrmation-flow analysis is only
described at an abstract level, it has revealed all infdondtows that are not encoded in the
timing behavior of IPC and that are not hardware centric. itleatified information flows are
bidirectional and inherent for synchronous, reliable IR€Signs Fha03. In this sense, the
identified information flows are as expected.

3Actually, the bit-wise copy reveals only that the secreggls of the message are only affected by the identifiers
from implicit flows. A secret stored at bit offséis transferred to bit offsetin the message registers of the
receiver.
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Figure 5.4.: Buffer Cache

5.3. Buffer Cache

A buffer cache is a cache, which stores the data of recentlyssed file blocks (see e.d3J05,
Chapter 15]). In L4-based systems, an implementation offeeboache as a buffer-cache
server [5JP"0Q] suggests itself.

Given a memory pool, a buffer-cache server multiplexes teenory pages in this pool to
cache recently accessed file data, file meta data, and metahdatthe buffer cache requires
for its operation. Towards their clients, buffer-cachevees typically act as dataspace man-
agers ADE*01]. As such, they wrap the underlying multi-level file systém_et us assume
that the translation of file names into file capabilities i$ moplemented in the buffer-cache
server (this functionality can, e.g., be provided by a nam@irectory server). As a dataspace
manager, a buffer cache typically implements interfacasdhow files to be opened and views
of open files to be attached to virtual-memory regions. THébeache functioryet_page is
invoked by the client-side region mapper to resolve pagksfauthe attached view. Let us here
focus on synchronous accesses to file data blocks. A file aisces aget_page is synchronous
if the accessing client thread blocks until the data is awé®. Figure5.4illustrates this setup.

The buffer cache performs three operations on a memory pool:

1. When a cached file block is accessed, the buffer-cacherskag to find the buffer in
which this block is cached and map this buffer to the reqogstiient;

2. When a file block is accessed that is not cached, the budfdrechas to allocate a free
buffer for this block; and

4Although hardware-centric covert channels are out of thpsof this thesis, | have to assume that both the
underlying file system and the disk driver are free of covieatrmels. Otherwise, a request of a server thread for
higher-classified clients could leak information throulgé file system or through the underlying disk91].

5In most aspects, asynchronous accesses work similarly.cligrg-server communication protocols for asyn-
chronous requests are however more complicated.
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3. When no free buffers are available it has to find a block péace.

To implement these operations, the buffer cache maintaimsaich buffer in the memory pool a
descriptor, which denotes whether the buffer is free, wherbuffer will be replaced, and, if the
buffer holds file data, in which file and at which offset thisales stored. The latter is required
to write back dirty buffers to the underlying file system. Tdeta structures for finding the
buffer that belongs to a certain offset of a given file areagfy highly optimized and difficult
to free from covert channels. For example, Linbh§] implements a per-file address-space
object with a radix search tree to map file offsets to buffescdgtors. Similar effort is typically
put into the buffer-replacement and file-system read-alséatiegies to mitigate blocking due
to long disk latencies as much as possible. A modificatiohedé¢ strategies to eliminate covert
channels in a buffer cache with a single memory pool will ¢here likely come at the cost of a
significant performance degradation.

One alternative solution would be to re-instantiate a luféeche server for each differently-
classified client. However, this re-instantiation preesic safe sharing of memory pools. In
the envisaged buffer-cache server, memory pools are tireref-instantiated but not the server
itself. In Section5.2, we have seen that the bidirectional information flows inIP& prevent
a safe sharing of a single thread to handle the requestsfefahtly-classified clients. The
proposed buffer-cache server therefore creates at leashoead for each such group of clients
plus a set of portals whose labels refer to the file addreasespbjects. In addition, it maintains
a set of links to the respective file address-space objectsst server threads that operate on
behalf of lower-classified clients. Whenever the servegallrof a higher-classified client finds
that the requested file block is not in the memory pool for thisnt, it can therefore lookup
file address-space objects of lower-classified clients teradene whether the block is already
cached in their pools. If so it maps the respective block asspanse to théigh client’s
get_page request. Allocation and replacement decisions are howew#ed to the own buffer
cache. In particular, the buffers of write-accessible fdesalways allocated in the own buffer
cache. Notice that write accesses to a file, which a lowessdiad client can read, are already
in violation of the information-flow policy.

To prove this buffer-cache server non-interference seaueehave to combine several results
from the previous chapters:

Peripheral Access Control  (Sectionl.l)

Clients must hold only those file capabilities to which they authorized. In particular,
a high-classified client must not have write authority to a file tagwer classified client
can read,;

Secure Synchronization  (Section3.7)

File address-space objects are concurrently accessedn\mr siereads that operate on
behalf of differently classified threads. Hence, a syncizaiion of these accesses must
not leak information about the accesses from higher clasgsiients to lower or incom-
parably classified clients. The non-interference secukslin SectiorB8.7 prevent these
leakages.

Information-Flow Analysis of Multi-Level Servers (Sectiond.7)

The proposed information-flow analysis must check all semweocations for possible
information leakages to the invoking clients or to othewees object that are used by
other worker threads. In this analysis, a worker threadrassuthe secrecy level of its
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invoking client as its context secrecy level. If, for exam@uch a worker thread would
modify the radix search tree of a file address-space objatb#longs to another worker
thread, then clients could cause the worker to leak infaonatvhich the lower classified

clients of the other worker thread are able to extract. Timp@sed information-flow

analysis is able to detect these information flows.

Timing-Leak Transformations  (Section2.4.6

With the help of the proposed information-flow analysis,yoaltiming-insensitive non-
interference property is established. In Sec#on.3 | therefore assume that a suitable
timing-leak transformation eliminates the remaining iing timing channels. Applied to
the buffer cache, this means that low-allocated buffersoeareused by higher classified
clients only if the replacement of such a buffer introducesternal timing leaksfN93.
That is, the time required to replace a buffer must be indegeinof the time required to
revoke access to this buffer from all higher classified ¢fighat directly or indirectly
have received a memory capability to this buffer. Unforteha there is no timing leak
transformation that is able to establish this property far present interface and imple-
mentations of the mapping database. Although our analgsislades correctly that the
buffer cache is timing-insensitive secure, it cannot selguye used on existing L4-family
microkernels. In Sectiof, | shall return to this point by sketching a modification oé th
mapping database, which allows for a secure implementafithe proposed buffer-cache
server.

Protection-Parametric Analysis of Microkernel System Cal Is (Sectionst.7and5.2)

The bidirectional information flows of L4-IPC already preted a single-threaded im-
plementation of the buffer cache. However, other systeis oalist also be checked. In
particular, as we have seen in the last paragraph, L4-unnigplme checked not to cause
an un-transformable timing leak.

To conclude, the buffer cache verification succeeds to ksitah timing-insensitive non-
interference property for the proposed buffer-cache seH@wvever, the subsequent timing-leak
transformation fails on the mapping database. Hence, tfierbzache is not timing-sensitive
non-interference secure.

5.4. AES

This section complements the three case studies with thieskurity-type-system-based
proof of the effectiveness of Osvik’s countermeasure ajakES cache side-channel at-
tacks DSTO0Y. For want of a type-checking tool fofoy, | have crafted this proof by hand.

More precisely, | show that no information about the key,dlibe secret message or about
intermediate encryption results can be leaked throughribeegsor caches.

AES [DR99 is a round-based block cipher with 128 bit block sizes anyiag key lengths.
Although the AES encryption algorithm is completely defingdalgebraic operations, many
performance-oriented implementations use lookup tablepéed up the AES operations:
SHIFTRowsS, MiXxCoLUMNS and SUBBYTES. In the 128 bit key version of AES, there are
eight lookup tabledy, ..., 73 and To(w), o ,T?flo) with 256 4-byte words each. The cipher
is computed in 10 rounds. In the first nine rounds AES acce$ges., T, in the 10™
round 73", ... T\ to accommodate for the absence ofMLOLUMNS. Given a 16-byte
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(128-bit) keyk = (ko,. .., k15), the encryption algorithm starts by expanding this key to 10
round keysK™, » = 1,...,10, which in turn are divided into four 4-byte chunks each:
KO = (K", K" K" K{"). For the following discussion, the construction of the abov
tables and the precise key expansion algorithm are of nortapee®. Given a 16-byte plain-
textp = (po, . .., p15), €ach round computes an intermediate stdte= (:cg“), o ,xﬁ?) from

the previous intermediate state. The initial steftés computed as theor of the expanded key
and the plaintext as! = p; ® k;, i = 1,...,10. Equation5.1 defines how the intermediate
states for the first 9 rounds & 0, . . ., 8) are computed:

24,0 = Tl & TR 6 T © T @ K

20,0 = Tl & TR 6 Tel) © ) @ K

@2 el ™) = TRl © Tiel] @ Blf'] © TR o K

(@5, 2 a0 2T = )] @ T[] @ Bel)] @ Tyl @ KTV

(5.1)
For the last roundr{= 9), 7; is replaced b)Ti(lO). The resultz(19) is the ciphertext.

Osvik, Shamir and TromefJST03 describe several software side-channel attacks basdaon t
inspection of CPU memory cycles. They also describe cooredipg countermeasures to these
attacks.

An adversary may deduce the encryption key by observinghwbédls of the above tables
the AES encryption algorithm accesses in each turn. Onelplitygto learn about these cells
is to prepare the cache by accessing data that maps to thesstsie the cache as these tables.
Because cacheline replacement occurs only between thelvashof the same set, a table
access can be detected by measuring the time required tesateepreparation data. A long
access time indicates a replacement of this data and heceeaponding table access by AES.

To prevent adversaries from deducing this information, ilOst al. propose to access the
encryption tables with cacheline stride after executiregdbtual encryption round. This way,
an adversary will always observe that the entire table wesssed.

With the help of the proposed security type system, it is fpbss$o prove that Osvik’s coun-
termeasure avoids leakage of the key bits, of the secretagess of intermediate encryption
results through the cache. To do so, we first have to desdrébesticheline replacement strategy
with the help of a suitable hardware side effect. Givefogimplementation of this hardware
side effect, the proposed security type system can therk@eeik’'s countermeasure together
with this interleaved executing side effect for securityigoviolating information flows.

Adversary threads detect cache information leaks by obsgtire timing of preparation-data
accesses. Forexample, alevel 1 (L1) cache miss that hite irix cache takes typically between
7 and 10 times longer than L1 hits. Nevertheless, a timisg+igitive analysis can reveal this
leakage because the timing of memory accesses is directiglated with the distance of the
cache in which the accessed data is allocated.

To formalize the cache hardware side effect, | add for eachediaa special registeR%, ;..
which contains one bit for each set of this cache. Initidigge bits are clear to indicate that

5The interested reader is referred to Daemen and Riji&9f.
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Figure 5.5.: lllustration of Osvik’'s countermeasure andhef hardware side effecte. Black
fields in R0 denote set set-bits; white fields denote clear set-bits.

the adversary has prepared the corresponding sets. If the-thecked program accesses a
memory address, the hardware side effecte(a) sets the bit of the corresponding set in all
caches where gets allocated. A set set-bit indicates the replacemerroésf the preparation
data. By allowing adversary threads to read the bitsjn_,., we have made available to
these threads essentially the same information that thelg d@mve obtained from evaluating
the timing of preparation-data memory accesses. For reasiosimplicity, let us here focus
only on physically-tagged physically-indexed caches amd ®ingle cache level. The proof
extends straightforwardly to other cache architectures.afn-way set associative cache, the
set into whicha gets stored iset(a) := m%bets\, where|sets| is the number of sets in
this cache angkacheline| is the size of a cacheline in bits.

Figure5.5illustrates the use of the additional registét's
effect of the countermeasure (lower figure).

Figure5.6 shows the C++ pseudo cogdef an encryption round of AES with Osvik’s counter-
measure. | writexfa .. a + 3] =y as an abbreviation for(static _cast <long *>(&x[a])) =y . The
cacheline size is 32 bytes. The Lines 13 — 26 contain the smarde of the adjusted encryption
round, the Lines 28 — 31 contain the source code of Osvik'srmeasurecse(a) is the cache
hardware side effect. It is defined as:

the side effectse(a) and the

ache?

cse(@) =
RC’ache[a] =1

In the analysis op, the typing rules for Lines 14 — 22 set the secrecy levelslaeaheline bits
iN Rcacne to Which the tablé” maps tohigh.
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char round;

char x[16]; // high
char y[16];
long K[10][4];

long T[4][256];
bool Rcucrel|sets|]; /I shared with adversary threads

atomic { // begin non—preemptive execution

/I encryption round

(cse(&y[0 .. 3]) ||

yl0 .. 3] = (cse(&T[O][x[O]]) || T[OIx[O])) ~

(cse(&T[1]x [5]D) || T[AIx[5]) ~ ... = cse(&K[round][0]) || K[round][O]);

(cse(&y[4 .. 7]) ||

y[4 .. 7= ..);

(cse(&y[8 .. 11]) ||

y[8 .. 11]= ... );

(cse(&y[12 .. 15]) ||

y[12 .. 15] = ... );

(cse(&x[0 .. 15]) ||
cse(&y[0 .. 15]) ||

X=y)

/I countermeasure
for (unsignedint i=0; i <4; i++)
for (unsignedint j=0; j < 256; j+=32)
(cse(&TQIL D) || TLII I);

} /I end non—preemptive execution

Figure 5.6.: AES encryption algorithm and the countermemagainst cache side-channel at-
tacks complemented with cache-allocation information.

The reasons for this setting are twofold:

1. Because the points-to analysis does not break the ciptes to overestimate the ele-
ments of7'[;] that are accessed. Because this overestimation cannatlexehtries, all
cells of the tablg[:] are in the set of potentially referred addresses; and

2. The table accesses Bfi| and hence the accessed cachelines depend on the value of the
high-classified key. Writes td? ... therefore depend ohigh pointers. The targeted
set-bits assume this secrecy level.

If p would allow other threads to observe the cache content apthint in time, information

about the secret key could be leaked. The non-preemptivaigga (Lines 11 — 33) avoids
these observations.
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CHAPTER 5. CASE STUDIES

The countermeasure in the Lines 28ff accesSeasith cacheline stride. Because these stride
accesses are independent of th¢h key and because the points-to analysis is able to identify
the accessed cells precisely, the secrecy levels of allitetf T in R, are reset tdow. A
possible breach of confidentiality is avoided by removirgytdmporarily stored secrets before
other threads can read these secrets. This concludes treethet Osvik’s countermeasure pre-
vents leakage of the encryption table through the cachee@adhat neither the key bits nor the
intermediate encryption results are leaked, we have t@estilatx, y andk are never accessed
with high indices. Hence, no secrets are leaked by accessing thegs.afhis concludes the
proof of Osvik’s countermeasure.

The implementation of the hardware side effegi(a) was trivial. After that, the proof fol-
lows immediately by application of thEoytyping rules.
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6. Conclusions and Future Work

This chapter concludes my thesis and gives directions taréuvork. The two central contri-
butions of this thesis are:

1. a non-interference-secure budget-enforcing fixedryiecheduler, and
2. a sound control-flow-sensitive security type systemdar-level operating-system code.

The developed solutions are a first step towards a costegftiprovable protection of confiden-
tial data in open microkernel-based systems.

Noninterference Secure Scheduling  (Section3.3)

Two practically-feasible modifications allow a budgetameing fixed-priority scheduler
to avoid all scheduling-related covert timing channelgrew the scheduled threads have
access to precise clocks:

1. the scheduler treats possibly leaking blocked threaddfasy were ready and runs
higher classified ready threads to consume the budgetss# thecked threads; and

2. the scheduler defers the resumption of higher priodtifereads in situations
where a lower prioritized thread could possibly leak infatimn by executing non-
preemptively.

The characterization of the budget consumption as a blgdkim allows for the reuse of
a large class of existing admission tests for the propodeedsder. These tests determine
whether a given set of real-time threads will meet their iead. Compared to the state-
of-the-art schedulers for timely isolated systems — timagiiponing schedulers — the
proposed non-interference secure scheduler can admiticggmly more threads.

A machine-checked non-interference proof of an abstrac RMdel of this scheduler
substantiates that the proposed budget-enforcing fixieditgrscheduler eliminates ex-
ternal timing channels. The realization of this result ia theorem prover PVS proved
to be valuable because a failed proof of a previous versiaghetcheduler revealed a
flaw, which | would have likely overlooked: the two corner eastuations where non-
preemptively executing threads are able to leak to lowarpized threads.

Security Type Checking Low-Level Operating-System Code (Section4.7)

The peculiar ways in which the microkernel and the necdgdausted multi-level servers
interact with their environment pose a significant chaleet@information-flow analyses
for low-level operating-system code. The proposed infaiomaflow analysis masters
this challenge by first translating the to-be-checked C+erafing-system code into the
non-deterministic intermediate programming languagye

The resultingToy program and the interleaved executing hardware side sféget then
checked with the help of a sound security type systemléyr A universal lattice for
shared-memory programs allows the protection-paramestatysis to cope with partially
unknown or dynamic information-flow policies.
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CHAPTER 6. CONCLUSIONS AND FUTURE WORK

We have seen that for the special setting of low-level opagagtystem code, it is practi-
cally feasible and significantly more precise to repeat tiadyais for all possible ways in
which the control-flow non-determinism in the to-be-chatkeogram could be resolved.

| have machine-checked the soundness proof for the sedypigysystem for the deter-
ministic core ofToy.

To demonstrate the practicality of the proposed infornmaflow analysis, | have conducted
three case studies. Chapsgoresents the results of these case studies and the firsitgegpe-

system-based proof on the effectiveness of a countermeeagainst AES cache side-channel
attacks.

Future Work

This thesis opens up various directions for future work:

Tool Support: In the present work, my focus was on sound information-flowlgses for
the low-level operating-system code of open microkerrasldal systems. Although it
is in principle well understood how these results transiate efficient type-checking
tools [Mye99 Sim03 FTA02, HLO9], a complete automation of the proposed protection-
parametric analysis requires further work on heuristiod wlated static analyses. In
particular, we need heuristics for the decision where tdyaihye standard rules for non-
deterministic choice and parallel compositions and whegestwould check all possible
resolutions of the control-flow non-determinism in thesgeshents.

Construction Guidelines for Non-Interference-Secure Mul tilevel Servers: In the
IPC case study in Sectidh2 and in Sectiorb.3, | have identified a few points where
information flows in IPC affect the construction of non-iriggence secure multi-level
servers in L4-family microkernel-based systems. A systamavestigation of these
points and the development of a construction guide for golyvaecure multi-level
servers would be interesting follow ups.

Language Support: | designedloyfor the specific needs of the low-level operating-system
code of microkernel-based systems. For a more comprisipicagion, additional lan-
guage support is required, most notably function calls.

The two primary challenges to incorporate functions int@ansl analysis of low-level
operating-system code are:

1. Language support to express the conditions under whicevéguisly checked func-
tion does not leak certain information and a correspondieghanism to enforce
that these conditions are met by the invoking code. The clexiaation of system-
call information flows with the help of placeholder objecdsd Sectiod.5.4.4 is a
first step in this direction; and,

2. A way to extend the results of a previously checked fumdtiocall sites where this
function will be inlined.

Confinement: With the exception of Lowe et al.ML09], confinement proofsBoy09,
EKEO8, Sha0(Q require a-priori knowledge about all information flows thmay occur
in a system. On the other hand, confinement is a prerequasidetermine whether a
given subsystem can obtain the authority to execute cesiatem calls. It is therefore
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interesting to combine the results of this thesis with a faroonfinement result. One
direction how such a combination could improve the infolioraflow analysis of multi-
level servers would be to statically check the potentia¢asclients may obtain if a server
maps certain capabilities to these clients.

Also an integration with Lowe’s work on object capabilitytifgans ML09] would be
valuable. Lowe exploits the FDR2 model checkEof0g to automatically check non-
interference properties of CSP programs that exchangebiiiea. | expect that the
integration of a static, security type system based arsalygh a model-checking-based
analysis is the key to efficiently automate protection-paatiic information-flow analy-
ses.

Noninterference-Secure Synchronization of Multi-Exempl ar Resources: In Sec-
tion 3.7, | have discussed the information-flow properties of singlé resource-access
protocols. Extensions to multi-unit protocols and to mplbcessor resource-access
protocols are therefore obvious directions for future work

Information-Flow-Secure Capability Revocation and Secur e Timeslice Donation:
The current implementation of two functionalities of L4xfdy microkernels have to
receive further attention to eliminate potentially hariifdormation flows: L4-unmap
and the current implementation of timeslice donatigtepP4.

As we have seen in Sectidn3, the frame locks in the current implementation of L4-
unmap and the inability to bound the number of directly oirectly mapped capabilities
cause information flows that preclude a safe sharing of ketyjects between differently-
classified clients. These information flows can occur evehdfkernel object itself can
only be accessed in a read-only fashion.

Similarly, in some corner cases, the implementation of slice donation, which is de-
scribed in Bte04, traverses a list of threads non-preemptively that is matrigled in its
size except by the number of threads in the system.

Neither of these limitations are inherent:

e For example, a mapping quota per capability limits the siZb@mapping database
subtree that L4-unmap has to traverse to revoke access.rihe map operation
forwards the specified quota together with the capabilityhéreby consumes this
guota at a rate of one for each additional direct mapping @anchmpensate for un-
maps which include the own capability, at a rate of two forftrst direct mapping;

e A node-granular lock for concurrent unmaps, which allowsapping threads to
take over the unmap lock from threads that directly or irgtlyereceived the re-
voked capability from a thread in the unmapping thread’'sreskl space, avoids
information flows due to lock contention; and, finally,

e Keeping blocked threads in the ready list, traversing thteoli donating threads pre-
emptively and maintaining a volatile list of current donatavoids the potentially
harmful information flows in the current implementationglofvnward donation.

An elaborative discussion of the above points would go bdybe scope of this thesis.
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A. Avoiding the Deactivation of
Nonpreemptively Executing
Threads

This section presents the source code of the check to aveiaflbrtion of non-preemptive
critical sections when the execution budget of a threadadeplor when a deadline passes (see
Section3.3.5.1on pagerl). The source code of the check is the following.
inline
Time rdtsc() {
Time ret;
asm volatile ("rdtsc \n\t”:"=a"(ret) :: "edx");
return ret;

}

inline
void touch_write(void * dest) {
asm volatile ("lock; orl \$0,%0 \n\t"::"m” (dest ):);

}

inline
void touch_read(void x* dest) {
Word dummy;
asm volatile ("movl %0,%1 \n\t" : "=R” (dummy) : "m” (dest) :);

}

class Utcb {

public :
Time last_switch , wcet_remaining;
Time last_release, deadline;
volatile bool dp;

volatile bool pending;

inline
bool check_remaining(Time needed) {
Time current = rdtsc ();

return (wcet_remaining — current + last_switch > needed) &&
(last _release + deadline — current > needed);
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APPENDIX A. AVOIDING THE DEACTIVATION OF NONPREEMPTIVELY
EXECUTING THREADS

The source code of an atomic list-enqueue operation, wieiaksron this check, is:

1 retry :

2 utcb—>dp = true;

3

4 if ( likely (utcb—>check_remaining(wcet_needed))) {
5

6 [+ touch data structures to avoid pagefaults during delayed preemption x/
7 touch_write (head);

8 touch_write (head—>_next);

9

10 if (unlikely (utcb—>pending)) {

1 /x page fault may occur during enqueue */
12

13 /I switch to kernel

14 goto retry;

15 }

16

17 /x modify list x/

18 _next = head—>_next;

19 _prev = head;

20 head—>_next—>_prev = this ;

21 head = this ;

22

23 } else {

24 /% insufficient time to execute critical section without job—deactivating preemption
25

26 /I switch to kernel

27 goto retry;

28 }

29

30 utcb—>dp = false;

31

32 if (unlikely (utcb—>pending))

33 /I switch to kernel
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