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Abstract. This paperdescribesthe overall design,partial implementationand
brief performanceevaluationof asystemin whichLinux andits applicationsrun
besidesreal-timeapplications.Theseparationof the real-timeandtime-sharing
subsystemsisnotrestrictedto theuseof theCPUbut enforcedaswell for otherre-
sources,namelymainmemoryandcaches.Thispaperdetailsthechangesneeded
for the original Linux to decoupleit from real-timeprocessesandanalyzesthe
performanceof theresultingsystem.

1 Intr oduction

Duringrecentyearsamajorchangeoccurredin theuseof computersystemsthatcanbe
characterizedby thecoexistenceof real-timeandnon-real-time(time-sharing)applica-
tionson thesamecomputer. This coexistenceis causedby theuseof new mediasuch
asaudioandvideothathavereal-timerequirements.Sofar, mostof thesesystemsdeal
with thatcoexistenceby throwingenormousamountsof resourcesattheseapplications.
Othersystems,for examplethosebasedonQNX [9], dealwith thesituationby running
non-real-timeapplicationsas low-priority processeson real-timeoperatingsystems.
Anotherclassof systems,for instanceRT-Linux [18], extendtime-sharingoperating
systemsby meansto runhighpriority processesbesidesthenon-real-timeapplications.
Both approachesdo handlethe real-timerequirementswith regard to the CPU as a
neededresource,but neglectotherresourcessuchascachesanddiskbandwidth.

That situationis paralleledby the observation that recentadvancesin computer
architectureachievedenormousperformancegainsfor theaveragecasebut addedun-
certaintieswith regardto theworst-caseperformance,which is amajorconcernin real-
timesystems.A primeexamplearecachesthatspeedupapplicationswith goodlocality
behaviour. If locality cannotbe preserved(e. g., dueto context switches),thesegains
cannotbemaintainedeasily. Hence,worst-caseanalysisfor systemswith cachesoften
leadsto unacceptablyhighworst-caseperformance.

Both thecoexistenceof real-timeandtime-sharingapplicationsandtheproperties
of currentcomputerarchitectureswith regardto worst-caseperformancearetaken as
challengesby the DresdenReal-timeOperatingSystemproject(DROPS).The archi-
tectureof DROPSis basedonresourcemanagersthataredesignedto separatereal-time
andtime-sharingprocesseswith regardto all resourcesthatmatter.
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Fig.1. Structureof theDresdenReal-TimeOperatingSystem(DROPS)

Themainchallengehereis to organizethecoexistencein anefficient way, at least
efficient enoughto beatthe “resourcethrowing” approach.To facilitatethis, DROPS
is basedon the L4 microkernel (µ-kernel) [10], with the time-sharingand real-time
subsystemsrunningin usermodeasseparateoperating-systempersonalities.Thetime-
sharingsubsystemis comprisedof a Linux systemusingtheL4Linux server, a port of
the Linux kernelto the L4 µ-kernel[7]. The real-timesubsystemconsistsof a setof
serverswhichsupportapplicationswith quality-of-servicerequirements.

Thesetwo subsystemsuseacommonmanagementlayerfor systemresources.Man-
agersfor SCSIbussesandATM networking bandwidthanda file systemhave being
designedandarebeingimplemented[2,14]. However, in this paperwe presentresults
for themanagementof CPUandcaches.

In the restof the paper, we first describethe overall structureof DROPSandthe
resourcemanagement.Thenwediscussrelatedwork,especiallytheRT-Linux operating
systemfrom whichDROPSborrowedsomeideas.In Section4 wediscussthechanges
neededto applyto L4Linux, an implementationof Linux runningasa userprocesson
the L4 µ-kernel [10]. At the end,we presentsomeperformanceresultsandcompare
themto RT-Linux.

2 DROPS

TheDROPSprojectfocuseson µ-kernel-basedreal-timesystems,for instancefor con-
tinuousmediapresentation.Our vision is that real-timecomponentscan get all the
systemresourcesandprocessingpower they need,andtherestcanthenbespentfor a
time-sharingsubsystemrunningon the samemachine.This is enforcedby a system-
wide resourcemanagementfor all resources:not just for CPU time slicesandmain
memory, but alsofor cachesandI/O busses(Figure1).

L4 is a leanµ-kernelfeaturingfastmessage-basedsynchronousinter-processcom-
munication(IPC), a simple-to-useexternalpagingmechanismanda securitymecha-
nismbasedon securedomains.Thekernelimplementsonly a minimal setof abstrac-



tionsuponwhichoperatingsystemscanbebuilt flexibly [10]. Thereareversionsof L4
for variousx86andfor theAlphaandMIPSCPUs[11], but in thispaperwesolelyrefer
to systemsbasedonL4 for x86(Pentium)processors.

In anearlierpaper[7] we describethe time-sharingsubsystemof DROPSwe im-
plementedby porting theLinux kernelto theL4 µ-kernel,creatinganL4Linux server
runningcompletelyin usermode(includingdevicedriversandinterrupthandlers)asan
applicationprogram.By usingLinux asthebaseoperatingsystem,wehaveaccessto a
vastlibraryof developmenttools,creatingapowerfuldevelopmentplatform.L4Linux is
binarycompatiblewith Linux for thex86architecture(PCs),allowing any off-the-shelf
Linux systemdistributionandsoftwareto beusedwithout recompiling.

An importantdesigncriterion whendesigningL4Linux wasthat the Linux kernel
shouldbemodifiedonly minimally in orderto allow easyintegrationof new Linux ker-
nel versionsinto L4Linux andto save developmenttime.We didn’t intendto optimize
L4Linux to theunderlyingL4 architecturein theway theBSDsingleservershavebeen
optimizedfor theMachµ-kernel[6,8]. Thesimplestpossibledesignmatchingthiscri-
terionis of coursea single-server designwheretheLinux server anduserapplications
run in separatetaskscommunicatingusingtheL4 µ-kernel’s IPC mechanism.Details
canbefoundin [7].

Work is currentlyunderwayto build real-timecomponentssuchasareal-timeSCSI
driver, a file systemanda network protocolsuitesupportingapplicationswith quality-
of-servicerequirements.

In orderto avoid real-timeservicedisruptionsby the time-sharingsubsystem,we
hadto make somechangesto the L4Linux server so that insteadof “taking over” the
whole machine,it can run undera resourcemanagerhandlingall systemresources.
Beforewedescribethesechangesin detailin Section4,we’ll coverRT-Linux andother
relatedwork in thenext section.

3 RelatedWork

Real-timeoperatingsystemscanbeclassifiedinto threecategories:Thefirst oneis com-
prisedof systemswhich startedastime-sharingoperatingsystemsandwereretrofitted
laterfor real-timeneeds.ExamplesareReal-TimeUnix andmany recentsystemswhich
implementthePOSIX1.bstandard.Oftensuchreal-timeextensionscanonly beadded
atconsiderableexpense,andreal-timeguaranteesthatcanbemadeby suchsystemsare
often constrainedto CPU schedulesonly. The secondclassof real-timesystemscon-
sistsof thosesystemsthathave beenspecificallydesignedto supportreal-time.There
aremany successfulcommercialsystemsin this class,for instanceVxWorks[16], and
QNX [9]. However, dueto their specializednaturetheseoperatingsystemsoftensup-
port only a subsetof theUnix API so that many popularapplicationsaren’t available
for them.

We believe thatDROPSbelongsto a third class:Runanonly minimally modified
time-sharingkernelasanapplicationontopof areal-timekernel.This is acleandesign
becauseit cleanlyseparatesthereal-timeandtime-sharingcomponents:It requiresless
expenditurethanmakinga time-sharingkernelfully preemptible,andit immediately
opensthehugelibrary of existingdevelopmentandapplicationsoftware.



New Mexico Tech’s Real-Time Linux (RT-Linux) [18] is similar to DROPSin that
the time-sharingsubsystemrunsasan applicationon top of a small real-timeexecu-
tive. Both systemsusea Linux kernelwith minimal modificationsasthe time-sharing
operatingsystem.

In RT-Linux, theLinux kernelandall real-timetasksrun alongwith the real-time
executive in kernelmode.The real-timeexecutive is responsiblefor CPU scheduling
andalsocontainssupportfor IPC betweentasksusingFIFOs.In order to be able to
schedulereal-timetaskswith high precision—even thoughLinux hasa habit of dis-
abling interruptsfor synchronization,and in the presenceof interrupt-driven device
driversin theLinux kernel—,RT-Linux hasbeenmodifiedto enableanddisable“soft”
interrupts.All “hard” (machine)interruptsarecaughtby the real-timeexecutive and
only passedon to Linux if it is responsiblefor handlingthe interruptandhasenabled
thecorrespondingsoft interrupt;hardinterruptscannotbedisabledby Linux.

DROPS’L4Linux alsousessoft interruptsto avoid disruptingthereal-timesubsys-
tem; this is describedin moredetail in Section4.2.L4Linux differs from RT-Linux in
that Linux runscompletelyin userspaceasa taskon the L4 µ-kernel.The real-time
subsystemconsistsof severalseparateL4 tasks,alsorunningin usermode.

In comparison,DROPShastheadvantageof fault separation(becauseall tasksrun
in separateaddressspaces)at thecostof a highercontext-switchingoverhead.Further-
more,DROPSnot only guaranteesreal-timetasksall theCPUtime they needbut can
alsomanageseveral systemresourcesincludingmain memory, 2nd-level cacheparti-
tions,networkingbandwidth,andin thefutureSCSIbusbandwidth.DROPSoffersthe
additionalfeaturethata real-timetaskcanalsobea Linux process.However, L4Linux
currentlydoesnot supportsymmetricmultiprocessing(SMP), which RT-Linux does.
We expectto addSMPsupportwhenupgradingL4Linux to Linux 2.2 (whoseconcur-
rency modelfor interruptsbetterfits L4Linux’ multi-threadeddesignthanthe current
baseversion,2.0).

In thenext section,we’ll examinein detailthechangesmadeto theL4Linux server
sothatit cannotdisruptthereal-timesubsystemonthesamemachine.

4 Taming Linux

Becauseof ourgoalof makingonly minimalchangesto theLinux kernel,wedesigned
L4Linux likeyetanotherportof Linux to anew architecture:Only architecture-specific
partsof thekernelweremodified,andthe port to the L4 µ-kernelis muchlike a port
to for instancetheMotorola68k architecture.Therefore,theresultingL4Linux system
is basicallyjust like any otherLinux system,andassuchit behaveslike any typical
monolithickernel:It takesover thewholemachine,controllingeverything.

To fit nicely within the DROPSframework, however, L4Linux hadto be “tamed”
suchthatsystem-wideglobal resourcemanagementwould becomepossible.We have
identified the following issueswhich needto be resolved to make L4Linux a well-
behaving memberof theDROPSsystem:TheL4Linux kernel:

– hasfull controloverall resourcescontrolledby theL4 µ-kernel:tasknumbers,task
priorities,mainmemoryandtheI/O addressspace,interruptrequestlines,andthe
interruptdisable/enableprivilege



– disablesandenableshardwareinterruptrequestsatwill
– drivesall devices
– doesn’t supportpartitioningthecache(explainedbelow)

In the following subsections,we’ll addresseachof theseissues,discussingtheir
handlingin theDROPSsystemandthemodificationsrequiredto L4Linux.

4.1 Controlling SystemResources

The “L4Linux controlsall systemresources”issuehasbeenaddressedby introducing
an instancebetweenL4Linux andL4 from which theresourcesmustbe requestedex-
plicitly, asupervisortaskcalled“Rmgr” (resourcemanager).Thistaskis startedasL4’s
first usertaskandmagically“owns” all L4 µ-kernelresourcesenumeratedin thepre-
vioussubsection.Systemresourcescanbegivento otherusertaskson requestusinga
specialIPCprotocol.Rmgrcanbeconfiguredflexibly (but currentlyonly atboottime)
usingascriptlanguage.

UsingRmgr it is possibleto constrainthe L4Linux server in the systemresources
it canallocate.The allocationsarestatic in nature1, so the modificationsrequiredto
L4Linux canbe restrictedto the boot codewhereall systemresourcesconfiguredas
“availablefor L4Linux” arerequestedfrom Rmgr.

Rmgr also supportsstarting L4 taskswhich are not also Linux programs—this
wasn’t possiblepreviously with L4Linux. This way, drivers or other real-timecom-
ponentsindependentfrom L4Linux canbestartedatboottimeor later.

4.2 Interrupt RequestEnabling and Disabling

TheLinux kernelusestheC interfaces��� ��!�" and #�$%��!�" for enteringrespectively leav-
ing critical codesections.In the x86 version,theseinterfacesare translatedinto the
��� � and #�$�� assemblystatementswhichdisablerespectively enablethepropagationof
hardwareinterruptrequeststo theCPU.This implementationhadbeenadoptedunmod-
ified in theL4Linux port.

However, in DROPSit is unacceptableto disableinterruptsfor longerperiodsfor
synchronizationpurposes.Interruptsshouldremainenabledvirtually at any time in
orderto preventinterferencewith L4’sschedulerwhichdependsonprecisetimer inter-
rupts.Theonly legal useof the �&� � and #�$%� assemblystatementsshouldbeto protect
codesectionsdirectly dealingwith thePC’s programmableinterruptcontroller(PIC),
thatis, in interrupthandlers.

We thereforemodifiedthe implementationof the ��� ��!�" and #�$%�'!�" C interfaces
to work without disabling interruptswhile still ensuringtheir semantics(to protect
a critical section).Our new implementationusesa lock which is acquiredin �&� ��!(" .
When �&�)��!�" detectsthat the lock is alreadyheld, the currentcontext is enqueuedin

1 In fact, for main memoryallocationsit is desirablefor the real-timesubsystemto request
morememoryfrom L4Linux whenit is shorton memory. This would be easyto implement
in L4Linux usingthe Rmgr protocolandusingLinux’ * ��� ������� +�, * �%-/. interface,but this
hasn’t beendoneyet.So,mainmemoryallocationcurrentlyis static,too.



L4 µ-kernel

L Linux

RT disk driver

Ext2fs

IDE drv

4

RTfs stub

0 1 2 3 4 5 6 7 8
RT filesystem

Fig.2. L4Linux canuseexternaldriversat any level. In this example,we usetwo stubdrivers:
oneat thefile systemlevel andoneon theblockdevice level.

thelock’swait queueandput to sleep.Whenleaving thecritical section,#�$%��!(" checks
whetherthereis a context waiting in the queueand if so, wakes it up. In L4Linux,
all contextswhichneedto besynchronized—thekernel’smainthread,thehigh-priority
low-level interrupthandlers(“top halves”)andthelow-priority interrupthandlers(“bot-
tom halves”)—runin separateL4 kernelthreadsfor which L4 handlesall thecontext
switching.L4 IPCprimitivesareusedfor puttingthreadsto sleepandwakingthemup.

Thisway, interruptscanbedeliveredevenif L4Linux hasentereda critical section.
However, the threadexecutingthe interrupthandlerhonorsthe �&� ��!�" lock andadds
itself to thelock’swaitqueueif it is currentlyheld,andsothesynchronizationsemantics
arepreserved.

Ideally, L4Linux would not beallowedto executethe ��� � and #�$%� assemblystate-
mentsat all (this is a taskattribute underL4 which can be grantedor deniedusing
Rmgr). However, becauseL4Linux containsdevice driverswith interrupthandlers,it
mustbe ableto programthe PIC anddisableinterruptswhile doingso.Currentlywe
feel this isn’t muchof a risk. Shouldwe ever becomeconvincedthat L4Linux must
not disableinterruptsat all, we eithermustexternalizeall device driverswith interrupt
handlersinto separateserver tasks(we alreadyhave donethis for someof them—see
section4.3)or wemustexternalizePICprogramming.

Theveryfew placeswheretheuseof the �&� ��!�" C interfacereallymeans“I’m going
to programthe PIC, pleasedo disableinterrupts,” wereeasily identifiedandchanged
not to usethenew �&� ��!(" implementation.

4.3 DeviceDri vers

Theoriginal L4Linux controlsall devicesusingtheunmodifiedLinux-for-x86 drivers.
However, for resourcessharedbetweenthereal-timeandthe time-sharingsubsystems
it is unacceptableto usea driver in the time-sharingsubsystembecausesucha driver
cannotgivequality-of-serviceguaranteesfor thereal-timesubsystem.

Thereforewe are creatingdrivers for the real-timesubsystemwhich supportre-
sourceplanningandpreallocation.We currentlyhave drivers(portedfrom Linux re-
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spectively developedin-house)for SCSIcontrollersandEthernetandATM networking
cards[5,13,15], andwork is underway to make SCSIbusandnetworking bandwidth
resourcesscheduledby asystem-wideresourcemanagement.We arealsodevelopinga
real-timefile systemusingthesedrivers.

Thesedriversandthe real-timefile systemshouldeventuallybeusedby L4Linux,
too.Thestrategy hereis to replaceits native driverswith stubsthatcommunicatewith
the realdriversvia L4 IPC. Suchstubscanbe pluggedin at any level (Figure2). For
instance,wecurrentlyhavetwo stubsin theworks:OneusesanexternalATM protocol
server (which usesa low-level ATM driver in a separatetask).The secondusesan
externalSCSIblock device driver (with embeddedlow-level drivers)which maintains
two differentrequestqueuesfor requestsfrom real-timeandnon-real-timetasks.

4.4 Main Memory Managementand CachePartitioning

We have implementeda virtual memorymanagementserver (called“VM server”) for
L4 which allows separatingthe2nd-level memorycacheworking setsof real-timeand
time-sharingtasksinto separatepartitionssothattime-sharingapplicationscannotdis-
rupt thecacheworkingsetsof real-timeapplications.Thisallowstheworst-caseexecu-
tion timesof real-timeprogramsto beboundto a significantlylower level. Thecache
partitioningis accomplishedby coloringthemainmemorypagesandcontrollingwhich
colorsof pagescanbeallocatedby agiventaskset(Figure3) [12,17].

The main obstaclein adoptingLinux to runningunderthis memorymanagement
policy wasthatLinux requiresto berun in avirtual addressspacemappingthephysical
memoryone-to-one;this is an importantassumptionof many Linux device drivers.
Therefore,L4Linux usesmemorymanagementtricks(usingL4’smemorymanagement
primitivesand informationprovided by the VM server) to mapall physicalmemory
pagesit acquiredfrom theVM serverone-to-one,thusleaving holesin its own address
space.

However, Linux assumesthat its kernelcode,dataandbsssegmentsaswell asan
initialization memoryregion (from which Linux subsystemscangrabmemorychunks
at systeminitialization time) aremappedcontiguouslyinto its virtual addressspace—
an assumptionthat clasheswith the requirementthat all pagesbe mappedin one-to-
onefrom thephysicalspace.Fortunately, we didn’t find any driver which mistakesits



initialization memoryasphysicalmemory;andsothis contiguousmemoryregion can
becomposedof non-contiguousphysicalmemorypages.

5 PerformanceMeasurements

The original L4Linux aspresentedin [7] is about2% to 4% slower thanthe original
monolithicLinux kernelfor application-level benchmarkson thesamehardware2.

In thissectionwe’ll answerthefollowing questions:

– How doestamingtheL4Linux serverasdescribedin sections4.1and4.2affect its
performance?

– How doesrestrictingL4Linux to acachepartitioncomprisedof half of thesystem’s
2nd-level memorycache(128KB of 256KB) asdescribedin section4.4affect its
performance?

– How doestamingL4Linux affect theresponsivenessof real-timetasksrunningon
thesamesystem?

– How cancachepartitioningimprovetheperformanceandpredictabilityof real-time
tasks?

The last questionhasalreadybeenaddressedin detail by Liedtke andcolleagues
[12], andthereforewe skip thediscussionherefor brevity andjust presentthe result:
In oneof the experiments,a 64 9 64 matrix multiplication,theslowdown inducedby
introducingacache-intensivesecondaryworkloadcouldbereducedby 74% whenpar-
titioning the2nd-level cache.

Thefirst threequestionsarediscussedin the following subsections,which areare
organizedasfollows:

Weusetwo differentbenchmarkingpackagesfor theperformanceevaluationof the
Linux systems.First, we will presenta seriesof microbenchmarkmeasurementsexe-
cutedusinghbench:OSin Section5.1.Then,Section5.2shows theresultsfor running
a macrobenchmark,theAIM MultiuserBenchmarkSuiteVII.

Finally, Section5.3evaluatesthereal-timeresponsivenessof of oursystem.
Whereapplicable,theperformanceof L4Linux is comparedwith monolithicLinux

andwith RT-Linux. All measurementswereconductedona singlemachine.3

2 Actually, [7] reportsa slowdown of 5%–10%; however, in the meantimewe’ve found and
fixedabug adverselyaffectingL4Linux’ performance;pleaseseetheslidesaccompanying [7]
for moredetails.

3 We useda 133MHz PentiumPC basedon an ASUS P55TP4Nmotherboardusing Intel’s
430FXchipset,equippedwith a256KB pipeline-burstsecond-level cacheand64MB of 60ns
FastPageModeRAM. We usedversion2 of theL4 µ-kernel.L4Linux is basedon Linux ver-
sion 2.0.21,RT-Linux on version2.0.29;accordingto the ‘Linux kernelchangesummaries’
[4], only performance-neutralbug fixeswereaddedto 2.0.29,mostly in device drivers.We
considerbothversionscomparable.
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Fig.4. hbench:OS results,normalizedto native Linux. Theseare presentedas slowdowns: A
shorterbar is a betterresult. A lat B is a latency measurement,A bw C 1 B the inverseof a bandwidth
one.Thenumbersin thewhite boxesshow theabsolutevaluesfor native Linux in microseconds
(for latencies)andin MB/s (for bandwidths),respectively. Hardwareis a133MHz Pentium.

5.1 Micr obenchmarks

For a closelook at theexactperformancepenaltiesinvolvedweusethehbench:OSmi-
crobenchmarksuite.It measuresbasicoperationslike systemcalls,context switches,
memoryaccesses,andpipeoperations.Thisbenchmarkhasbeendevelopedto compare
differenthardwarefrom theoperatingsystem’s perspectiveandthereforealsoincludes
avarietyof OS-independentbenchmarks,in particularmeasuringthehardwarememory
systemandthedisk [3]. Sincewe alwaysusethesamehardwarefor our experiments,
weonly presentselectedoperating-systemdependentparts.Thehardware-relatedmea-
surementsindeedreportedthesameresultsonall systems.

Figure4 shows a chartof slowdownsfor variousoperationsfor monolithicLinux,
RT-Linux, L4Linux, andtameL4Linux (without cachepartitioning).Theexactbench-
markresultshave beenskippedherefor brevity andcanbefoundin theonlineversion
of thepaper.4

Discussion. As canbeseenfrom Figure4, while somedifferencesarelost in thenoise,
minor penaltiesfor somemicrobenchmarksareintroducedwhenaddingsoft interrupts
in Linux (with RT-Linux) respectively L4Linux (with thetamedversion).Thesearedue
to theincreasedcontext switchingoverheadthatoccurswhena hardinterrupthappens
while soft interruptsaredisabled.Also, the soft versionsof �&� ��!(" and #�$%�'!�" need
significantlymorecyclesthantheirhardcounterpartswhenmorethanonecontext tries
to entera critical section.

Thegenerallylargernumberfor theL4Linux versionscomefrom thehighernumber
of user/kernel-boundarycrossingsin theµ-kernelbasedLinux variant.(Pleasesee[7]
for abreakdown of thepenaltiesinvolvedwith onesystemcall.)
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monolithicLinux 100% 129.6
RT-Linux 99.8% 129.3
L4Linux 96.2% 124.7
L4Linux, tame 96.1% 123.7
L4Linux, tameand
with coloredcache

80.7% 114.8

Fig.5. AIM MultiuserBenchmarkSuiteVII. Left: Jobscompletedper minutedependingon
AIM loadunits. Right: Averagethroughput(normalizedto monolithicLinux) andmaximum
throughputof thevariousLinux kernels.

5.2 Application Benchmarks

For anoverall systemperformancetestwe usethecommercialAIM MultiuserBench-
markSuiteVII. It usesLoadMix Modelingto testhow well multiusersystemsperform
underdifferentapplicationloads[1]. (The AIM benchmarkresultspresentedin this
paperarenotcertifiedby AIM Technology.)

Figure5 shows theachievedthroughput(jobsperminute)dependingon simulated
load for monolithic Linux, RT-Linux, the original L4Linux, tameL4Linux, and tame
L4Linux runningwith a partitionedcache(128KB of 256KB). The AIM benchmark
successively increasesthe loaduntil the maximumthroughputof the systemis deter-
mined.Fromtheseresultstheaverageperformancerelativeto monolithicLinux andthe
maximumthroughputcanbecomputed(displayedonright sidein Figure5).

Discussion. For macrobenchmarks,the introductionof soft interruptsdoesn’t seemto
have mucheffect.Theaverageslowdown of L4Linux comparedto monolithicLinux is
3.8% while for a tameL4Linux server it is 3.9%. Similarly, theslowdown of RT-Linux
againstmonolithicLinux is 0.2%.

Again, thegeneralperformancepenaltyof theL4Linux versioncomparedto Linux
andRT-Linux (about3.8%) is mainlydueto thehighernumberof user/kernel-boundary
crossings.Oneotherfactorwhich contributesto theperformancelossis the largeper-
centageof mainmemorytheL4 µ-kernelreservesat boottime for its own internaluse
(14MB of 64MB); when comparingL4Linux to a monolithic Linux kernel running
with asimilarhandicap,theperformancepenaltydecreasesto below 2%. We expectto
lowerL4’shighmemoryfootprint in its next releasewith a betterkernelmemoryman-
agementschemeandwith theadventof a memorymanagementprotocolwhichallows
L4 to dynamicallygrow its kernelmemoryonly whenneeded.

The versionof L4Linux running with a partitionedcachesuffers an even larger
performancedegradation.The slowdown is acceptable(0%–6.5%) for loadssmaller
than30,but afterthatpoint thepenaltyincreasesto 28%–32%. Theadditionalpenalty
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Fig.8. Periodicityof a real-timetaskrunningbesidesthetamedversionof L4Linux

Thesediagramsshow thelatency of subsequentactivationsof two tasksalternatelytrig-
geredby a100-µsinterrupthandler. Thex-axisshows thenumberof thecurrentactiva-
tion, andthey-axisshows theelapsedtimesincethepreviousactivation.
Pleasenotethatthey-axishasbeenscaleddifferentlyin thethreediagrams.

originatesnot only from the limited part of the 2nd-level cacheit can usebut also
from two otherfactors:First, andmostimportantly, dueto theway thecacheis parti-
tioned,L4Linux notonly runswith only half thecachebut alsowith only half themain
memory—only25MB (the main memorymustalsobe partitioned[12]); that is why
themachinestartsthrashingata muchlower load.Second,becausea fragmentedmain
memoryis beingused,L4Linux cannot any longermake useof the PentiumCPU’s
4-MB memorypages(it hasn’t mappeda contiguous4-MB chunkof main memory),
resultingin moreTLB faultsbecauseL4Linux now sharestheTLB for 4-KB pageswith
its applications.

5.3 Real-Time Responsiveness

Thereal-timeresponsivenesshasbeentestedby measuringtheperiodicityof two high-
priority user taskswhich are alternatelytriggeredby a third usertask using a 100-



µs timer interrupt routineas its activation source.The two periodic tasksrecordthe
PentiumCPU’scyclecountereverytime they areactivated.Thetwo cyclecounterlogs
arecoalescedlaterto asinglelong log wherethedifferenceof two adjacentelementsis
thetimebetweentwo taskactivations.

This test hasbeenconductedin threesystemenvironments:first running stand-
aloneon L4, then runningbesidesthe original L4Linux server, andfinally besidesa
tameL4Linux server (without cachepartitioning).During the last two measurements
theL4Linux server wasstressedwith a high systemload:a ‘dd’ on a disk device anda
‘find’ runningin parallel.Theresultsareplottedin Figures6, 7 and8.

Discussion. Figure6 shows that theperiodicitythatcanbeaccomplishedwith theL4
µ-kernelis quitehigh.However, therearesomesmallsystematicerrors:thereis asmall
deviation of about1 to 7µs which happenssystematicallyevery 1.8ms, L4’s timer
interruptinterval. Thesedeviationsstemfrom L4 notyet beingfully preemptible.

Figure7 showsthatwhenthetestprogramrunsbesidesanon-tameL4Linux server,
a 100µsperiodicitycannotbe guaranteed.A lot of interruptsaresimply lost because
Linux disableshardwareinterruptpropagationfor too long.

Figure8 showsthatusingatameL4Linux server, the100µsperiodicitycanbeguar-
anteedjust fine,but thedeviation is larger(up to 24µs).At onepoint thegraphshows
that an interrupt is beinglost. Obviously underhigh load the L4 µ-kernelsometimes
still disablesinterruptslongerthanit should—clearlythereis room for improvement
here.

Theseresultsaresimilar to thosepresentedfor RT-Linux in [18]. Theauthorsreport
a maximumvariationof 15µsfor a taskwith a 100-µsperiodunderRT-Linux.

6 Conclusion

In our experience,building a multi-personalityµ-kernel-basedsystemwith a time-
sharinganda real-timesubsystemrunningon the samemachineis relatively easyto
accomplish.Theperformanceof the time-sharingpart isn’t hamperedsignificantlyby
the constructionwe have chosen.Also, we don’t seea reasonto give up on memory
protectionbetweenreal-timetasks.

Our experimentsshow that the L4 µ-kernel is not yet fully capableof real-time
schedulingbecauseit is not fully preemptible.We expect this to be fixed in the near
future.
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