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Abstract

Timely transferof long, continuousdata streamsand han-
dling data omissionare stringent requirementsof multime-
dia applications.To copewith theserequirementsye extend
well knownmedanismdor inter-address-spaceéatatrans-
mission,sud as zeo-copy and fast IPC, by the notion of
time Theefore, we add a time track to data streamsand
add medanismsto limit the validity of data. For casesof
overloadwe addnotificationand revocationtechniques.

1 Introduction

Efficientinterproces€ommunicatiorschemedor long data
transfersin non real-time applications [DP93 MKT98,
PDZ0(Q addressthe problemof copy avoidanceby using
sharedmemory But they do not cover issuesof time, such
asdatalossdueto CPU shortagewhat makestheminade-
quatefor real-timeandmultimediaapplications Multimedia
applicationsoften consistof componenthainsprocessing
unidirectionalstreamof datain real-time.For reason®f ef-
ficientresourceutilization, thesesystemsareoftendesigned
for the averagecaseinsteadof beingdesignedor the worst
case As aresult,resourceshortagecanhapperandwill lead
to datalossthen.

In this paperwe developtherequirement$or acommunica-
tion schemebasedntheconstraintof amultimediasystem
with Quality-of-Servicesupport. We describethe DROPS
Streaming Interface (DSI) which is designedto supporta
time-triggered,shared-memory-baseg@roducerconsumer
like communicationbetweenapplicationsrunning on one
node.

The remainderof the paperis organizedas follows: Sec-
tion 2 givesa moredetailedoverview of our OperatingSys-
tem DROPSandintroducesinto the currentapproachesor
efficient interproces£ommunication.Section3 derivesthe
requirementgo the communicationsystemresulting from
the demandor Quality-of-Service.Section4 and5 present

the mechanismgor the DSI and someimplementationde-
tails. In Section6 performanceresultsare presentedand
Section7 concludes.

2 Background

2.1 DROPS

DROPSis a systemof cooperatingresourcemanagerghat
aimsto provide QoSguarantee$or applications.It is based
onthelL4-micro-kernelfamily [Lie95]. Themainfeaturesof
this micro-kernelfamily areprotectedaddresspacesinulti-
ple threadgperaddresspace andfastinterprocessommu-
nicationincluding operationgo supportmemorysharing.

Resourcemanagersre applicationswhich manageall re-
sourcesin the system. Theseinclude memoryand CPU,
but alsocomplex resourcedasedn others suchasthefiles
of afile system. Typically, userapplicationsconnectmul-
tiple resourcemanagersand establishso-called“resource
chains”. Streamsare usedfor communicationin thesere-
sourcechains. Figure 1 illustratesthe applicationand the
resourcechainfor the senderof a video-conferencingppli-
cation.
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Figure 1: A chainof resourcesetup by anuserapplication.The
Framegrabberdriver offers a video as a resourcewhich is con-
sumedby the compressoandconvertedto a compressedesource.
This compressedesourcas sentto the net.



DROPS optimizes its resourceutilization by supporting
mantlatoryand optional resources. Optional resourcesare
requestedwith a probability, and are deliveredif the un-

derlying resourcesare available. This prioritizing of re-

sourcesllows DROPSto supportanimprecisecomputation
model. Streamgepresentingptionalresourcedecomeop-

tional too. They copewith a lack of resourcedy dropping
partsof thestream.

In theeventthattheframegrabbercardin Figurel produces
the datawith a higherframeratethanthe compressohan-
dles', after sometime the buffer betweerthe framegrabber
andthe compressowill befull. Now therearetwo options;
eitherold or new datacan be dropped. In our exampleit
would be of limited useto discardthe new dataandto send
obsoletedatato the conferencingpartner Consequentlywe
dropthedataof anold frameandallow theframegrabberto
fill thebufferswith new dataassoonasit arrives.

In [Ham97 Hamann generalizesthe idea of jitter-
constainedperiodic streams a timely descriptionfor trans-
ported databetweencomponents.It is usedto describea
streamof datapaclets of constantsize by a certainband-
width and a jitter. The jitter definesa maximumtime be-
tweenexpectedandrealarrival of eachpaclet. We usejitter-
constrainegeriodicstreamsasatheoreticabasisto achieve
a quantitatie descriptionrandmanagementf the data.

2.2 Current Communication Interfaces

Variouscommunicatiorschemesave beenpublisheddeal-
ing with interaddress-spacedata transport. Unix sock-
ets as the mostcommonapproachrequire copying of data
in their original form. Druscheland Petersonintroduced
Fhufs [DP93), anefficientl/O buffer managemeriacility to

transferdataacrosrotection-domaitoundariesDruschel
extendedhis work, and togetherwith Pai and Zwanenpoel
he presentedO-Lite [PDZ0(Q. IO-Lite unifiesall caching
mechanismsn a systemandallows themto useonesingle
physicalcopy of the data. Pai et al demonstratedhe influ-

enceof removal of multiple databuffering and the perfor

manceimprovementsgainedby cross-subsysteraptimiza-
tion.

Albeit thesesystemsare efficient, they lack a meaningof
time and the missingresourcecontrol makesthemineligi-
ble for real-timetransport.The video-conferencingpplica-
tion exemplifiesthis, noneof the communicationconcepts
we know of supportghedroppingof data,oncethecommu-
nicationsystemis in chageof.

1Framegrabbergypically have their own timers,a compressomay use
another Thisresultsin slightdivergenceof deliveredandconsumediata.

3 Requirements

The demandfor Quality-of-Servicein a systemof commu-
nicatingresourcananagerimposesa numberof specificre-
guirementgo the usedcommunicatiorscheme.ln this sec-
tion, we derive theserequirements.

Interaction and | solation of Resource Managers: While
in non real-time ervironmentsblocking communica-
tion conceptsare sufiicient, the different naturesof
applicationsin real-time environmentsrequire more
comple« synchronizatiorschemes.

A resourceaepresentingfile readwith a certainband-
width from a disk shouldreactto feedbackfrom the
consumeif theconsumereadsdatawith alowerband-
width than originally requestecbn resourcecreation.
On the other hand, the video streamof the video-
grabbingexamplein Section2.1 can not simply be
stopped. Hence,a communicationschememust sup-
port both the feedbackto delaythe datadelivery of a
resourceandthe permanensupplyof thecommunica-
tion peerwith arriving data.

Putting aside the application context, resourceman-
agersadditionallyrequireisolationwith respecto CPU
usageat the communicationchannel. This is because
of the optionalresourcesvhich canfail to operateon
onehand,andbecaus®f untrustingsenersontheother
hand.Resourcenanagersnustbeableto continuetheir
work, evenif someof the resourceshey consumecan
not be deliveredin time or someof their producedre-
sourcesarenotconsumed.

Reservation of Resources. To guaranteewvailability of re-
sourcesreal-timesystemsequireto make resenation
on limited and sharedresourcesprior to their usage.
This appliesto the communicatiorsystemaswell. Ba-
sic resourceseededfor the datatransferof a stream
mustbereseredon streamcreation.

Synchronization of Resources: While in nonreal-timeen-
vironmentsblocking communicatiorconceptsare suf-
ficient and automaticallyimply a synchronizationthe
different naturesof applicationsin real-time erviron-
mentsrequiremorecomplex synchronizatiorschemes.
As a consequencef making resourcesoptional, data
can be droppedin the middle of a stream. For a
properoperation the involvedresourcemanagersnust
be resynchronized.Thus, the communicationscheme
mustprovide synchronizationnformationallowing the
detectionof anda properreactionto losses.

Zero-copying: It is widely acceptedand shavn by multi-
ple publicationson inter-address-spaggmmunication
interfacesthat zero-copying is essentiaffor a reason-
able throughputbetweencomponentdDP93 PDZ0Q
MKT98].



This is especiallythe casefor micro-kernel-basedys-
temswhere servicesare provided by multiple seners
andthe datapathcrossesaddress-spadsoundariesAs

shavn by Pai and Druschelin [PDZ00, mappingand

unmappingof memorypagesare costly andzero-copy

implementationsising dynamicmappingssuffer from

performancepenalties. Thus, implementationsusing
static mappingsshould be preferredto thosereestab-
lishing mappingduringthe datatransfer

Resour ce Sharing: Oneof the major aspectof DROPSis
to provide optional high-level resourceswhich share
underlyinglow-level resourcese.g., physicalmemory
is sharecamongmultiple optionalfiles. Thesdow-level
resourcegnust sometimesbe retracted,thus resource
revocationmustbe supportedor optionalresources.

Support of non real-time Components. Some  compo-
nentsdo not needreal-timebehavior, but may wantto
communicatewith resourcemanagers.To allow these
components$o produceor consumedatausingthesame
interface,a nonreal-timemodemustbe available.

4 The DROPS Streaming Interface

The DROPS Streaminginterface (DSI) offers a producer
consumercommunicationinterface for real-time applica-
tions. The produceand consumeoperationsare modified
to expresstimeliness,andalsoallow to specifythat datais
notavailable. Theunderlyingtransporimechanisméaseon
sharednemory

This sectiondescribeshe mechanismshe DSI usego fulfill
therequirementdistedin Section3 in moredetail.

4.1 Virtual time

DSl limits thevalidity of databy time, i.e. thedataproduced

will expire aftera certaintime, evenif it wasnotconsumed.

To do so, DSI usesvirtual time, which is assignedo and
storedtogetherwith eachproduceddata. This virtual time
correspondso the position of the datain the entire stream.
The mappingof virtual time to real-timeis the responsibil-
ity of the consumerand the producerand mustbe defined
on streamcreation. By beingvisible to the consumerthis
virtual time also provides the synchronizationinformation
requiredin Section3.

Thereareapplicationswherethe actualityof datais of sec-
ond interest. When playing back a recordedvideo andre-
sourceshortageequiresskippingof frames,jt doesnot mat-
ter, which frame is skipped. Here, virtual time allows to
“spoolforward” andto skip alargerchunkof data.To do so,
thereceverasksthe produceito notto deliver moredataun-
til a certainvirtual time, which dispenseshe producerfrom

someof its work. In the meantimethe recever catchesup
with theold datain the buffers.

4.2 Shared-Memory Window

The QoS-constraintsequireto resene all resourcesieeded
to performthedatatransferin advance.Thisappliesto mem-
ory neededor buffering aswell. DSI usessharednemory
betweertheconsumeandthe producerfor buffering andfor
theactualdatatransfer DSI resenesthis memoryon stream
creation.

In [Ham97 Hamanrmrovedthatit is necessargndsufficient
to shareabuffer with acertainsizebetweertheproducerand
the consumerto guaranteea requestedQuality of Service.
The datain this buffer belongsto a currentlyvalid window
of the potentiallyinfinite stream. This closelyresemblesa
consumeiproducerproblemusinga shareding buffer.
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Figure 2: Window of valid datamoving acrosghe stream.While
thedescriptorsat the controlareaareorderedthis is not necessary
for thedataarea.

Somehardwaresupportsscatteredlatabufferswheredatais
not heldin onecontiguouschunkof memory Insteadmul-
tiple descriptorgjive startaddresandsizeof eachblock. To
cover this type of hardware without extra datacopy opera-
tions, DSI providessupportfor thesedescriptorsand estab-
lishesa secondsharednemoryarea,calledthe controlarea.
This controlareaactsasanadditionalindirectionto dataac-
cessandconsistof multiple pacletdescriptorsFigure?2 il-
lustrateghis indirectionandthe mappingof the streamwin-
dow to theconsumeraddresspace A produceoperationn-
cludeswriting datainto the shareddataarea,writing the po-
sition andsizeof the datatogethemwith anassociatedirtual
time into a paclet descriptorat the control areaandindicat-
ing the availability of new datain the paclet. The consumer
picks out the dataandalsoindicatesthe successfuteadop-
erationin thecontrolarea.

To supportfastdataforwarding betweenmultiple resource
managersDSI offers memory chaining, i.e. consecutie



resourcesn a resourcechain can usethe samedataarea.
The controlareausedfor indirectionandsynchronizations
always assignecdexclusively to oneresource. An example
is a network protocolmanager It could combinememory
chainingwith checksunoffloadingto prependutgoingdata
pacletswith network headerswithout arny additionalcopy-
ing overhead.

Summarising DSI usesa consumeiproducerschemeon a
ring buffer containingpacletdescriptorsThis allows DSI to
easilymanagehedataarea.By consumingpaclets,thecon-
sumernotifiesthe produceraboutwhich datahasbeencon-
sumed.Both the dataareaandthe control areaareresenred
onstreancreationthedataareacanbeshareetweermul-
tiple streams.

4.3 Reclaiming of Memory Resources

To allow a resourcesharingbetweenmultiple optional pro-
ducersDSI providesanoperatiorto reclaimdatathatis pro-
ducedbut not consumedyet. To implementthis, the map-
pings of the accordingdataareasare establisheddynami-
cally. Thisraisegheproblemonhow theproducercannotify
the consumeiof the reclaimedmemory A messageentto
the consumemust not imposeary blocking, but the pro-
ducermustknow for surethatthe consumewill be notified
prior to the next accesdo the memory Hence,consumer
andproducemustagreein their contractaboutoptionalre-
sourcesthattheseresourcesan be withdrawvn every time.
The producerorganizesthe shareddataregion and retracts
pagedrom the consumemvith a “memoryflush” operation.
Pagetult signallingmechanismsre usedto notify the con-
sumerof thereclaimedmemory.

If dynamicallymappednemoryis usedin combinationwith
memory chaining, requestgeclaimingmemoryare passed
onto all consumersf thismemoryalongtheresourcechain.

DSl also usesthe the memoryreclaimingtechniqueto en-
force the temporallimitation of data. When the period of
validity of a paclet expires,the producerretractsthe mem-
ory of the paclet to getfree buffers whereit storesits new
data.Theconsumewill benotifiedwith apagetultif it tries
to accessut-of-datedata.As areactionto this pagefult, the
consumecaneitherusethenext datain the sharedouffer, or
requestsiew datafrom the producetif the buffer is empty

4.4 Blocking and Nonblocking Communi-
cation

To provide feedbackaboutnew databeing sentand about
dataconsumedht therecever, DSI offersblockingcommu-
nication. This means,the consumetis blocked if it wants

2The operatingsystemmust supportmechanismsgo define functions
handlingpageéults. The L4 p-kernelprovidesthis.

to consumedataandthe buffer is empty Correspondindo
this, a produceris blocked if it wantsto producedata,and
thesharedpaclket buffer is full.

Communicatiorcanalsobe donein a nonblockingfashion.
Then, synchronizatiommustrely on correctscheduling the
virtual time mechanismandpolling or signalling.

It is up to eachresourcemanagetto decidewhich modeof
communicationto use. In particular this decisionis inde-
pendenbf the modeof the communicatiorpeer

5 Implementation details

The synchronizatiormechanismgor blocking communica-
tion areimplementedusingthe fastIPC-mechanismsf the
L4 p-kernelfamily. The communicationschemeonly in-

volvesthe producerandthe consumerthereis nothird party
neededactingasatrustedinstance.

Synchronizatiorrequiresblocking only on a consumeoper

ationif thebuffer is empty andon aproduceoperationf the
buffer is full. In the othercasesno IPCis used.If boththe
producerandthe consumeimarewell-synchronizedyhich is

ensuredy the schedulingnechanismshe buffer is neither
emptynorfull. This meansjn normaloperatiomo IPCsare
needed.

6 Performance Measurements

In this sectionwe presensomeperformanceneasurements
to demonstratevhich coststhe DSI designimposeson data
transfer

The measuremenscenarioconsistsof two resourceman-
agerstransferringbulk data. The usedpaclet sizesof 4 KB

andgreateraretypicaltransfersizesfor multimediadata.We
measuredhe time neededo producea packet andto con-
sumeit. We measuredour differentmodi of datatransfer:
thenormalcaseusingstaticallymappedsharednemorywith

consumeandproducetbeingwell-synchronizeddatatrans-
fer usingstaticallymappedsharednemorywith blockingon
consumingandproducing;datatransferusingdynamicpage
mappingand,for comparisonmeasonsdatatransferbasedn
copying®. The first modecorrespondso normaloperation,
andthesecondnodecorrespondso theworstcaseoccurring
whenconsumeandproducerareout of synchronizatiorand
needto block. The executionervironmentconsistedof an
Intel Pentiumlll with 750MHz, runninganL4 p-kerneland
the both resourcemanagersthe resultsare the averageof

1000runs.

3The copying datatransferwasimplementedspecificallyfor this mea-
surement.
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Figure 3: Time neededor transferof 1 pacletin CPUcycles.

The graphshows the moderatecostsof about750 CPU cy-
clesfor transferringa datapaclketwith DSI whenusingstat-
ically mappedsharedmemory Whenblocking occurs,the
costsarehigherbecaus®f the IPCsneeded Dynamicmap-
ping imposesmore overhead]inearto the size of the trans-
ferredpaclet. The copying resultscorrelateto the memory
throughputof the systemtheinflexion point at 256KByteis
basedn cachenfluences.

7 Conclusion

In this paper we have shovn which requirementsmust
be fulfilled by a Quality-of-Service-ware communication
scheme.We presentedhe DROPS Streaminginterfaceand
illustratedthat this interfaceis sufficient for real-timedata
communicatiorby:

e limiting thevalidity of databy time,

e introducinga virtual time at the communicationinter-
facelevel,

e usinga pre-allocatedsharedmemoryareaof a limited
sizefor communication,

e allowing to reclaimmemoryresources,

e andallowing blocking communicatioraswell asnon-
blockingcommunication.

We have alsoshawn, thatthe overheadhat DSI imposess
reasonableandefficient datatransfercanbe achiesed.
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