
Layer Integrated Quality of ServiceManagement
�

Tino Hutschenreuther1 andSebastianScḧonberg2
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Abstract. Emerging high speednetworks give rise to new classesof applicationslike teleconferencingor
video-on-demandwhich demandQuality of Service(QoS).To provide QoSsupporton an end-to-endbasis,
the demandof integrating network, transport,and operatingsystemappearssinceapplicationscompetefor
network access,processortime andQoSguarantees.This paperdiscussesQoSrequirementsto the transport
andoperatingsystem.Severalapproachesfor QoSmanagementschemesarediscussedandproblemsidentified.
A possiblesolution is presentedand explainedwhich operateson end-systemmanagementon the basisof
an admissioncontrol for resources.FurtherQoSspecificationon the basisof a structureddescriptionof the
applicationdatacontentsat thetransportsysteminterfaceis presented.A genericdescriptionis presentedand
theresultingmanagementfunctionalitiesinsidethetransportsystemarediscussed.
Keywords: Qualityof Service,QoSspecification,QoSmanagement,operatingsystemmanagement

1 Intr oduction

Theprovision of a specificquality of serviceto distributedmultimediaapplicationssuchasconferencing,appli-
cationsharingor virtual desktopsimposesnew requirementson datatransmissionand the managementof the
end-system.Suchrequirementsarefor instancehigh throughput,fasttransferrates,includingerror-freedelivery,
andtime guarantees.Thenetwork mustnot only provide fastdatatransferbut alsoguaranteeddelivery. Continu-
ousmedia,like audioandvideohave to bedeliverederror-freeto theuserunderwell definedtime constraintsto
achievethedesiredqualityduringthepresentation.Achieving guaranteed,end-to-enddelivery in networkedcom-
putersystemswill requirethesolutionof severalmultimediaspecificcontrolmanagementproblemsatend-system
andnetwork levels.Thelayeredarchitectureof end-systemsimpliesconsiderabledatamovement.Differentcom-
municationlayersmayalsohavedifferentprotocoldataunit sizes.If theupperlayerwantsto transmita largedata
size,thedataunitshaveto bebrokeninto thesizerequiredby theunderlyinglayer. Thissegmentationis performed
by thesender, andtheunderlyinglayer’s dataunitsmustbereassembledat thereceiver. Generallyspeaking,ev-
ery communicationlayerhasits own understandingfor thequality of service.That impliesanadequatemapping
betweenthesedifferentlayers.Over thepastyears,substantialresearcheffort hasbeenmadein designingarchi-
tecturessupportingqualityof service.Researchersalsodealtwith new transportprotocolslike VMTP [8] or XTP
[16] to giveadequatesupportfor variouskindsof traffic overnetworkswhichoffer noguarantees.With ATM [2], a
guaranteeingnetwork technologywith hugeavailablebandwidthhasbeendeveloped.It providesspecificsupport
for connectionmanagement,flow control,congestionavoidance,segmentation,reassemblingandroutingmaking
similar functionalityin transportprotocolsredundant.Severalapproacheshavebeendevelopedaddressingtheen-
hancementof architecturalframeworkswith QoS[1,5,11,12,10,6,4]. But currentarchitecturalframeworkslacka
QoS-basedapplicationprogramminginterface(API) andtransportmechanismsthatsupportend-to-endQoS[12].
Henceapplicationsuseapplicationlevel protocolsto take careof their dataandmostlynegotiatetheir demands
directly with thenetwork (pureATM interface)[12]. This leadsto a decentralizeddatamanagementat the end-
systemwhich suffers from concurrentaccessto processor, memoryandnetwork. In suchsituations,end-systems
canslow downor evenstopexecutingapplicationsor receivingdatafrom thenetwork dueto highbufferutilization,
exhaustive processorusageor badapplicationmemorymanagement.Sincereceiving andsendingdatahashigh
priority in end-systems,theexchangeof largedataamountscanleadto disturbanceof normalapplicationbehavior.
In spiteof fasterprocessorsandbetterhardwaresupporttheend-systembecomesthebottleneckwithin theentire
environment.

1.1 Abstraction layers

Thereareseveralabstractionlayersbelow thevisible interfaceat theend-system:userlevel; applicationlevel and
systemlevel, including communicationandoperatingsystemservices.Sinceall layersincludeservices,a QoS
configurationhasto beconsideredin all layers.TheusedQoSspecificswithin theselevelsare:�
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User level: Here,quality of serviceis usuallydescribedin termsof mediaquality andmediarelations.Media
quality includesthecharacteristicsof sourceanddestinationandthe“humanfeeling”.Mediarelationsspecify
relationshipsamongthestreamstransmitted,suchasinter- or intrastreamsynchronization.

Application level: Within theapplicationlevel quality of serviceis describedin applicationorientedparameters
of the media,resultingfrom the userrequirementsandapplicationused.Suchparametersare for instance
framerate,picturesizeor therequestedquality in termsof codingformatsor bit depth.

Systemlevel: QoSparametersdescribecommunicationandoperatingsystemrequirements,which mustbe de-
rived from theapplicationQoS.Theseparametersneedto bespecifiedin qualitative andquantitative terms.
Quantitative criteriaarethosewhich canbemeasured,while qualitative criteriaspecifytheexpectedservice.
Thesystemlevel is dividedinto two partswhichhavetobehandledtogethertoensuretherunningof networked
applications.
Communication level: Thenetwork QoSparametershave to bespecifiedin termsof network loadandnet-

work performance.Hence,calculatedtraffic parametersdependonnetwork QoSparametersandarespec-
ified in a traffic contract.HereQoSis expressedin termsof latency, throughput,lossandburstcharacter-
istics.

Operating systemlevel: Theserequirementsaretheend-systemresourcesrequiredfor executionof thepro-
cesses.SuchresourcesaretheCPU,accessto devices,mainmemoryandsystembusbandwidth.In order
to give adequatesupportto the user, the requirementshave to be mappedaccordingto the systemQoS
parameters.

Theaimof thiswork is theestablishmentof anapplicationrelatedinterfacefor QoSspecification.Fromthat,a
systematicmappingontoend-systemsandnetwork resources,aswell asthemanagementof theavailableresources
canbe derived.The next sectionillustratesthe currentsituationin end-systemmanagementanddiscussesother
approacheswhich tacklethis problem.After thatour approachof anintegratedQoSmanagementin end-systems
is presentedandtheinterfacesandstrategiesarediscussed.A futureoutlookconcludesthispaper.

1.2 Curr ent Situation in End-systems

Applicationscanspecify their requirementsfacingthe communicationsubsystem.Mostly only quantitative pa-
rameterslike throughputor delaycanbe specifiedat a very low level. Applicationsarenot ableto specifytheir
requirementsto the operatingsystem,becauseof the lack of knowledgeaboutit. Furthermore,thereis hardly a
possibility to specifyall resourcesin their quantity, neededfor executionof the task.For transmissionof data
furtherprocessesratherthe initiating arenecessary, so indirect resourcesareneeded,which cannotbe influenced
by theapplicationprocess.This is for instancethememoryusedby or theCPU-timeneededfor theexecutionof
thecommunicationprotocol.A first stepin theright directionwasmadewith theAQUA-framework [17], where
operatingsystemresourcesbecomeintegratedwith theQoSmanagementin theend-system.But it is notsufficient
to scheduleoneresource,ratherthe considerationof all availableresourcesandthe granularityof the specified
requirementsis importantfor thepowerful managementof all applicationsin anend-system.Similar approaches
dealingwith resourcemanagementandQoSmappingcanbefoundin [17,7,3] and[14] . But to someextendthey
try to restricttheapplicationsin theirbehavior insteadof introducinga resourcemanagement.

2 Integrated Managementof QoS

Integratedmanagementof QoSmeansthe considerationof the userrequirements,operatingsystemconstraints,
network resourcesandapplicationrequirements.All of theserequirementshave to be broughttogetherinto one
modelto giveadequatesupportto applicationsat theend-system.

2.1 Central ResourceManagementComponent(RMC)

The intentionof this centralRMC comesfrom the problemof addressingboth operatingsystemand network
management.

In orderto giveadequatesupportto theapplication,anintegratedapproachis necessary, becauseof theuseof
indirect resourcesandthemutualdependenceof thedifferentmanagementcomponents.Soa clumsyscheduling
of resourcesandnetwork parametersfor oneapplicationcanwasteresourcesandin spiteof that not satisfythe
userrequirements.ThisRMC worksasanadmissioncontrolfor applicationswhichneedguaranteesfor execution
and transmissionbandwidth.It canbe statedthat this approachis not suitablefor an overall schedulingat the
end-system.This approachis only necessaryfor someapplicationslike videoapplicationsor thecollaborationof
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Fig.1. Modelof theResourceManagementComponent

severalpeopleatasharedapplication.All otherapplicationswhicharenotableto specifytheir requirementsor do
not needguaranteesfrom theend-system,aredefinedasbackgroundapplicationsandhave to sharetheavailable
resources,notusedby thescheduledapplications.

As shown in Figure1, theRMC is responsiblefor theschedulingandallocationof operatingsystemandnet-
work resources.Furthermore,asystematicmappingof qualityof serviceparameterscanbeachievedby providing
anapplication-orientedinterfacefor describingthe requirements.From theserequirementsthespecificdemands
of theapplicationhasto bederivedin connectionwith theknowledgeaboutindirectresourceswhich areneeded
for theexecutionof theapplication.

2.2 Operating SystemManagement

Theoperatingsystemhasto provide aninterfacefor thespecificationof theapplicationrequirementsin termsof
neededCPU-time,memoryanddevices.Thereforeanoperatingsystemis needed,wherethespecificationof such
parametersis possibleandtheoperatingsystemitself hasknowledgeabouttheexecutiontimeof its own processes.
A further important featureis the supportof real-timeapplicationsby introducinga real-timepersonalityfor
efficient accessto theoperatingsystemresources.Furthermoretheoperatingsystemshouldprovide information
aboutthe capacityof systemresourcesandcurrentlyrunningapplications.This informationcanbe usedby the
RMC to determinetheimportanceof applicationrequestsandtheavailability of systemresourcesor devices.On
start,every applicationnegotiatestheresourcesit needsby passinga setof QoSparameterto theRMC. This set
consistsof qualitativeparameterssuchas

– videoframerate
– videopicturesize
– colormodel
– audioquality (likephone,radio,CD, mono/stereo)or quantitativeparameterslike
– busbandwidth,
– CPU,
– memory.

By useof a mappingdatabase,theRMC convertsthequalitative to quantitativeparameters.Theseparameters
shouldbeasmachineindependentaspossible.For scheduling,a CPU specificdescriptioncanbederivedby an
algorithm-specificdescription,calledProcess-Mix(PM) (1).Thisconsistsof aproportionof theratebetweenInte-
ger(IPU), Floating-point(FPU)andMemoryInstruction(MPU). This triple is eitherwell known (e.g.,for MPEG
decoding)or canbedeterminedby a simpleinstructionprofiler which scanstheappropriatepartof theprogram.
Weightedwith a CPU-specifictriple, a per-instruction-code(PIC) canbecalculated(2). This PIC multiplied by
the givennumberof instructionsdivided by theCPU frequency is the partof the CPU this applicationtakes.In
combinationwith thefrequency how oftenthiscodeis executedpertime thereservationfor thescheduleris made
(3).

PM � �
IPU � FPU � MPU � (1)



PICCPU � PM � CPU (2)

SchedRes � PICCPU � Instructions
FreqCPU

� loops (3)

2.3 Network Management

The integratedmanagementof quality of serviceis necessaryfor anefficient supportof applicationsin theend-
systemandend-to-endbetweentheinvolvedhosts[9,15]. In ourmodelanapplicationlevel interfaceis described,
which allows a high level specificationof thequality of servicedemandsof theapplication.Theserequirements
aremappeddown to thenetwork andaretranslatedinto network parametersof theunderlyinglayers.Fromthere
a reservationof bandwidthandthenegotiationof theparameterswith thecorrespondingend-systemcanbedone.
ContentdependeddatahandlingTheOSI referencemodelinsistson theseparationof applicationdependentand
transportdependentlayers.So the knowledgeon applicationspecificsis hiddenfrom the transportsystem.This
is partly negatedby specifyingQoS parametersfor connections.But the transportsystemcan only adaptthe
bandwidthandbuffer spaceaccordingto theadjustmentsof theapplication.Thisdoesnotpreventthereceiverof a
datastreamfrom handlinguselessdata,mostimportantoutof timedata.Ourapproachfavoursacentralscheduling
insidethetransportsystemto controltheloadat theend-systemgeneratedby network access.Network resources
arecountable.Thereforean intelligent resourceandanadmissioncontrolareneededinsidethe transportsystem
to preventinstableconditionsdueto lack of buffersandprocessingcapabilities.This centralschedulingcanonly
be efficient with the knowledgeof the datacontenttransportedthroughthe network. With this knowledgeand
on the basisof a priority schemethe sendingentity candecideto drop lessimportantdatain timesof network
congestion.The receiving entity canmake decisionswhendatais lost or is beingcorruptedinsidethe network
without transportingall datato the application.So a betterend-systemperformancecanbe achieved andmore
resourcescanbe madeavailablefor userprocesses.In our opinion the quality of serviceparameters,normally
givento thetransportsystem(bursts,bandwidthandrate),arenot enoughto handlethedatain a contentspecific
way. Most dataitemshave several parts,becauseapplicationsusually take a sort of containersto transportthe
neededinformation.A containercanbe a header, in which the structureof the following informationis coded,
a real containerlike it is usedin RTP, or a similar kind of package,in which the information is transported.
Furthermoreapplicationdataitself is structured.Usually therearepartswhich areindependent,andpartswhich
dependoneachother. Thisis veryapplicationspecificanddependsonimplementation,standardsandusedformats.
Most applicationsusethe samestructurefor every dataitem transmitted,so that the structurehasto be given
to the transportsystemonly onceat connectionsetuptime. By providing this information additionally to the
normalQuality of Serviceparametersthe transportsystemis ableto handledelayandlossconstraintsin a more
specificwayaccordingto therequirementsof theapplication.Theapplicationhasto provideadescriptionof their
Application DataUnit (ADU) in termsof type, structure,dependenciesandpriorities.The following structures
givea generalADU definition.
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TheADU descriptionconsistsof an ADU type,a delayanda varyingnumberof segmentdescriptions.The
adu type can be usedto specify distinct applicationcoding formatslike MPEG, MJPEGor RTP, if thereis a
databasewheresuchdescriptionsarestored.At the momentthe adu type is usedto definewhetheran ADU is
structuredor not. The delayis specifiedfor every ADU type to allow differentdelaysfor differenttypesof an
ADU. So it is possibleto distinguishbetweendataandcontrol informationinsidethe transportsystemanduse
differentconnectionsfor them.The segmentdescriptioncontainsinformationaboutthe priority of the segment
inside the ADU, which can be usedfor discardingstrategies inside the transportsystem.Discardingof whole
ADUs could occur if the transmittingapplicationbroke the QoScontract,the network is too busy, not all parts
of theADU aretransmittederrorfreeor thereceiving applicationcannotconsumeat thetransmittedrate.Further
dependcharacterizesthe dependenciesbetweenthe varioussegmentsinsidean ADU. If a packet of an ADU is
lost andcannot be retransmittedin time, the protocolcanobserve thedependenciesanddropalsothe resulting
uselesspackets.Theretransmissionalgorithmat thereceiversidedependsontheerrorcontrolgivenfor asegment,
a morefine grainedapproachthanonly on thebasisof a loss rateandgap lossof thewholemediastream[13].
On thesendersidetheapplicationnegotiatesa QoScontractwith thetransportsystemby providing this structure
additionally to the normalQoSparametersfor the connection.During transmissionthe applicationonly hasto
provide the ADUs and an arraywith the lengthof the segments.So the transportsystemcan executean user
orientedsegmentationin thecaseof anunderlyingATM network into AAL5 packetsby utilizing thelengthof the
segmentsandsetprioritiesfor theresultingAAL5 PDU’s accordingto thecorrespondingsegmentdescriptions.If
thenetwork loadis toohighto sendall packetswithin therequestedtime,low-priority packetscanbediscarded.If
oneAAL5 PDU is lost on receiver side,thereceiver candetectthecorrespondingsegmentandthedependencies
and executesthe error control provided for the segment.If thereis no time left for retransmissionsthe whole
segmentandall dependingsegmentsarediscardedor if necessarythe whole ADU. This can alsoapply if the
receiving applicationcannotconsumethestreamat therequiredrate.TheneitherthewholeADU or partsof it are
discarded.

d e e f e e f

Fig.2. Dependencieswithin aGOPin MPEG

With thisstructurevariousdescriptionscanbemade.Oneexampleis givennow for thedescriptionof aMPEG
stream.Thereareseveralopportunities.On theonesidetheapplicationcandescribethecompositionof theframe
asan ADU andon the othersideyou candefinea GroupOf Pictures(GOP)asan ADU. Thenyou describea
frameasasegmentof theADU. Figure2 showsthedependencieswithin aGOP. If P-frameis lostat receiverside,
all B-framesusingreferencesof this P-framecanbe discarded.Also the following P-framecannot be decoded
andmaybeomitted.But thedescriptiongivenby theapplicationshouldcomplyto thetransmittedstructure.For
example,aninputsequenceof IBBPBBP will bearrangedin theoutputsequenceasIPBBPBB for transmission.This
is only oneexample,thedescriptioncanalsobeappliedto otherstructureddata,like mailswith attachments,web
pages,everyvideoor audiocodingformatandsoon.

3 Conclusions

In thispaper, wepresentedanapproachfor centraladmissioncontrolin end-systems.Guaranteesareonly provided
for applications,appliedfor resourcesat this component.All othersaredefinedto be backgroundapplications,
whichhave low priority andwill beexecutedwhentimepermits.Thisapproachallowsthehigh level specification
of resourcesandbehavior of theapplication.This is a necessaryrequirementfor managingend-systemandnet-
work resourceseffectively. With this knowledgeaboutrunningapplicationstheadmissionof new applicationson
basisof their resourcerequirementsbecomespossible.Soa runningoutof resourcesof theend-systemor thenet-
work canbepreventedandapplicationsdon’t obstructeachother. Theinclusionof a distributednetwork resource
managementto thisapproachis plannedin thefuture.
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