Hardware-basierte Sicherheit:
Trusted Computing, TPM & Intel SGX
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Probl llung /= 4*
PAnonymify&Frivacy R ung.;f' - &

o  ANONYMITY IS NOT A CRIME

& Ziel:
= Auslagerung von Teilen der IT-Infrastruktur in die Cloud

¥ Sicherheits-Problem:

> Datenspeicherung / -verarbeitung auBerhalb der eigenen
physischen Kontrolle

#$ Losungsansatze:
x> organisatorische:
¢ vertragliche Regelungen
< Audits

= technische!
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Technische Ansatze flr = ..
#P Anonymity & Privacy Datenschutz & Datensicherheit in der Cloud /

ANONYMITY IS NOT A CRIME

8 Ziel:
> Auslagerung der Datenspeicherung
< Backup
4 Archiv
> Verarbeitung weiter hausintern

#& Losung:
 Verschlisselung der Daten vor Ubermittlung in die Cloud
> ggf. Aufteilung auf mehrere Cloud-Anbieter
% k-aus-n Verfahren:
— Schreiben: Aufteilung auf n Cloud-Anbieter
- Lesen: k-Teile notwendig

Verfiigbarkeit




Technische Ansatze fur
#P Anonymity & Privacy Datenschutz & Datensicherheit in der Cloud /

ANONYMITY IS NOT A CRIME

¥$ Ziel:
= Auslagerung der Datenverarbeitung
@ ressourcenintensive Berechnungen
<Big-Data
¢ kostengunstige Skalierbarkeit
@ ...

65 IS DD
DRESDEN . R u

Datenschutz und Datensicherheit



Infrastructure as a Service— ;*“‘";:'
P Anonymity & Privacy Status quo_/'
¢ ANONYMITY IS NOT A CRIME '

virtuelle Maschine virtuelle Maschine

Betriebssystem Betriebssystem

Virtualisierungsschicht

Hardware

#$& Separierung durch Software
#& groBe Trusted Computing Base (TCB):

> Hardware, Virtualisierung (Hypervisor), Betriebssystem,
Anwendungssoftware

# kein Schutz gegentber Betreiber der Hardware
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Technische Ansatze flr

" Anonymity & Privacy Datenschutz & Datensicherheit in der Cloud /
- ANONYMITY IS NOT A CRIME '

& Ziel:
> Auslagerung der Datenverarbeitung
< Schutz auch gegeniiber dem Betreiber!

¥ Losungsansatze:

sichere
Berechnungen

Kryptographie Hardware

Trusted
Mehrparteien Homomorphe Trusted Boot / Computing/

Berechnungen §|Verschlisselun TPM
g g Intel SGX

() IRers DD
!—' DRESDEN 2 e w

Datenschutz und Datensicherheit




AP Anonymity & Privacy Sichere Mehrparteien-Berechnungen

ANONYMITY IS NOT A CRIME
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Technische Ansatze flr

" Anonymity & Privacy Datenschutz & Datensicherheit in der Cloud /
- ANONYMITY IS NOT A CRIME '

& Ziel:
> Auslagerung der Datenverarbeitung
< Schutz auch gegeniiber dem Betreiber!

¥ Losungsansatze:

sichere
Berechnungen

Kryptographie Hardware

Trusted
Mehrparteien Homomorphe Trusted Boot / Computing/

Berechnungen |[RVerschlisselun TPM
g g Intel SGX
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P Anonymity & Privacy Homomorphe Verschlusselung_/, 4"

ANONYMITY IS NOT A CRIME

@ Verschlusselung @ Entschlusselung
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Berechnung auf
verschliisselten Daten
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Sichere Berechnungen—
~ Anonymity & Privacy Homomorphe Verschlusselung

- ANONYMITY IS NOT A CRIME

a = b = a+b

Verschlisselung
Verschllsselung
Entschlisselun

S— Berechnung z.B. in der Cloud /

S —

#& Berechnungen auf verschllsselten Eingaben
> ggf. von unterschiedlichen Parteien

# Ausnutzung von Homomorphismus:
© f(a) e f(b)=f(a+b)

#& im Prinzip: beliebige “Schaltkreise” / Algorithmen berechenbar
> gewaltiger Rechenaufwand!



Homomorphe Verschllsselung—
P Anonymity & Privacy Beispielanwendung: Umfrage
ANONYMITY IS NOT A CRIME

ALt
¥ dudis - General Meeting - %

&= C | & https://dudle.inf.tu-dresden.de/privacy/anonymous_finished; Qs =
T .h". DAMO Ely gues prasieiro Anca e aliana ederiand A0y C atala C 5 Alego
U NIVERSITA

UK U
[) " d d 0 d Profe Date LZ d Date C e e D aie O = = 2rd Be 0
DUDLE GENERAL MEETING
Home
O Poll
Oct 2010
History
. Mon, 11 Tue, 12 Wed, 13 Thu, 14
Edit Columns
ft ft fit fit
Invite Participants 10:00 11:00 [ of  10:00 11:00 O % 10:00 11:00 °oF 10:00 11:00 o
Name -« lunch lunch lunch lunch
Access Control = = . E = . s ra . va va .
Overview Ma”ory - - . - . . - . . - . -
Delete Pol
Car[}l - - - - - - - - - - - -
Customize
Dave - - ™ - - ™ - - - - ™ -
Alice hI - . - . . - . - - . -
Bob Has voted anonymously!

Total -----—--—--—

#$ Termin finden: Homomorphe Addition ohne individuelle Verfligbarkeiten zu verraten
88 https://dudle.inf.tu-dresden.de/privacy/




Technische Ansatze flr

" Anonymity & Privacy Datenschutz & Datensicherheit in der Cloud /
- ANONYMITY IS NOT A CRIME '

& Ziel:
> Auslagerung der Datenverarbeitung
< Schutz auch gegeniiber dem Betreiber!

¥ Losungsansatze:

sichere
Berechnungen

Kryptographie Hardware

Trusted
Mehrparteien Homomorphe Trusted Boot / Computing/

Berechnungen @Verschlisselun TPM
g g Intel SGX
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Secure / Authenticated Boot — ﬁ

_ P Anonymity & Privacy TPM / 'w___ .

£  ANONYMITY IS NOT A CRIME

¥$ Ziel:
> sicheres / vertrauenswulrdiges Booten

¥ Secure Boot:
> nur genau definierte Software-Komponenten werden geladen

¥ Authenticated Boot:

> beliebige Software-Komponente werden geladen, aber
Systemzustand (remote) Uberprifbar

# basiert auf Hardwaresicherheitsmodul (TPM)
> spezifiziert durch Trusted Computing Group (TCG)
 http://www.trustedcomputinggroup.org/
> Bestandteil vieler aktueller Plattformen/Rechner
< Ggf. proprietare Losungen: Apple T2

# A “trusted system or component” is defined as “one which can break
the security policy” [Definition des US Department of Defense gemé&B Ross Anderson]
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http://www.trustedcomputinggroup.org/

high

P Anonymity & Privacy TPM Funktlonalltaten_/, : d-

4  ANONYMITY IS NOT A CRIME

¢ Sealed storage
> Verschlisselung von persistenten Daten
= Entschllisselung nur bei gleichem Systemzustand moglich

#$ Remote attestation
= Uberprifen des Systemzustands aus der Ferne

#$ digitale Identitat
= digitale Signatur gebunden an TPM
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| P Anonymity & Privacy Trusted Platform Module (TPM) ;,,- : g

ANONYMITY IS NOT A CRIME

_ Platform Attestation
Non-Volatile : ) Program
Configuration Identity
Storage _ Code
Register (PCR) Key (AIK)

Communications

Random

SHA-1 Key RSA Exec
Number ) . _ Opt-in
Enginell Generation§ Engine Engine
Generator

Trusted Platform Module (TPM) [TcG 1.2]
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Messen / Protokollieren / Ausfiihren

P Anonymity & Privacy

Secure Boot

-~ ANONYMITY IS NOT A CRIME

Virtualisierungsschicht

Boot Loader

virtuelle Maschine

Betriebssystem

BIOS/Firmware/UEFI

TECHNISCHE
@ UNIVERSITAT
DRESDEN

TPM Hardware

Systemzustand
uberpriufbar

groBBe Trusted

Computing Base

(TCB):

> Hardware,
Virtualisierung
(Hypervisor),
Betriebssystem,
Anwendungssoft
ware

separate Hardware
notwendig (TPM)

schwacher Schutz
gegenlber Betreiber
der Hardware
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Technische Ansatze flr

" Anonymity & Privacy Datenschutz & Datensicherheit in der Cloud /
- ANONYMITY IS NOT A CRIME '

& Ziel:
> Auslagerung der Datenverarbeitung
< Schutz auch gegeniiber dem Betreiber!

¥ Losungsansatze:

sichere
Berechnungen

Kryptographie Hardware

Trusted
Mehrparteien Homomorphe Trusted Boot / Computing/

Berechnungen @Verschlisselun TPM
g g Intel SGX
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=

<3 P Anonymity & Privacy Intel SGX r;.-”:” =

ANONYMITY IS NOT A CRIME

¥ Ziele:

> sichere Datenverarbeitung auf System, uber die man keine
physische Kontrolle hat

4 Schaffung einer sicheren Ausfiuhrungsumgebung
(Trusted Execution Environment)

> Verringerung der Trusted Computing Base (TCB)

#$ Losungsansatz:
> Hardwaresicherheitsmodul integriert in CPU-Die

= Programmkode und Daten auBerhalb der CPU nur
verschlisselt

> innerhalb der CPU unverschlisselt
< Begriff: Enclave

ONWERSITAT DLQ)D
1 g
DRESDEN 8 Professur

Datenschutz und Datensicherheit



Sichere Datenverarbeitung in Enclaven
P Anonymity & Privacy bei Intel SGX

P ANONYMITY IS NOT A CRIME

virtuelle Maschine % kleinere Trusted
Computing Base (TCB):
> Hardware (!),
Teile der
Anwendungs-
software

EENTER

#$ Schutz gegenuber
Betreiber der Hardware

¥ Remote Attestation von
Enclaven madglich

Betriebssystem

#$ keine zusatzliche
Hardware notwendig

Virtualisierungsschicht 8 aktuell: unsichere

Umsetzung
Hardware CPU mit Intel SGX © Seitenkanalangriffe

DY DED
DRESDEN o U

Datenschutz und Datensicherheit



Verschlusselung zwischen ;*“'T
P Anonymiby & Privacy CPU und Hauptspeicher /

4  ANONYMITY IS NOT A CRIME

Speicher-Bus

CPU mit Intel SGX Hauptspeicher

#& innerhalb der CPU: unverschlisselt
# auBerhalb der CPU: verschlisselt und integritatsgesichert
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. Cryptographic Building Blocks /« ~ /**
m — yptograp g -
W ANONYMITY IS NOT A CRIME

Some background
on cryptography



Enclave Measurement and Identity

Anonymity & Privacy

ANONYMITY IS NOT A CRIME

= Hashfunction

#¢ SGX register
# ,Identity" of Enclave
> not necessarily unique

# MRENCLAVE is fixed after initialisation of Enclave (EINIT)
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? Anonymity & Privacy Identity of Enclave Owner

- ANONYMITY IS NOT A CRIME

# Enclave author/owner/builder has RSA (signature) key pair:
= public test key: o, ner
> private signature key: s,

¥ Pseudonym/digital identity of enclave owner: Pg,ner=SHA-256(toner)

¥ Enclave certificate (SIGSTRUCT) [ SIGSTRUCT ]
= checked during Enclave initialisation kljzir:;ng
> Powner IS Stored in MRSIGNER

tOwner

8 built-in support for secure data exchange between Enclaves with same Pg,ner
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\_— DRESDEN & o 9,

Datenschutz und Datensicherheit



| |P P e Enclave Attestation s
- ANDONYMITY 1S NOT A CRIME
& Intra-Platform Enclave Attestation (/ocal attestation)

> between two Enclaves running on the same hardware
> allows secure data exchange

& Inter-Platform Enclave Attestation (remote attestation)
> allows an external third party to verify an Enclave

€0 Irenes DED
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Anonymity & Privacy

Intra-Platform Enclave Attestation /- * /"

NONYMITY 1S NOT A CRIME

l

EREPORT(M RENCLAVEB)
[REPORT] @ @
MRENGLAV Kas
MRSlGNER,/ EGETKEY(MRENCLAVE,)
(Datay,)
Intel SGX

@ MRENCLAVE,

@ REPORT

W

#$ Enclave B can be sure that Data, is originated form Enclave A
> use case: Data, - public key
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Inter-Platform Enclave Attestation —

g\ Anonymity & Privacy simplified view /-

ANONYMITY IS NOT A CRIME

local
attestation

A
v

/, [ QUOTE]

SAttestation

Intel SGX

# Remote attestation is executed by a special Enclave: the Quoting Enclave
# signature scheme is a group signature

> Intel Enhanced Privacy ID (EPID)

[ Sattestation 1S UNique per device

() IRers DED
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Group Signatures
(Chaum, van Heyst 1991)

27

* |dea: digital signature on behalf of a group without
revealing which group member did sign
« Setting:
— Group Manager (can be distributed):
* generates group key pair
* join / leave of group members
* revoke anonymity of group members
— Join:
 member learns his private key for signing
— Leave:
 private key of the member is revoked
— Signing:
* every member of group
— Verification:
» everybody with the help of the group public key



Properties of a Group Signature Scheme

28

Soundness and Completeness
— valid signatures always verify correctly
— invalid signatures always fail verification.
Unforgeable
— only group members can create valid signatures
Anonymity
— given a message and its signature, the signing group member

cannot be determined (sometimes: without the group manager's
private key)

Traceability

— group manager can trace which group member issued a signature

Unlinkability

— given two messages and their signatures, only group manager can
tell if the signatures were from the same signer or not



Properties of a Group Signature Scheme

29

* No Framing

— colluding group members (and manager) cannot forge a signature
of a non-participating group member

« Unforgeable tracing verification

— group manager cannot falsely accuse a signer of creating a
signature he did not create

« Coalition resistance

— colluding group members cannot generate a signature that the
group manager cannot trace to one of the colluding group
members



Inter-Platform Enclave Attestation —

g\ Anonymity & Privacy simplified view /-

ANONYMITY IS NOT A CRIME

local
attestation

A
v

/, [ QUOTE]

SAttestation

Intel SGX

# Remote attestation is executed by a special Enclave: the Quoting Enclave
# signature scheme is a group signature

> Intel Enhanced Privacy ID (EPID)

[ Sattestation 1S UNique per device
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AP iy & Privaicy

Inter-Platform Enclave Attestation —

enhanced view |/

ANONYMITY IS NOT A CRIME

@ MRENCIL

AVE,

A

(@ nonce
(challenge)

nonce

@ REPORT

[ REPORT ]

|

Intel SGX

[ QUOTE]

SAttestation

Server

¥ nonce ensures freshness
¥ testkey fapectation €NCOdes the SGX (firmware) version (Trusted Computing Base)
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[ QUOTE]
MRENCLAVE,
MRSIGNER,
Resp(n/once)

SAttestation

- DAD
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Enclave Data Sealing (encryption) /- i

ANONYMITY IS NOT A CRIME

®
EGETKEY(Policy)

l

Intel SGX

# it's only about the keys - not the encryption itself

A1) UNVERSITAT DD
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Sealing to the Enclave Owner Identity—
simplified view / ~

ANONYMITY 15 NOT A CRIME

@
EGETKEY(Policy=0wnerID)

l

@ Kpune~KeyGen(MRSIGNER)

Intel SGX

% KeyGen(MRSIGNER)=KeyGen(MRSIGNER') €=>MRSIGNER=MRSIGNER’

) DRARERAs DD
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Sealing to the Enclave Owner Identity—

g\ Anonymity & Privacy enhanced view |

ANONYMITY IS NOT A CRIME

@ K, Owner

@
EGETKEY(Policy=0wnerlD,

minVersion)

|
@

if( Version ( Enclave, ) < minVersion )

kOWner= NULL
else

KownemKeyGen(MRSIGNER, minVersion)

%

Intel SGX

¥ older software cannot access data of newer software
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P Anonymity & Privacy
4  ANONYMITY IS NOT A CRIME

Mysterious OwnerEpoch /ﬁ

# EGETKEY(...,OwnerEpoch)
> OwnerEpoch
<+ is kind of master secret
<% can be changed by the platform owner
— use case: permanent/temporarily access prevention to keys
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Derivation of Attestation Keys

P A"O"Y"“b’ & Prwucy (SDevice. SAttestation) i
- ANONYMITY IS NOT A CRIME

#H  Spevice depends on Trusted Computing Base (TCB)
> SGX hardware revision
> SGX software revision

& each revision of the TCB has an increasing Security Version Number (SVN)

SVN —
KDF —

kMaster

Intel SGX

(D) IR DD
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high

P T Derivation of Attestation Keys (sDevice)_ / : i

4  ANONYMITY IS NOT A CRIME

#H  Spevice depends on Trusted Computing Base (TCB)
= SGX hardware revision
= SGX software revision

& each revision of the TCB has an increasing Security Version Number (SVN)

Ssun_max —KDF(Ayaster)

SVN — SSVN_MAX-1 =KDF(SSVN_MAX)

kMaster—’ =KDF(SSVNH) —>

S, =KDF(s,)

Intel SGX
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Master Key Creation and Attestation Key

Registration (with the Group Manager) /

J kMaster

> ANONYMITY IS NOT A CRIME
k kMaster Manu-
Master Fuses ]
facturing
v
KDF —>

EG ETKE\{(Provisioning)

join(

ke

rovisioning

Intel SGX

kP(SAttestation)

Server

# join will not reveal Spiectation t0 the Group manager
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ANONYMITY IS NOT A CRIME

EG ETKEY{(Pro visioning)

Provisioning
kProvisioning( f)

kProvisioning( /')

)
Intel SGX

Datenschutz und Datensicherheit



ANONYMITY IS NOT A CRIME

EG ETKEY{(Pro visioning)

Provisioning

Sros=KeyGenge psa (Forovisioning)

Intel SGX

Lron=KeyGengc psa (4erovisioning)

nonce

Srcp(nonce)

/2 TECHNISCHE
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P Anonymity & Privacy
S ANONYMITY IS NOT A CRIME

Intel SGX: aktueller Stand /#w =

# Hardware verfugbar

# SDK (Windows, Linux) verflugbar
= Umfangreiche Anpassungen / Neu-Schreiben von Anwendung notwendig
#& Forschungs-Prototypen:
= Microsoft Haven
< komplette VM innerhalb Enclave
= Microsoft VC3
< Map-Reduce mit Hadoop
< nur Map- und Reduce-Funktionen in Enclave

#& Forschungsprojekte mit TUD-Beteiligung
> Secure Enclaves for REactive Cloud Applications (SERECA)

SERECA

> Secure Big Data Processing in Untrusted Clouds (SecureCloud)

> Ergebnis: SCONE: Plattform flr Cross-Compilierung von ey . F
Anwendungen zur Ausflhrung in Enclave (scontain.com) SecureCloud
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