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TU Dresden DOS: Robust File Systems

ROADMAP

■ File system structures 

■ Inconsistencies after a crash 

■ Consistency mechanisms: 

■ Synchronous writes 

■ Soft updates 

■ Journaling 

■ Log-structured 

■ Copy-on-write
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FILE SYSTEMS

■ File system maps objects (files) to locations (blocks) 

■ Mapping described by metadata: 

■ Hierarchy of directories: dir entries map filenames to inodes 

■ Inodes store attributes and pointers 

■ Pointers specify blocks that store file contents 

■ Status of inodes, blocks: free / used 

■ All metadata is stored in (metadata) blocks
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FILE SYSTEM STRUCTURES
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0101000010110

00101101110111

1111000000011

01111111101100

Block #23 Block #24 Block #25

Block #42 Block #43 Block #44 Block #45 Block #46 Block #49

File system structures are 
read and written as whole 
blocks

Block #0

Blocks on storage medium 
are addressed linearly by 
block numbers
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FILE SYSTEM STRUCTURES
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Inode block
Directory block
Indirect block

#4
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#9
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#11

Bitmap block
Data block
Super block

File system structures for filewith 
pathname “…/dir1/bar”
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CONSISTENCY PROBLEM
■ All changes happen in buffer cache 

■ Dependencies between changed and unchanged blocks: 

■ Metadata and file contents 

■ Within metadata 

➡Dependencies also exist between blocks: 

■ Problem: writing multiple blocks is not atomic (usually only 
sectors can be written atomically) 

■ Crashes or power failure while writing multiple 
interdependent blocks can cause inconsistencies!
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FILE SYSTEM STRUCTURES
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BUFFER CACHE
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Any type of access (read/write) to block contents can only happen, if the block 
contents are in main memory. Therefore, blocks must usually first be read from 
the storage medium. The operating system manages all block copies in memory 
in the buffer cache.

Storage

Persistent versions of all blocks on storage 
medium (hard disk, SSD, …)
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BUFFER CACHE
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Buffer Cache

All changes to blocks are first made to the 
copies in the buffer cache. These changes 
must then be written back to the storage 
medium (sync operation).

If only a subset of the modified blocks is written 
back from the buffer cache, inconsistencies 
may occur in the persistent block copies on 
the storage medium!

Modified versions of the blocks, 
both in the buffer cache and on 
the persistent storage medium

New/modified blocks after creating 
a new file (not persistent yet)

Storage

Persistent versions of all blocks on storage 
medium (hard disk, SSD, …)
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INVALID  ALLOCATION BITMAP

11

foo
bar     #9

#8
#9

#10
#11

Buffer Cache Storage

foo
bar     #9

0101000010110

00101101110111

1111000000011

01111111101100

#8

#10
#11

#9

Inconsistency: New versions of data, 
inode and directory blocks have been 
written back, but old version of bitmap 
block on storage medium claims data 
block are not allocated.

Data loss will occur, when supposedly 
“free” data blocks are allocated for new 
data that will then overwrite the existing 
file contents!

0101000010110

00101101110100

1111000000011

01111111101100

Crash!
(before writing 
bitmap block)

Inode block / Directory block / Indirect block / Bitmap block / Data block
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INVALID POINTERS
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foo
bar     #9

#8
#9
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#11

Buffer Cache Storage

0101000010110

00101101110111

1111000000011

01111111101100

foo
bar     #9

#8
#9

#10
#11

Inkonsistency: Bitmap, 
directory and data blocks 
have already been written, but 
inode block has not been 
updated yet.

Data from other files or even 
deleted file contents are 
referenced by the old version 
of the inode!

“Free”/“used” state in block  
allocation bitmap likely does 
not match the actual blocks 
referenced from the inode.

Crash! 
(before writing 
inode block)

Inode block / Directory block / Indirect block / Bitmap block / Data block
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TYPES OF INCONSISTENCIES
■ Critical: loss of already persistent data 

■ Pointer to incorrect inode; blocks from deleted / unrelated files 

■ Block / inode marked as free, but referenced 

■ Value of reference counter in inode too low 

■ Non-critical: temporary resource leaks 

■ Free block / inode marked as occupied 

■ Reference counter in inode too high 

■ Data block (or inode) written, but block pointer (or dir entry) not 

■ Can be repaired 😊
13
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SYNCHRONOUS WRITES

■ Idea: Write modified blocks immediately in a safe 
sequence: 

■ First write allocation bitmap block, then write new block 

■ First write block, then write pointer to it 

■ Blocks are written synchronously: 

■ Metadata blocks: Wait for feedback from storage device 
after writing each metadata block (write barrier) 

■ Data blocks: Waiting for last block to be written is sufficient

15



TU Dresden DOS: Robust File Systems

SYNCHRONOUS WRITES
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foo
bar     #9

#8
#9

#10
#11

Buffer Cache Storage

foo
bar     #9
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00101101110111
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#8

#10
#11

#9

0101000010110

00101101110111

1111000000011

01111111101100

(1) a

(1) b

(1) c

(3)

(5)

Order of operations:
(1) Write bitmap and data blocks 

(a-c)
(2) [Write Barrier]
(3) Write Inode block
(4) [Write Barrier]
(5) Write directory block
(6) [Write Barrier]

Inode block / Directory block / Indirect block / Bitmap block / Data block
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SYNCHRONOUS WRITES
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Example: creating a new, empty file 

1) Allocate inode, write inode bitmap 

2) Initialize inode, write inode block 

3) Write inode block: 

a) If necessary: allocate new directory block, write bitmap blocks, do 
necessary write barriers, etc. (not discussed here) 

b) Write new/modified directory block 

c) Update inode of directory (timestamps, size) + 
Write updated inode block

[Write Barrier]

[Write Barrier]

[Write Barrier]

[Write Barrier]
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CONSISTENCY RULES

■ Fundamental consistency rules: 

■ Valid pointers: Never write a pointer to a resource, before 
this resource has been fully initialized 

■ Reuse: Never reuse the storage location of a deleted 
resource, before all previous pointers to it have been 
invalidated 

■ Reachability: Never invalidate the pointer to a resource 
that should not be deleted, before the new pointer to this 
resource has been written
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PROPERTIES
■ Only non-critical inconsistencies after crash: 
■ Resource leaks possible: inodes, blocks 

■ Values in reference counters too high 

■ But: no pointers to uninitialized metadata or invalid file contents 

■ CLEAN flag not set in superblock 

■ Correction: File system check (fsck) 

■ Poor performance: 
■ For each operation: several write barriers (expensive!!!) 

■ After crash: (very) time-consuming fsck run
19
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INCONVENIENT HARDWARE TRUTHS
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Cache

Harddisk

Controller

Buffer Cache
(Main Memory)

CPU

Caches: Operating system manages 
buffer cache; storage device has its 
own cache (typically stores whole 
tracks in case of a harddisk).

Storage media: Data and metadata blocks 
are distributed across surface (for a harddisk, 
the read/write head needs to be positioned 
above the right track).
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INCONVENIENT HARDWARE TRUTHS
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Source: [1]

Command queuing:
• Host computer can send multiple read/write jobs 

to the harddisk
• Harddisk controller decides on optimal order
• No assumptions can be made about the order of 

writes to persistent storage (but host will receive 
a notification once requests have completed)

Ensuring a specific order of writes can be difficult:
• Older specifications such as Serial ATA do not recognize write barriers 
→ storage device may reorder pending write operations at will

• With Serial ATA, guaranteed persistence of one block before another can 
only be ensured by explicitly flushing the internal cache (FLUSH command)

• Advantages of command queuing are lost
• New interfaces such as NVMe allow the host to specify write barriers 

between queued write commands that the storage device must not violate
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INCONVENIENT HARDWARE TRUTHS
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Cache

Solid State Disk

Controller

Buffer Cache
(Main Memory)

CPU

Caches: Operating system manages 
buffer cache; storage device has its 
own cache (typically stores whole 
tracks in case of a harddisk).

Storage media: Data and metadata blocks are 
distributed across one or more flash memory 
chips. Command queuing needed to utilize all 
flash chips in parallel for maximum performance.

Flash Flash

Flash Flash
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SOFT UPDATES
■ Idea: Buffer many modifications, write in batches (a bit) later 

1. Identify “safe-to-write” blocks (i.e., not causing inconsistencies) 
Note: these blocks are the ones that would be written before the 
first write barrier when using the “synchronous writes” approach 

2. Write “safe-to-write” blocks in one batch 

3. Do one write barrier 

4. Additional blocks will now be “safe-to-write”, because their 
dependencies have been satisfied by the previous batch write 

5. Go back to step 1
24
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SOFT UPDATES
■ Implementation details: 

■ Dependency structures for each block in buffer cache: 
■ Metadata (e.g., directory → inode) 

■ Data (inode / indirect block → data block) 

■ Consider all dependencies for all modified blocks 

■ Cycles in dependency graph prevent certain blocks from 
reaching “safe-to-write” state 

■ Roll-back conflicting changes to break cycle; write block twice: 
1) “Safe-to-write” intermediate version with only safe changes 
2) Version will previously unsafe (now safe) changes re-applied
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CYCLIC DEPENDENCIES
■ State of inode and directory 

blocks in buffer cache: 

a) No write dependency 

b) Inode block must be initialized 
before writing directory block 

c) Inode pointer in directory 
entry must be invalidated 
before inode can be freed 

■ Now there is a cyclic 
dependency!

26

#8
#9

#10
#11

A        #8
B        #9
C        #3
D        #11

b) File D created

#8
#9 B        #9

#10
#11

C        #3

a) No modification
A        #8

--        #0

#8
#9

#10
#11

--        #0
B        #9
C        #3
D        #11

c) File A deleted

Source: [2]
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BREAKING THE CYCLE
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--        #0
B        #9
C        #3
D       #11

Buffer Cache Storage

A        #8
B        #9
C        #3
--        #0

a) Metadata blocks 
modified in cache

#8
#9

#10
#11

#8
#9

#10
#11

--        #0
B        #9
C        #3
D       #11

--        #0
B        #9
C        #3

b) Directory block 
written (but without 
new dir entry for D)

#8
#9

#10
#11

#8
#9

#10
#11 --        #0

--        #0
B        #9
C        #3
D       #11

--        #0
B        #9
C        #3

c) Inode block written#8
#9

#10
#11

#8
#9

#10
#11 --        #0

--        #0
B        #9
C        #3
D       #11

--        #0
B        #9
C        #3
D       #11

d) Directory block 
written again (this time 
including D)

#8
#9

#10
#11

#8
#9

#10
#11 Source: [2]
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TRACKING DEPENDENCIES
■ Goal: Write modified blocks at any time 

■ Soft-updates code inspects dependency structures before write 
operation: 
■ Consistent / isolated modifications can be written immediately 

without side effects 
■ Modifications with unsatisfied dependencies are rolled back 

temporarily for block-write operation 
■ After consistent version of block is been written, re-apply temporarily 

removed modifications 

■ There is a dependency structure for each modification in a block 
(stored in linked list attached to buffer head)
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DEPENDENCY STRUCTURES
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Name Function Associated Structures

bmsafemap track bitmap dependencies (points to lists of dependency structures for recently
allocated blocks and inodes) cylinder group block

inodedep
track inode dependencies (information and list head pointers for all inode-
related dependencies, including changes to the link count, the block pointers,
and the file size)

inode block

allocdirect
track inode-referenced block (linked into lists pointed to by an inodedep and a
bmsafemap to track inode’s dependence on the block and bitmap being written
to disk)

data block or
indirect block or
directory block

indirdep track indirect block dependencies (points to list of dependency structures for
recently-allocated blocks with pointers in the indirect block) indirect block

allocindir
track indirect block-referenced block (linked into lists pointed to by an indirdep
and a bmsafemap to track the indirect block’s dependence on that block and
bitmap being written to disk)

data block or
indirect block or
directory block

pagedep track directory block dependencies (points to lists of diradd and dirrem struc-
tures) directory block

diradd track dependency between a new directory entry and the referenced inode inodedep and
directory block

mkdir track new directory creation (used in addition to standard diradd structure when
doing a mkdir)

inodedep and
directory block

dirrem track dependency between a deleted directory entry and the unlinked inode first pagedep
then tasklist

freefrag tracks a single block or fragment to be freed as soon as the corresponding block
(containing the inode with the now-replaced pointer to it) is written to disk

first inodedep
then tasklist

freeblks tracks all the block pointers to be freed as soon as the corresponding block
(containing the inode with the now-zeroed pointers to them) is written to disk

first inodedep
then tasklist

freefile tracks the inode that should be freed as soon as the corresponding block (con-
taining the inode block with the now-reset inode) is written to disk

first inodedep
then tasklist

Table 1: Soft Updates and Dependency Tracking

blocks with which they can be associated. These
dependency structures are allocated and associated
with blocks as various file operations are completed.
They are connected to the in-core blocks with which
they are associated by a pointer in the corresponding
buffer header. Two common aspects of all listed
dependency structures are the worklist structure and
the states used to track the progress of a dependency.
The worklist structure is really just a common header
included as the first item in each dependency structure.
It contains a set of linkage pointers and a type field to
show the type of structure in which it is embedded.
The worklist structure allows several different types of
dependency structures to be linked together into a sin-
gle list. The soft updates code can traverse one of these
heterogenous lists, using the type field to determine
which kind of dependency structure it has encountered,
and take the appropriate action with each.
The typical use for the worklist structure is to link
together a set of dependencies associated with a buffer.
Each buffer in the system has a worklist head pointer
added to it. Any dependencies associated with that

buffer are linked onto its worklist list. After the buffer
has been locked and just before the buffer is to be writ-
ten, the I/O system passes the buffer to the soft update
code to let it know that a disk write is about to be initi-
ated. The soft update code then traverses the list of
dependencies associated with the buffer and does any
needed roll-back operations. After the disk write com-
pletes but before the buffer is unlocked, the I/O system
calls the soft update code to let it know that a write has
completed. The soft update code then traverses the list
of dependencies associated with the buffer, does any
needed roll-forward operations, and deallocates any
dependencies that are fulfilled by the data in the buffer
having been written to disk.
Another important list maintained by the soft updates
code is the tasklist that contains background tasks for
the work daemon. Dependency structures are gener-
ally added to the tasklist during the disk write comple-
tion routine, describing tasks that have become safe
given the disk update but that may need to block for
locks or I/O and therefore cannot be completed during
the interrupt handler. Once per second, the syncer dae-
mon (in its dual role as the soft updates work daemon)

Source: [2]
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DEPENDENCY STRUCTURES
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bmsafemap structure tracks the allocindir structure for
logical block 15. The contents of logical block 15 have
been written to disk (as shown by its COMPLETE flag
being set), but not those of block 14. The COMPLETE
flag will be set in 14’s allocindir structure once the
block is written. The list of allocindir structures
tracked by an indirdep structure can be quite long (e.g.,
up to 2048 entries for 8KB indirect blocks). To avoid
traversing lengthy dependency structure lists in the I/O
routines, an indirdep structure maintains a second ver-
sion of the indirect block: the ‘‘saved data ptr’’ always
points to the buffer’s up-to-date copy and the ‘‘safe
copy ptr’’ points to a version that includes only the
subset of pointers that can be safely written to disk
(and NULL for the others). The former is used for all
filesystem operations and the latter is used for disk
writes. When the ‘‘allocindir head’’ list becomes
empty, the ‘‘saved data ptr’’ and ‘‘safe copy ptr’’ point
to identical blocks and the indirdep structure (and the
safe copy) can be deallocated.

3.6. Dependency Tracking for new Indirect Blocks

cylgrp_bp->b_dep

worklist

deps list
dep bp

hash list

saved inode ptr
nlink delta

inode number
filesystem ptr

inode wait head
buf wait head

pending ops head
saved size

inodedep

buffer update head
incore update head

state (see below)

allocdirect
worklist

deps list

my inodedep
next allocdirect

freefrag
old size
new size
old blkno
new blkno

logical blkno
dep bp

state (see below)
worklist
indirdep

safe copy bp
done head

saved data ptr

allocindir head

state (see below)
worklist

deps list

old blkno
new blkno

dep bp

freefrag

my indirdep

allocindir

offset in indir blk

next allocindir

state (see below)

allocdirect head
new blk head
inodedep head
allocindir head

worklist
bmsafemap

cylgrp_bp

dinode_bp->b_dep indir_bp->b_dep data_bp->b_dep

dinode indirect block data block

ATTACHED

ATTACHED

ATTACHED

ATTACHED
DEPCOMPLETE

Figure 6: Dependencies for a File Expanding into an
Indirect Block

Figure 6 shows the structures associated with a file that
recently expanded into its single-level indirect block.
Specifically, this involves inodedep and indirdep struc-
tures to manage dependency structures for the inode
and indirect block, an allocdirect structure to track the
dependencies associated with the indirect block’s allo-
cation, and an allocindir structure to track the

dependencies associated with a newly allocated block
pointed to by the indirect block. These structures are
used as described in the previous three subsections.
Neither the indirect block nor the data block that it ref-
erences have had their bitmaps set, so they do not have
their DEPCOMPLETE flag set and are tracked by a
bmsafemap structure. The bitmap entry for the inode
has been written, so the inodedep structure has its DEP-
COMPLETE flag set. The use of the ‘‘buffer update
head’’ list by the inodedep structure indicates that the
in-core inode has been copied into its buffer by a call to
VOP_UPDATE. Neither of the dependent pointers
(from the inode to the indirect block and from the indi-
rect block to the data block) can be safely included in
disk writes yet, since the corresponding COMPLETE
and DEPCOMPLETE flags are not set. Only after the
bitmaps and the contents have been written will all the
flags be set and the dependencies complete.

3.7. New Directory Entry Dependency Tracking

DEPCOMPLETE

worklist

hash list
mount ptr

inode number
logical blkno
dirrem head
diradd head

pending ops head

state (see below)

parent dir pagedep worklist

my pagedep
previous dirrem

new inode number
dir offset

next diradd
state (see below)

diradd (foo)

worklist

my pagedep
previous dirrem

new inode number
dir offset

next diradd
state (see below)

diradd (bar)

worklist

deps list
dep bp

hash list

saved inode ptr
nlink delta

inode number
filesystem ptr

inode wait head
buf wait head

pending ops head
saved size

buffer update head
incore update head

state (see below)

inodedep (bar)

...

...
buf wait head

inodedep (foo)

ATTACHED
DEPCOMPLETE

ATTACHED
DEPCOMPLETE

COMPLETE

no flags

ATTACHED
DEPCOMPLETE

COMPLETE

dirpage_bp->b_dep

ATTACHED

Figure 7: Dependencies Associated with Adding New
Directory Entries

Figure 7 shows the dependency structures for a direc-
tory that has two new entries, foo and bar. This figure
introduces two new dependency structures. A separate
diradd structure tracks each individual directory entry
in a directory block. The pagedep structure manages
all the diradd dependencies associated with a directory
block. For each new file, there is an inodedep structure
and a diradd structure. Both files’ inodes have had

Source: [2]
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DEPENDENCY STATE FLAGS
■ ATTACHED: 

■ Buffer is not being written at the moment 

■ For rollback: clear ATTACHED flag to indicate that modification 
must be re-applied after write 

■ DEPCOMPLETE: 

■ Modification safe for writing, no need to roll back 

■ COMPLETE: 

■ Modification has been written to disk 

■ Deallocation: only after all flags are set
31
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DEPENDENCY STRUCTURES
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worklist
...

dirrem head
diradd head

pending ops head

parent dir pagedep

dirpage_bp->b_dep

worklist
dir offset

new inode number
...

my pagedep

diradd (foo)worklist
filesystem ptr
inode number

nlink delta
...

buf wait head
...

inodedep (foo)

Example: dependencies for creating a new directory 
entry (simplified version of presentation in [2])

ATTACHED
DEPCOMPLETE
(Inode bitmap
already written)

ATTACHED
(waiting for inode  
to be written)
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PROPERTIES
■ After crash: only non-critical inconsistencies 

■ Free inodes / blocks marked as allocated 

■ Reference count in inodes may be too high 

■ Both old and new name (hardlink), if crash interrupted a  
rename operation 

■ Correction: 

■ fsck to reclaim resources that are incorrectly marked as as 
used 

■ fsck can be done in background (if implemented that way)
33
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PROPERTIES

■ Good performance: 

■ Number of write barriers significantly reduced 

■ High complexity: 
■ Deeply integrated into file system code and buffer cache 

■ Implementation specific to on-disk file system structure 

■ Dependency tracking is complicated 

■ Roll-back and roll-forward of changes is complicated

34
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ROADMAP

■ File system structures 

■ Inconsistencies after a crash 

■ Consistency mechanisms: 

■ Synchronous writes 

■ Soft updates 

■ Journaling 

■ Log-structured 

■ Copy-on-write
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JOURNALING

■ Idea: write-ahead log (journal) 

1. All changes to file system structures logged in journal 
before actually doing them 

2. Mark journal transaction as complete  

3. Write modified blocks to their “in-place” location in the file 
system (called checkpointing) 

4. Release transaction in journal 

■ After crash: read journal and apply all changes described 
in transactions to “in-place” locations (again)

36
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(METADATA)  JOURNALING
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I2

D1

D4

I3

IB1

B0

Buffer Cache Storage (in-place) Storage (Journal)

I2

D4
IB1

B0 B0

D4

I2

IB1

I3

Txn 5 complete
Write Barrier

Journal Start

Txn 5 checkpointed
Write Barrier

T5

Txn 5 written
Write Barrier

Breakdown of operations when 
writing changes in buffer cache
Example transaction “Txn 5”
Write-back and journaling phase:
1) Write data blocks in-place (i.e.,  

to their final locations)
2) Write metadata blocks B0, D4, 

I2, IB1 into journal (order does 
not matter)

3) [Write Barrier]
4) Write transaction block T5 to 

mark “Txn 5” als valid
5) [Write Barrier]
Checkpointing phase:
6) Write metadata blocks B0, D4, 

I2, IB1 a second time, now to 
their in-place locations

7) [Write Barrier]
Txn 5 done
8) Delete “Txn 5” from journal (by 

moving head pointer after Txn 5)

Inode block / Directory block / Indirect block / Bitmap block / Data block
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 CRASH WITH JOURNALING: CASE 1
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I2

D1

D4

I3

IB1

B0

Buffer Cache Storage (in-place) Storage (Journal)

I2

D4

B0 B0

D4

I2

IB1

I3

Txn 5 complete
Write Barrier

Journal Start

T5

Crash
(during checkpointing phase)

Txn 5 written
Write Barrier

Inode block / Directory block / Indirect block / Bitmap block / Data block
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I2

D4

TRANSACTION REPLAY
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Storage (in-place) Storage (Journal)

I2

D4

B0

D4

I2

IB1

I3

Journal Start

T5

IB1

B0

Last Txn

Case 1: Crash 
happened during 
checkpointing

All data blocks written, 
all metadata blocks in 
journal

Complete transaction 
is repeated

Metadata writes 
guaranteed to be 
complete at in-place 
addresses

In this example: new 
file exists!

Inode block / Directory block / Indirect block / Bitmap block / Data block
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 CRASH WITH JOURNALING: CASE 2
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I2

D1

D4

I3

IB1

B0

Buffer Cache Storage (in-place) Storage (Journal)

B0

D4

I2

Journal Start

Crash
(during journaling phase)

Inode block / Directory block / Indirect block / Bitmap block / Data block
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TRANSACTION REPLAY
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PERFORMANCE
■ Write performance: 

■ Linear writes in journal (most efficient) 

■ Checkpointing can be done with minimum number of seek 
operations (benefits from command queuing) 

■ Minimization of write barriers: 

1. Two write barriers to complete a transaction 
(which can be a very large “compound transaction”) 

2. One write barrier after checkpointing 
(can be combined with completion of next transaction) 

■ Read performance: unaffected by journaling
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IMPLEMENTATION
■ Journal format is orthogonal to rest of file system layout 

■ Storage location for journal: 
■ Fixed range of blocks (e.g., Reiserfs) 

■ Hidden file, pre-allocated (e.g., Ext3/4, NTFS) 

■ Granularity of journal entries: 

■ Complete metadata blocks (e.g., Ext3/4, Reiserfs) 
■ Dependencies to blocks outside the transaction are forbidden 

■ Problem similar to soft updates, but less complicated to solve 

■ Individual metadata updates (e.g., NTFS)
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JOURNALIN MODES (EXT3)
■ Write-back journaling: 
■ Only metadata is logged in journal 
■ Data blocks written “at some point” 
■ Uninitialized file contents possible (but metadata consistent) 
■ Ordered journaling [default setting]: 
■ Write all data blocks to “in-place”, then mark associated 

journal transaction as complete (one additional write barrier) 
■ No uninitialized file contents (users want this!!!) 
■ Data journaling: 
■ Data + metadata in journal (more expensive)
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ROADMAP

■ File system structures 

■ Inconsistencies after a crash 

■ Consistency mechanisms: 

■ Synchronous writes 

■ Soft updates 

■ Journaling 

■ Log-structured 

■ Copy-on-write
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LOG-STRUCTURED FILE SYSTEM

■ Idea: treat entire file system as a log 

■ Write data and metadata blocks linearly 

■ No overwriting, append new block versions to end of log 

■ Newest versions of all blocks contain latest file-system state 

■ Additional features: 

■ Log contains consistent versions of old file-system state  

■ Multiple snapshots of file-system state possible
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LOG-STRUCTURED FILE SYSTEM
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Segment 3
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LOG SEGMENTATION
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LOG SEGMENTATION
■ Block address space portioned into segments 

■ Segments contain both data and metadata blocks 

■ Summary blocks describe block types: 

■ File / directory blocks: (Inode,Block#) 

■ Inode blocks: new / modified inodes 

■ Inode-map blocks: pointers to inodes in log 

■ Inode map decouples inode pointers in directory entries 
from physical location in log (prevents trickle-up effect up 
to root directory)
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CHECKPOINTS
■ All data and metadata in log ... 

But: full scan of entire log too expensive 
■ Better: regularly checkpoint current state of metadata in 

compact form 
■ 2 checkpoint areas at fixed locations: 
■ Pointers to all blocks (in log) that contain up-to-date and 

consistent versions of inode map + segment usage table 
■ Timestamp + pointer to last written segment 
■ Checksum to validate consistency and completeness of 

checkpoint area
50



TU Dresden DOS: Robust File Systems

MOUNTING AND CRASH RECOVERY

■ Replay from last checkpoint: 

1. Choose most recent + consistent checkpoint area 

2. Reinitialize inode map in kernel memory 

3. Determine position of last segment written before checkpoint 

4. Roll-forward all changes that have been written to the log 
after the last checkpoints: update in-kernel data structures 
(inode map, segment usage table, etc.) by scanning all post-
checkpoint file-system state found in the log 

5. Latest consistent file system has been recovered
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THE LIMITS TO GROWTH

■ Problem: Log cannot grow indefinitely 

■ Solution 1: free old blocks, reintegrate them into log 
■ (+)	 Simple and fast free operartion 
■ (-)	 Fragmentation is introduced and becomes worse 

■ Solution 2: free complete segements 
■ (+)	 Fragmentation irrelevant (because segments are big) 
■ (-)	 Live blocks in segment must be copied into new segment 

■ In practice: only Solution 2 (LFS [3] and others)
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GARBAGE COLLECTION
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GARBAGE COLLECTION

■ Cleaner process searches for partially live segments in 
background 

■ Starts and stops based on thresholds (low / high watermark 
of free segments) 

■ There is no block-allocation table or free list; how to identify 
obsolete blocks? 
1. Find pointer to block in inode or indirect block 

2. No valid pointer found? → block is obsolete 

■ More details in [3]
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ROADMAP

■ File system structures 

■ Inconsistencies after a crash 

■ Consistency mechanisms: 

■ Synchronous writes 

■ Soft updates 

■ Journaling 

■ Log-structured 

■ Copy-on-write
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COPY-ON-WRITE
■ Basic idea similar to log-structured file systems: 

Never overwrite! 
■ Entire file system is a B+ tree (or hierarchy of B+ trees) 
■ Changes to file system structures: 
■ Copy-on-write: write a modified version of a tree node 

(i.e., block) to a free position 
■ Update pointers in parent nodes afterwards 
→ copy-on-write updates of parent nodes, up to the root 

■ Update to root pointer will switch atomically to a new file 
system state
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COPY-ON-WRITE
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COPY-ON-WRITE
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 IS THIS ALL STILL RELEVANT?
■ Journaling approach: Ext3/Ext4, XFS, NTFS, ... 

■ Log-structured approach: 
■ Linux: JFFS2, YAFFS, NILFS2, F2FS 

■ In SSDs: Flash Translation Layer (FTL) 

■ Copy-on-write approach: 
■ BSD / Linux: ZFS, BTRFS 

■ All Apple OSes: APFS 

■ Windows 8+: ReFS (now restricted to server editions) 

■ Synchronous writes: persistent memory file systems
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COMPARISON: FS/HDD/SSD
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Strategie Harddisk Solid State Disk

Synchronous R(+), W(--) R(++), W(--)

Soft Updates R(+), W(+) R(++), W(+)

Journaling R(+), W(+) R(++), W(+)

Copy-on-write R(o), W(+) R(++), W(++)

Log-strukturiert R(-), W(++) R(++), W(++)

Operation: Read: R, Write: W
Performance: very bad -- - o + ++ very good
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ADDENDUM: 
FILE SYSTEM STRUCTURES
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OPTIMIZATIONS
■ Very small files (smaller than block size): 

■ Inline data: storage of fewer bytes directly in inode (e.g. 
new in Ext4) 

■ Tail packing: many file remnants in one block 

■ Very large files: 

■ Problem: unnecessarily large number of block pointers 
■ Pointers to directly consecutive blocks 

■ High storage requirements, indirect blocks 

■ Solution: Extents
62



TU Dresden DOS: Robust File Systems

EXTENTS
■ Extents: sequence of 

contiguous blocks 

■ LBN: logical block number 
within file 

■ PBN: physical block 
number of first block 

■ N: number of blocks 

■ Advantage: few extent 
descriptors instead of 
many block pointers
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EXTENTS IN EXT4

■ Example Ext4: 

■ Maximum of 128 MB per extent 

■ 4 extend descriptors per inode 

■ Very large / heavily fragmented files: 
■ Multi-level extent trees, if more than four leaves are needed 

■ Similar to indirect blocks, but nodes are extent descriptors instead 
of pointers to individual blocks 

■ Most modern file systems use extents
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