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Introduction

Operating-System Development 101
Interrupts - Hardware

Interrupts - Software

Interrupts - Synchronization
Intel®64: The 32/64-Bit Intel Architecture
Coroutines and Threads

Scheduling

Thread Synchronization
Inter-process Communication

Bus Systems

Device Drivers
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What We've Covered

L1: Introduction

L2: Operating-System Development 101

L 3: Interrupts - Hardware

L4: Interrupts - Software

L 5: Interrupts - Synchronization

L6: Intel®64: The 32/64-Bit Intel Architecture
L 7. Coroutines and Threads

L 8: Scheduling

L 9: Thread Synchronization

L 10: Inter-process Communication

1. An expedition through the

L 11: Bus Systems i
architecture of the x86 PC

L 12: Device Drivers
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Three Core Areas
IA-32 / x86-64: Segments

Segment Register Base register 1. An expedition through the
o neex regster architecture of the x86 PC
Scale
I:ESS 1,2,40r8
el Selector - oispacement [Nteracting with PCl Devices
Effective (in the instrug Memory address space
address . OxFFFFFFFF Cl deui
Table Segment Lineg PCl devices
3] ‘boundﬂ adress s —
G|
F25| | A Linear 0x00000000
DS/
Flags = address I/0 address space
Limit

OxFFFFFFFF
- (OXFFFF
| Start address Segment start for PC)
Segment descriptors address >
0 - ; - ;
0x00000000 :" 7

Configuration address space

0:1.0 -

-}

PCI Jj
BIOS N
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What We've Covered

L1:
L 2:
L 3:
L 4:
L 5:
L 6:
L7:
L 8:
L 9:
L 10:
L11:

L 12:
2023-07-11

Introduction

Operating-System Development 101
Interrupts - Hardware

Interrupts - Software

Interrupts - Synchronization

Intel®64: The 32/64-Bit Intel Architecture

Coroutines and Threads
Scheduling

Thread Synchronization
Inter-process Communication
Bus Systems

Device Drivers

2. Control flows and their
interactions
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What We've Covered

Control-Flow Level Model

- Control flowson L, are
* interrupted anytime by control flows on L,
* never interrupted by control flows on L

* sequentialized with other control flows on

* Generalization to multiple interrupt levels:

(for f<g)
(fore<f

2. Control flows and their
interactions

- Control flows can switch levels
* by special operations (here: modifying the

L

: X

(interruptible by L)

1
interrupts

L,

(not interruptible)

Control-Flow Level Model: new

« Control flows on L are

- interrupted anytime by control flows on L, (forf<g)
- never interrupted by control flows on L, (fore<f)
- sequentialized with other control flows on L, (for f>0)
- preempted by other control flows on L¢ (forf=0)

L, — Epilogue level
(interruptible, not preemptible)

Control flows on level Lo (thread
T
level) are preemptible.

To maintain consistency on this

L, - Interrupt level

(not interruptible, not preemptible)

level, we need additional
mechanisms for thread

synchronization.

2023-07-11 OSC: L13 Summary and Outlook 8



TECHNISCHE
UNIVERSITAT
DRESDEN

Three Core Areas

machine

CPU 10 Port Key —_ IKXeyboard Controller PIT
toc CGA Screen = PIC Plugbox =
" ey
rhread , ebject _—
i — Chain — Locker
Dispatcher — Coroutine v -
I A _,-’/ Q \\.h\\"\. Lr
| ‘ — Guard
—— Queue [ J
Scheduler [ Entrant x ~
R _‘ ) 0 T Stringbuffer L Secure
List A
O _Stream Gate _
guard
7 T,
Bellringer Bell
g ¢ Keyboard Panic Watch
Organizer ——| Customer = Waitingroom \
N A - CGA_Stream
| T
Semaphore Buzzer
meeting device
Guarded Organizer — Thread Guarded Semaphore Guarded Buzzer Guarded Keyboard Random

/_\,:;.r »._?;\\\ syscall library
A 2. Control flows and their

interactions

Application
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What We've Covered

L1:
L 2:
L 3:
L 4.
L 5:
L 6:
L 7/:
L 8:
L 9:
L 10:
L11:

L12:
2023-07-11

Introduction

Operating-System Development 101
Interrupts - Hardware

Interrupts - Software

Interrupts - Synchronization

Intel®64: The 32/64-Bit Intel Architecture

Coroutines and Threads
Scheduling

Thread Synchronization
Inter-process Communication
Bus Systems

Device Drivers

3. OS concepts in general
and in Linux/Windows
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Three Core Areas

Linux’ Modular Scheduler 3. OS concepts in general

( Priority (0 = high, 139 = low)

o Dlthead | ( Task ) and in Linux/Windows
List head I Task %/ Task )%i/- Task )
sched rt
5 | List head
o [Lsthesa | T ) 12« Windows - Typical I/0 Procedure
A -
l \1) NtWriteFile(file_handle, char_buffer)
100 vir -
39 (1) Find file system and driver
! ,:‘2) ~ using the file object
sched_fair | File-system = (2) Write data to specific byte
:\3) driver —\—,)r- offset in file
i ~ . S (4 f . A
e B ¢ - (3) Calculate position on disk
sched_rt and (Jask ) Task ) l\l -@) Forward I/0 request

sched_fair are  Processing

@ 1/0 (5) write data to specific byte
2 Manager . offset on the disk
&) Translate position to disk
number and offset
(7) Forward I/0 request

@ Disk

driver ©)

= = 5 i
. (8 (2 ) Write data to specific byte
DI‘_?’k .7\) — offset on disk 2
driver (9) Calculate physical block and

initiate operation

O Mg

Return to application process (!)
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... Altogether Quite A Lot!

Structure of the “O0-StuBS” operating system:
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* [ switch to evaluation PDF ]

You have more to say?
— Contact me
- Use our “Anonymer Briefkasten”
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Exam

* Contents

- All three core areas
- Exercises + lab tasks are also relevant
* e.g. explain concepts from core areas 1 + 2 with implementation in OOStuBS

e (C++, x86 assembler

- Concepts are more important than learning stuff by heart

* Exam appointments
= Until Jul 21 from Aug 14

- Appointments: e-mail to sandy.seifarth-haupold@tu-dresden.de including
module name and preferred appointment time frame
- (Withdrawal: until 14 days before the appointment)

* Language: German or English (or, if necessary, a mix)
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Challenge: New Memory Technologies

NVRAM: New class of memory between SSD & RAM
* Almost as fast as DRAM

Registers

Caches

DRAM

 Maintains its state if turned off

5 4 Persistent Memory

* Available for servers since 2019
- Optane DCPMMs T K N, e Pk

Flash / SSD

\

Capacity

Research Questions:  Sweeinel
* File abstraction vs. direct, byte-wise access?
* Persistent data structures, processes, systems?

* Reliability? Reboot doesn’t ,fix" the system anymore!

Other emerging technologies:
Processing-in-memory (PIM)
High-bandwidth Memory (HBM)

* 1D memory hierarchy? Demand Paging?

2023-07-11 OSC: L13 Summary and Outloo
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Challenge: Hardware Heterogeneity

 Example: Xilinx Ultrascale+ Mali GPU

Processing System

Application Processing Unit : _ il I:.Lﬂ;;i!;_f.:l
Controllel Speed

Display Port

Quad ARM Cortex™-A53 ARM Mali

™- 400 MP

4 ARM Cortex A53

UsB 3.0

Erec:;rgse ;CI?I Prgcr;zt:tgrs SATA 3.0

processor cores ———
FS-GIR

2 ARM Cortex R5 |

Point Unit AES Decrypticn,
Memory Protection Authentification
Unit and Secure Boot

Gigabit Ethernet
CAN

DA, Timers, e
WOT, Resets,
Clocking uss 2.0
and Debug SPI
Quad SPI NOR
NAND
SD/eMMC

real-time processors

TrustZone

Programmable logic
(FPGA)

Programmable Logic
Storage and Signal Processing High Speed Connectivity Video Codec

[ ]
Research Questions:

High Density HDIO Interlaken AMS

e Common control-flow abstraction?

* How does scheduling work here?
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Challenge: Manycore Hardware

* Example: Fujitsu A64FX (#1 top500.0rg)

— 48+4 cores (2.7 Tflops) per chip
- 4 High-Bandwidth Memories (1 TB/s); 4 NUMA regions

- 7.299.072 cores in the supercomputer <ABAFX>  3iGips zianes 0pors  Pole Gend t61anes

CMG specification
ccccc

- Remote DMA (RDMA) for communication izme

— HBM2

Tofu PCle
controller controller
V) y N
twrol

1 HBM2

HBM2 T

T Processor structure
Fugaku supercomputer (Source: Fujitsu) (Source: heise.de)

Research Questions:
* Do we still need CPU multiplexing?

* How to place control flows and data objects?
2023-07-11 OSC: L13 Summary and Outlook 20
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Research Topics at the OS Chair

* Dealing with complexity

- constructively (projects L4, M3) é‘
- analytically (project LockDoc) gs’;g
* Non-functional properties

- Security
- Safety/fault tolerance (Projekts DanceOS, FAIL*) dance(@)
- Timing behavior
- Energy
* Hardware developments

- Disruptive memory technologies (projects VAMPIR, FOSSIL)
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Complexity: Monolith vs. Microkernel

An- An-
wen- L
dung dung
An- An- An- An- s Multi-
wen- wen- wen- | o wen- ' Server
dung dung dung dung .
Al IPC Gerate

Monolithischer Kern

Char Block Mem Sche File
170 170 mgmt duler syst.

Hardware

* Fine-grained locking is N\ \/
error-prone: LockDoc project i

* Security: Take over a kernel
component = Game Over

* but: Performance, lots of legacy code

2023-07-11

"""""""" R SRR S

Mikrokern
duler ory

Hardware

* L4Re project
* Minimal, application specific
Trusted Computing Base

* Constructive complexity control
(divide & conquer)
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Fault-Tolerant Operating Systems

* Soft Errors can cause e.g. bit-flips in memory or the CPU

* How can we extend operating systems - or design them
ground-up - so that they still work?
- DanceOS project danceC@

* How can we (systematically)

. Distribute Jobs * 4444 Receive Results
determine whether we were )

Set State / Inject i __ Get State / Result

successful?

A A

- Fa u |t i nj e Cti O n : FAI L* p rOj e Ct Execution-Environment Abstraction

Hook Aspects

Bochs Simulator
|_FAIL* Instance / Client )/

User-defined Code
@ FAIL* Component
gem5 Existing Simulator / Debugger

OpenOCD
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Disruptive Memory Technologies

* Dealing with heterogeneous memories: VAMPIR project

- Latency, throughput, persistency, fault tolerance, wearout, energy

consumption, PIM capabilities, ...

e Use case: databases

- Predictions much easier!

MCDRAM

MCDRAM

SQL Query Pipeline-based Query Execution Plan Pipeline Dependency Graph
P, Y P, — P,
Pl

select *
fromA, C, Legend

(selectB.z,sum(Bv) || : _— e K e E | [ e C oo MCDRAM | | MCDRAM MCDRAM | | MCDRAM

... Pipeline
from B
where B.y=3 Pipeline Size

group by R.z) B
where A.x=7 and
C.w=8 and

O pred Filter-Operator

I Group-Operator

36 Tiles
connected by

2D Mesh
Interconnect

MCDRAM

A.a=C.band
B.z=C.c N Join-Operator
| Dependencies
«<—— Pipeline
.......... TobleB . Pl R | —  operator
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Other Lectures

Schedulingtheorie

Mikrokernbasierte Mikrokern-
Betriebssysteme konstruktion

Proseminar

Verteilte
Betriebssysteme
Komplexpraktikum
Mikrokernsysteme

Paper Reading Group

Komplexpraktikum
Systemnahe
Programmierung

Hauptseminar / EZAG

+ spannende Themen fur

Abschluss- und

Sommer Winter

Forschungsarbeiten

2023-07-11 OSC: L13 Summary and Outlook 26
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Thesis Topics

{Bachelor,Master,Diploma} theses, Beleg, Forschungsprojekt, ...

- Empirical work — Build, measure, evaluate

2023-07-11 OSC: L13 Summary and Outlook
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We Need: Student Assistants

* Tutors for
“Operating-System Construction” (SS 23)

- Exercises: Discuss + collectively solve work sheets
- Support students in the PC pool (C/C++)

* Assistant in a Research Project

- As required: Programming, literature research, measurements, etc.

2023-07-11 OSC: L13 Summary and Outlook
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That's It!

Thank you!
| hope we'll meet again.

Don’t forget:
Task #7 Contest
next week, Wednesday 2023-07-19 11:10!
Voting only possible in presence.
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