Safe Kernel Extensions
Without Run-Time Checking
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The Problem




Your Options

x Hardware-Assisted Protection




Wishlist

® casy validation of untrusted code

® execution with no runtime overhead
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® code consumer publishes safety policy

® code producer compiles program and
certifies its adherence of the policy
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Safety Policy

What behavior is considered safe!?

|. verification-condition generator

e procedure computing a predicate from code
. de5|gn can be S|mpI|f‘ed W|th an abstract machlne
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Proving the Predicate

® inference rules of first-order predicate
calculus plus some register arithmetics

® given the precondition we must infer the
T verlf‘catlon condltlon (VC)
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PCC binary

® contains native code and binary
representation of the proof

® can be tampered with
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Validating the Proof

® calculate the safety predicate from the
given code with generator from the policy

® check if the proof's result is the safety
predicate
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Evaluation

® safe code execution

® 3s fast as native code
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Imagine ...

® protection with object granularity
® no application speed degradation
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