Model-Carrying Code
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Solution Space

® violation detected at ® violation detected prior
runtime to running
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Policy

® behavior modelled by externally observable
events (system calls)

® access-control and resource-usage policies
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any* - ((socket(d, f)| d = PF_LOCAL)
| | FileWriteOp(g))

other

socket(domain, flags)
| domain != PF_LOCAL FileWriteOP()

any @




Model

® single model must be usable for different
policies




Model Generation

® based on tracing

® |earning process should cover program
behavior well
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Model Generation

. learn FSA states and transitions




read(log fd, .. .)

open(“‘/tmp/logfile”,

O_WRONLY, out_fd) close(sd)
~(m1) ——=

ead(log_fd, .
socket(PF_INET, ... sd) T open(*“‘/var/log/httpd/access_log”, \

O_RDONLY,log fd)
write(out_fd, .

@ read(log fd, .. .) @

i connect(sd, .. .) write(out_fd, .. .)

T recv(sd, ...)

send(sd, . ..) close(log_fd) close(out_fd)
.~ - -




Verification

® build product automaton of model and
olicy

® check for satisfyability




Enforcement

® validate actual syscalls against the model at
runtime




Enforcement




Criticism

® model might be too loose due to optimistic
aggregation — false negatives

® model might be too tight due to insufficient
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Criticism

® Are the policies readable?

® they seem retrofitted




Criticism

® Multithreading anyone?

® | am not convinced that stateless filters
would not solve the same problems much




AppArmor

/usr/sbin/ntpd flags=(complain) {
#include <abstractions/base>
#include <abstractions/nameservice>
#include <abstractions/xad>
capability net bind service,
capability setgid,

- capability setuid,
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Seatbelt

(deny default)

(allow process-fork)

(allow process-exec (regex ""/usr/sbin/ntpd$"))
(allow sysctl-read)

(allow network¥*)

(allow file-read-data file—read—metadata

'||A

CRCRAT SN ' & n
3 = ’ % £ \ R \/ T Py W o
AP A Ay AT T (1 ’\'ﬁ? SRS e rn.,,v‘-‘h' ntc \ --,» 035;
N i AT N SRR Il S B il " R O R W s ‘4‘;‘ ‘3" ) R *? e
F PR £y 2 e X ) v .‘ P o ol T 5



