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Motivation

● Legacy OS is responsible for isolation and confidentiality

● Commercially relevant OS are huge code bases

– often contain bugs

– if compromised allow access to everything
● Shielding systems try to solve this

– Hypervisor-based (Overshadow, InkTag)

– Hardware-based (Haven / VC3 on SGX)

– Applications depend on insulation of applications from 
attacks
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Motivation

● However, they largely ignore side-channels

– which are a major problem in the “untrusted OS” scenario
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Contributions

● A new class of side-channels: controlled-channel attacks

● A no-noise side-channel for shielding systems

● An efficient implementation on Haven and InkTag

● Applicable to wide range of applications
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Attack Model

● Premise: Memory management by untrusted OS

● OS can map / revoke page access

● Legacy applications not specially hardened against side-
channels

● Does not apply to systems like Flicker (only static 
resources)
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Design
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Page-Fault sequences
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Challanges

● When to revoke page access?

● Multiple page-accesses by single instructions!
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Attacks - Freetype

● Each glyph has a unique page-fault sequence

● Intercept TT_Load_Glyph and track from there

● 100% recovery
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Attacks – Hunspell

● Loads dictionary in alphabetic order

● Builds hash-map on top

● Track HashMgr::lookup
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Attacks – Hunspell (2)
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Attacks – Hunspell (3)
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Attacks - libjpeg

● libjpeg decodes 8x8 blocks (IDCT)

● Simplified code-path for “simple”/plain lines of a block

● Can be identified by the page-fault sequence

● Track jpeg_idct_islow
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Attacks – libjpeg (2)
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Countermeasures

● Standard cache side-channel mitigations apply

– rewrite application to avoid secret dependent code-flow 
or data accesses

● But harder than for small, simple crypto keys!
– prohibit paging or self-paging

– detect attack (slowdown, pf-count)
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DISCUSS!

● How could you defend against these attacks?

● Are shielding-systems doomed to fail?
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