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Motivation

Analysing and retrofitting COTS binaries with. . .
software fault isolation
control-flow integrity
symbolic taint analysis
elimination of ROP gadgets

Binary rewriting comes with major drawbacks/limitations
runtime overhead from patching due to control-flow transfers
patching requires PIC if code is relocated
instrumentation significantly increases binary size
binary reuse only works for small binaries (coverage)
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Goal

Produce reassembleable assembly code from stripped
COTS binaries in a fully automated manner.

Allows binary-based whole program transformations
Requires relocatable assembly code → symbolization of immediate values
Complementary to existing work
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Symbolization

Given an immediate value in assembly code,
is it a constant or a memory address?

Reassembling transformed program changes binary layout
Address changes invalidate memory references
x86

No distinction between code and data
Variable-length instruction encoding
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• The transformed program can be assembled back
into an usable binary executable, with all transfor-
mation effects retained.

Although it may not be obvious, the feasibility of the
first three steps does not naturally imply the feasibil-
ity of the last step. There have been reverse engineer-
ing tools or platforms that can (partially) enable the first
three steps [8, 45], but support for reassembly is still a
blank.

As mentioned in the introduction, making the assem-
bly code relocatable is the crux of reassembility. Fig-
ure 1 is an artificial example comparing relocatable and
unrelocatable assembly code. In COTS binaries, infor-
mation required for making disassembly results relocat-
able is unavailable. Most program transformations in-
evitably change binary layouts, but a reverse engineering
tool has only very limited control over how the linkers
assign memory addresses of the program elements, lead-
ing to situations illustrated by Figure 1. Note the mem-
ory cell located at address 0xc0 in the original memory,
which is possibly a global variable. The raw disassem-
bly process does not recognize the concrete value 0xc0
in the code as a reference. Thus when this unrelocatable
assembly code is reassembled, the resulting binary will
very likely be defected because the content of the mem-
ory cell at 0xc0 in the original binary may not be placed
the same address in the new binary. In the relocatable
assembly, however, the data originally living at 0xc0 is
given a symbolic name, and the concrete address 0xc0
is replaced by a reference to this name. This is why re-
locatable assembly can be reassembled into a working
executable.

As suggested by the example, if a reverse engineering
tool seeks to reassemble the transformed assembly code
into a working executable, it has to identify program ele-
ments whose addresses could possibly change in the new
binary, and lift concrete memory addresses referring to
them to abstract symbolic references. Obtaining relocat-
able assembly from a COTS binary is non-trivial because
very little auxiliary information in the binary can be uti-
lized to help identify references among concrete values.
Essentially, the problem can be generalized as the fol-
lowing: given an immediate value in the assembly code
(either in a code section or data section), is it an memory
address or a constant? Although this looks like a typical
type analysis problem, in the context of binary reassem-
bly it becomes much more challenging. From a static
point of view, since most machine assembly languages
are untyped, type inference is difficult in the first place.
Compared to high-level programming languages, assem-
bly languages lack explicit syntax for denoting procedure
boundaries and basic control-flow logic, making static
analysis even more difficult. What is worse, many ref-
erences live in the data sections, some of which are in-

mov 0xc0, %eax

0xa080xc0:

binary

.text
mov 0xc0, %eax

.data

.long 0xa08

unrelocatable

.text
mov Glob, %eax

.data
Glob:
.long 0xa08

relocatable

mov 0xc0, %eax

0xa08

?0xc0:

mov Glob, %eax

0xa08Glob:

assemble

assemble

Figure 1: Relocatable and unrelocatable assembly code

directly referred to by the code via numerous reference
hops. At present, most proposed program analysis tech-
niques, either static or dynamic, are code oriented, lack-
ing the capability of analyzing the property of a given
data chunk. Finally, reassembly has almost zero toler-
ance for type inference errors, because a single false pos-
itive or false negative can place the reassembled binary
in a non-functional state.

Solving the relocatable problem in binary disassem-
bly is the main purpose and contribution of this paper. In
the rest of the paper, we call the process of identifying
references among immediate values in the raw assembly
the process of “symbolization”. To distinguish the con-
cept from the traditional meaning of disassembling, we
call our work reassembleable disassembling that gener-
ates relocatable assembly code.

In addition to relocation information, a full-fledged
disassembler also needs to recover some meta informa-
tion to make the reassembly feasible. Meta-data sections
in a binary executable provide information to direct some
link-time and runtime behavior of the program. They
should also be recovered properly in order to ensure the
reassembled binaries are semantic-equivalent to the orig-
inals.

4 Symbolization

This section describes the symbolization problem in de-
tail and presents our solution.

4.1 Classification
There are four types of symbol references that we need
to identify for reassembility. The classification is based
on two criteria—where a reference lives and where a ref-
erence points. Basically, we divide the binary into two
parts, i.e., the code sections and the data sections, whose
contents are as suggested by their names. For ELF bina-
ries on Unix-like platforms, typical code sections include
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fun1:
call fun2

fun2:
mov ptr, %eax
lea (%eax, %ebx, 4), %ecx
call *%ecx

handler1:
...

handler2:
...

ptr:
.long table

table:
.long handler1
.long handler2

Code Section Data Section

c2c
c2d

d2c

d2d

Figure 2: Different types of symbol references in assem-
bly code

.text and .init etc. Typical data sections include

.data, .rodata, .bss, etc. A symbol reference can
live in either code sections or data sections, and can point
to either code sections or data sections as well, leading to
a total of four types. Figure 2 is an example showing all
four types of symbol references. We give each of them a
short name, i.e., c2c, c2d, d2c, and d2d references.

4.2 Method
When it comes to solving the symbolization problem, we
have considered various potential solutions. Due to the
reasons listed in §3.2, we conclude that no existing pro-
gram analysis technique can handle the symbolization
problem in our special context. Hence, we decide to turn
to another direction. In this work, we identify the im-
mediate values which are actually symbol references by
applying several matching rules inferred from our study
on a large amount of binaries. Although some of these
strategies may not seem exciting at the first sight, they
work surprisingly well in our evaluation on 244 binaries
compiled from C code.

Since we are solving the symbolization problem in an
empirical way, the matching strategies are all based on
certain assumptions. Depending on whether an assump-
tion is accepted or not, different rules are applied for
symbolization. We now introduce the assumptions and
the corresponding symbolization strategies.

At the point of symbolization, we assume that we have
already obtained the raw assembly decoded from bina-
ries using the algorithm by Zhang et al. [50], so we can
get all immediate values that appear in a binary. There
are two kinds of immediate values—constants used as
instruction operands and the byte stream living in data
sections. Among all these immediate values, some can
be excluded from being considered for symbolization at
the first place. Unless a program intentionally causes
memory access errors, which is rarely the case, an im-

mediate value can be a reference to symbols only if this
value falls in the address space allocated for the binary.
For a binary of reasonable size, the utilization of address
space is usually sparse, so there is a wide range of ad-
dress space which is actually invalid.

Assuming all immediate values are potential symbol
references, we can filter out obviously invalid references
based on their target addresses. According to our sym-
bol reference classification in §4.1, a reference can only
point to code sections or data sections; especially, if a
reference points to code sections, the destination must be
the starting address of some instruction. Our study on
244 binaries shows that this simple filter is sufficient to
identify c2c and c2d symbol references with full correct-
ness.

The really challenging part is data section symboliza-
tion, i.e., identifying d2c and d2d references. The first
step of data section symbolization is to slice the data sec-
tions, which are continuous areas of binary bytes, into
individual values of different lengths. Since the raw dis-
assembly process does not assign the data sections any
semantics, there is no ready-made guidance on how they
should be sliced. Regarding this problem, we introduce
the first assumption which is about binary layout:

(A1) All symbol references stored in data sec-
tions are n-byte aligned, where n is 4 for 32-bit
binaries and 8 for 64-bit binaries.

Since unaligned memory accesses cause considerable
performance penalty, compilers tend to keep data aligned
by its size. For data alignment, compilers can even sac-
rifice memory efficiency by inserting padding into data
sections. With that said, A1 stays as an assumption be-
cause occasionally programmers do want non-aligned
data layout. For example, the “packed” attribute sup-
ported by GCC allows programmers to override the de-
fault alignment settings.

If we accept assumption A1, only n-byte long values
which are also n-byte aligned in data sections are consid-
ered for symbolization. Alternatively with A1 rejected,
all n-byte long memory content in data sections are con-
sidered for symbolization. This is implemented as an
n-byte sliding window which starts from the beginning
of a data section and scans through the entire section in
a first-fit manner. Each time the sliding window moves
forward 1 byte and check the value of the covered bytes.
If the value fulfills the basic requirements for being a d2d
or d2c reference, it will be considered for symbolization
and the sliding window advances n bytes forward. In
case that the value does not meet the requirements, the
sliding window moves forward 1 byte only.

In addition to assuming the characteristics of binaries,
making assumptions on user requirements for our tool
also helps improve its performance. As stated earlier,
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Symbolization of c2c and c2d References

Valid memory references point into code or data section
Assume all immediates to be references and filter out invalid ones
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Symbolization of d2c and d2d References

Assumption 1
“All symbol references stored in data sections are n-byte aligned, where n is 4 for 32-bit
binaries and 8 for 64-bit binaries.”

→ Consider only n-byte values which are n-byte aligned

Assumption 2
“Users do not need to perform transformation on the original binary data.”

→ Keep start addresses of data sections during reassembly and ignore d2d references

Assumption 3
“d2c symbol references are only used as function pointers or jump table entries.”

→ References need to point to start of a function or form a jump table
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Evaluation

Uroboros: 13,209 SLOC in OCaml and Python; works with x86/x64 ELF binaries
Intel Core i7-3770@ 3.4GHz with 8GiB RAM running Ubuntu 12.04
122 programs compiled for 32- and 64-bit targets
gcc 4.6.3 with default configuration and optimization of each program
stripped before testing
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With the code and data redundancy trimmed, binary
size expansion is reduced to almost zero, no matter how
many times a binary is disassembled and reassembled.

5.7 Main Function Identification

In a compiler-produced object file, the symbol informa-
tion of the main function is exported so that it can be ac-
cessed by the libc prologue functions in the linking pro-
cess. However, as this symbol information in executable
file is stripped in COTS binaries after linking, we need to
recover and export it before reassembling.

Through our investigation, we found that the code
sequence shown below is typically used to pass the
starting address of main to libc prologue function
libc start main.

push $0x80483b4
call 80482f0 <__libc_start_main@plt>
hlt

The first argument of libc start main, which is
0x80483b4 in this example, is recognized as the start-
ing address of the main function. We insert a label
named main and the type macro .globl main in the
output at this address.

5.8 Interface to External Transformation

As briefly discussed in §1, existing binary software
security applications mainly rely on patch-based or
instrumentation-based binary manipulations. We ar-
gue that given the assembly program and support for
program-wide transformation from UROBOROS, we can
bridge external instrumentation and analysis techniques
with binary retrofitting application development. The
program-wide security instrumentation such as CFI,
ROP attack mitigation, randomization and software di-
versification could be ported on the basis of UROBOROS
to legacy binaries, without the inefficiency, cumbersome-
ness and restriction brought by previous binary manipu-
lation methods.

In order to demonstrate that UROBOROS is an enabling
tool that makes analysis and transformations applicable
to legacy binaries in general, we implement a diversifi-
cation transformation based on basic block reordering.
After disassembly, we walk through each function and
randomly select two basic blocks from its CFG as the re-
ordering targets. Control-flow transfer instructions and
labels are inserted in the selected blocks, their prede-
cessors, and successors to guarantee semantic equiva-
lence. We perform this reordering iteratively, namely the
output of each iteration becomes the input of the next
round. We conducted a quick experiment on gzip. The

Table 1: Programs used in UROBOROS evaluation
Collection Size Content
COREUTILS 103 GNU Core Utilities
REAL 7 bc, ctags, gzip, mongoose,

nweb, oftpd, thttpd
SPEC 12 C programs in SPEC2006

disassembly-transformation-reassembly process was it-
erated 1,000 times. The effectiveness of the diversifica-
tion transformation is evaluated by the elimination rate
of ROP gadgets measured by the ROP gadget detector
ROPGadget [40]. From this preliminary study, we find
that it is much easier than binary rewriting to perform
binary-based software retrofitting based on UROBOROS.
As the ROP defense is not the focus of this research, we
omit the detailed results in this paper.

6 Evaluation

We evaluate UROBOROS with respect to correctness,
cost, and its ability to support program-wide transfor-
mation. The correctness verification examines whether
UROBOROS’s reassembly is semantic preserving. Eval-
uation on the cost of UROBOROS reveals its reassem-
bly’s impact on binary size and execution speed, and also
the running time of UROBOROS itself. As presented in
§5.8, we study UROBOROS’s support for binary-based
software retrofitting, by implementing a basic block re-
ordering algorithm to diversify disassembled binaries
and eliminate ROP gadgets. As we have emphasized,
UROBOROS is an enabling tool for other security hard-
ening techniques. However, as goal-driven software se-
curity hardening is out of the scope of this paper, we do
not present the detailed experiment results here.

We use three collections of binaries compiled from C
code to evaluate UROBOROS. The first set, referred to as
COREUTILS, is the entire GNU core utilities including
103 utility programs for file, shell, and text manipula-
tion. The second set, called REAL, consists of 7 real-
world programs picked by us, covering multiple cate-
gories such as floating-point and network programs. The
last set subsumes all the C programs in the SPEC2006
benchmark suit, thus will be denoted by SPEC. Details of
each collection are listed in Table 1. In the evaluation we
compile all programs for both 32-bit and 64-bit targets.
Since there are 122 programs, the number of tested bina-
ries is 244 in total. The compiler is GCC 4.6.3, using the
default configuration and optimization level of each pro-
gram. All experiments are undertaken on Ubuntu 12.04.
For each test case, we use the strip tool from GNU
Binutils to strip off the symbol information and debug
information before testing.
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Figure 3: The architecture of UROBOROS

ysis and program-wide transformations before they as-
semble the code back to binaries.

Finally, we emphasize that the assembly code gener-
ated and transformed by UROBOROS can be directly as-
sembled back as a working binary by normal assemblers.
In particular, the binary output is indeed a normal exe-
cutable file without any abnormal characteristics such as
patched or duplicated sections. Therefore, the reassem-
bled binary can be disassembled again by UROBOROS or
be processed by other reverse engineering tools.

We have implemented a prototype of UROBOROS in
OCaml and Python, with a total of 13,209 lines of code.
Our prototype works for both x86 and x64 ELF binaries.

5.2 Disassembly
In our prototypical implementation, the linear disas-
sembler employed by UROBOROS’s disassembly mod-
ule is objdump from GNU Binutils. We implement
an interactive disassembly process originally proposed
in BinCFI [50].2 In this process, the disassembler com-
municates with a validator which corrects disassembly
errors due to “data gaps” between adjacent code blocks.
The interactive procedure is as follows:

• objdump tries to decode the input binary for the
first time.

• The validator examines the output and check if there
are explicit errors reported by objdump. In case
there are no errors, the raw disassembly process ter-
minates. Otherwise, the validator assumes the er-
rors are caused by data embedded in code and com-
putes the upper and lower bounds of identified “data
gaps”.

• With the computed range of identified “gaps”, the
validator guides objdump to decode the binary
again, with those “gaps” skipped.

2The BinCFI tool is available open source. We choose to reimple-
ment the algorithm to make the codebase of UROBOROS more consis-
tent such that it is fully automated and easy to extend. We refer readers
to BinCFI [50] for the details of the disassembly process.

• Repeat this decode-validate process until no error
occurs or the running time of the whole process
reaches a time limit specified by users.

We leverage three rules proposed in BinCFI to validate
the disassembly results and locate the data “gaps”, i.e.,
“invalid opcode”, “direct control transfers outside the
current module”, and “direct control transfer to the mid-
dle of an instruction”. Since identifying bounds of each
data gap can rely on the control-flow information of de-
coded instructions, the validator occasionally leverages
UROBOROS’s analysis module to retrieve the control-
flow information.

5.3 Support for Program Transformation

UROBOROS provides basic support for program-wide
transformations by partially recovering control-flow
structures of the decoded instructions. We collect all the
control transfer instructions to divide each function into
multiple basic blocks. Control-flow graphs are rebuilt on
top of these basic blocks. As a prototype, UROBOROS
currently only processes direct control transfers. Regard-
ing the intractable indirect transfers, a potential solution
is to use value set analysis (VSA) [5] for destination
computation. We leave including indirect control trans-
fers in the CFG as future work.

5.4 Meta-Information Recovery

UROBOROS recovers the program-linkage table (PLT)
and the export table in ELF binaries. The PLT table sup-
ports dynamic linkage by redirecting intra-module trans-
fers on its stubs to external functions. As the base ad-
dress of the PLT table can change after reassembling, we
translate the memory references to PLT stubs to their cor-
responding external function names, and let the linker
to rebuild the PLT table with correct memory references
during link time. In particular, this table is dumped out
from the input binary and parsed into multiple entries,
each containing the memory address of a PLT stub with

https://openclipart.org/detail/215030/
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an interactive disassembly process originally proposed
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• objdump tries to decode the input binary for the
first time.
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the disassembly results and locate the data “gaps”, i.e.,
“invalid opcode”, “direct control transfers outside the
current module”, and “direct control transfer to the mid-
dle of an instruction”. Since identifying bounds of each
data gap can rely on the control-flow information of de-
coded instructions, the validator occasionally leverages
UROBOROS’s analysis module to retrieve the control-
flow information.

5.3 Support for Program Transformation

UROBOROS provides basic support for program-wide
transformations by partially recovering control-flow
structures of the decoded instructions. We collect all the
control transfer instructions to divide each function into
multiple basic blocks. Control-flow graphs are rebuilt on
top of these basic blocks. As a prototype, UROBOROS
currently only processes direct control transfers. Regard-
ing the intractable indirect transfers, a potential solution
is to use value set analysis (VSA) [5] for destination
computation. We leave including indirect control trans-
fers in the CFG as future work.

5.4 Meta-Information Recovery

UROBOROS recovers the program-linkage table (PLT)
and the export table in ELF binaries. The PLT table sup-
ports dynamic linkage by redirecting intra-module trans-
fers on its stubs to external functions. As the base ad-
dress of the PLT table can change after reassembling, we
translate the memory references to PLT stubs to their cor-
responding external function names, and let the linker
to rebuild the PLT table with correct memory references
during link time. In particular, this table is dumped out
from the input binary and parsed into multiple entries,
each containing the memory address of a PLT stub with
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Correctness

Test input shipped with programs or custom test of major functionality (some of REAL)
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Table 3: Dynamic test results on reassembled binaries

Assumption Set Binaries Failing Functionality Tests
32-bit 64-bit

{} h264ref, gcc, gobmk, hmmer perlbench, gcc, gobmk, hmmer, sjeng, h264ref, lbm, sphinx3
{A1} h264ref, gcc, gobmk perlbench, gcc, gobmk
{A1, A2} h264ref, gcc, gobmk perlbench, gcc, gobmk
{A1, A3} gobmk gcc, gobmk
{A1, A2, A3} gobmk

Table 4: Symbolization false positives of 32-bit SPEC, REAL and COREUTILS (Others have zero false positive)

Benchmark # of Ref.
Assumption Set

{} {A1} {A1, A2} {A1, A3} {A1, A2, A3}
FP FP Rate FP FP Rate FP FP Rate FP FP Rate FP FP Rate

perlbench 76538 2 0.026‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
hmmer 13127 12 0.914‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
h264ref 20600 27 1.311‰ 1 0.049‰ 1 0.049‰ 0 0.000‰ 0 0.000‰
gcc 262698 49 0.187‰ 32 0.122‰ 32 0.122‰ 0 0.000‰ 0 0.000‰
gobmk 65244 1348 20.661‰ 985 15.097‰ 912 13.978‰ 78 1.196‰ 5 0.077‰
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Figure 5: Execution overhead for REAL and SPEC pro-
grams relative to the original versions

6.2.1 Execution Overhead

Some programs in COREUTILS are not suitable for per-
formance benchmarking, including su, nohup, and
timeout, etc. After excluding these programs, we
have 90 left to inspect in COREUTILS. The experiments
are conducted on a machine with Intel Core i7-3770
3.40GHz and 8GB memory running Ubuntu 12.04.

We present the execution slowdown of reassembled
binaries in Figure 5 and Figure 6. Since it is hard to
present the data of all 90 binaries from COREUTILS, we
sort COREUTILS programs by their names in alphabet
order and plot the data for the first and last 10 programs
in Figure 6. We report that the average slowdown for
is 0.44% for COREUTILS, 0.29% for SPEC and 0.52%
for REAL. The data suggests that UROBOROS does not
have any significant impact on the execution speed of re-
assembled binaries.
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Figure 6: Execution overhead for COREUTILS programs
relative to the original versions

6.2.2 Size Expansion

We use the stat program from GNU Coreutils to calcu-
late file size expansion of the reassembled binaries com-
pared to the originals. As the increase is generally negli-
gible, we only report the average data here. The average
expansion for COREUTILS is 0.83%, 0.00% for SPEC
and -0.02% for REAL. Data shows that UROBOROS
has almost zero impact on binary size when delivering
reassembility. As aforementioned in §5.6, subsequent
disassembly-reassembly iterations have zero expansion.

6.2.3 Processing Time

We measure how long it takes UROBOROS to disassem-
ble binaries. Figure 7 presents the processing time for
SPEC and REAL binaries. Figure 8 presents processing
time for COREUTILS binaries selected using a same al-
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{A1, A2} h264ref, gcc, gobmk perlbench, gcc, gobmk
{A1, A3} gobmk gcc, gobmk
{A1, A2, A3} gobmk

Table 4: Symbolization false positives of 32-bit SPEC, REAL and COREUTILS (Others have zero false positive)

Benchmark # of Ref.
Assumption Set

{} {A1} {A1, A2} {A1, A3} {A1, A2, A3}
FP FP Rate FP FP Rate FP FP Rate FP FP Rate FP FP Rate

perlbench 76538 2 0.026‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
hmmer 13127 12 0.914‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
h264ref 20600 27 1.311‰ 1 0.049‰ 1 0.049‰ 0 0.000‰ 0 0.000‰
gcc 262698 49 0.187‰ 32 0.122‰ 32 0.122‰ 0 0.000‰ 0 0.000‰
gobmk 65244 1348 20.661‰ 985 15.097‰ 912 13.978‰ 78 1.196‰ 5 0.077‰

-1.5

-1

-0.5

 0

 0.5

 1

 1.5

 2

perlbench  

bzip2      

gcc        

mcf        

gobmk      

hmmer      

sjeng      

libquantum 

h264ref    

milc       

lbm        

sphinx3    

ctags      

gzip       

bc         

nweb       

thttpd     

mongoose   

oftpd      

N
or

m
al

iz
ed

 O
ve

rh
ea

d 
(%

)

Figure 5: Execution overhead for REAL and SPEC pro-
grams relative to the original versions

6.2.1 Execution Overhead

Some programs in COREUTILS are not suitable for per-
formance benchmarking, including su, nohup, and
timeout, etc. After excluding these programs, we
have 90 left to inspect in COREUTILS. The experiments
are conducted on a machine with Intel Core i7-3770
3.40GHz and 8GB memory running Ubuntu 12.04.

We present the execution slowdown of reassembled
binaries in Figure 5 and Figure 6. Since it is hard to
present the data of all 90 binaries from COREUTILS, we
sort COREUTILS programs by their names in alphabet
order and plot the data for the first and last 10 programs
in Figure 6. We report that the average slowdown for
is 0.44% for COREUTILS, 0.29% for SPEC and 0.52%
for REAL. The data suggests that UROBOROS does not
have any significant impact on the execution speed of re-
assembled binaries.
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Figure 6: Execution overhead for COREUTILS programs
relative to the original versions

6.2.2 Size Expansion

We use the stat program from GNU Coreutils to calcu-
late file size expansion of the reassembled binaries com-
pared to the originals. As the increase is generally negli-
gible, we only report the average data here. The average
expansion for COREUTILS is 0.83%, 0.00% for SPEC
and -0.02% for REAL. Data shows that UROBOROS
has almost zero impact on binary size when delivering
reassembility. As aforementioned in §5.6, subsequent
disassembly-reassembly iterations have zero expansion.

6.2.3 Processing Time

We measure how long it takes UROBOROS to disassem-
ble binaries. Figure 7 presents the processing time for
SPEC and REAL binaries. Figure 8 presents processing
time for COREUTILS binaries selected using a same al-
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Table 5: Symbolization false negatives of 32-bit SPEC, REAL and COREUTILS (Others have zero false negative)

Benchmark # of Ref.
Assumption Set

{} {A1} {A1, A2} {A1, A3} {A1, A2, A3}
FN FN Rate FN FN Rate FN FN Rate FN FN Rate FN FN Rate

perlbench 76538 2 0.026‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
hmmer 13127 12 0.914‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
h264ref 20600 27 1.311‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
gcc 262698 11 0.042‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
gobmk 65244 86 1.318‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰

Table 6: Symbolization false positives of 64-bit SPEC, REAL and COREUTILS (Others have zero false positive). Also,
no false negatives are found for any binary.

Benchmark # of Ref.
Assumption Set

{} {A1} {A1, A2} {A1, A3} {A1, A2, A3}
FP FP Rate FP FP Rate FP FP Rate FP FP Rate FP FP Rate

perlbench 76952 32 0.416‰ 10 0.130‰ 10 0.130‰ 0 0.000‰ 0 0.000‰
gcc 259213 506 1.952‰ 126 0.486‰ 14 0.054‰ 112 0.432‰ 0 0.000‰
gobmk 65255 2437 37.346‰ 1079 16.535‰ 7 0.107‰ 1073 16.443‰ 1 0.015‰
hmmer 13165 11 0.836‰ 2 0.152‰ 0 0.000‰ 2 0.152‰ 0 0.000‰
sjeng 8837 22 2.490‰ 2 0.226‰ 0 0.000‰ 2 0.226‰ 0 0.000‰
h264ref 20264 15 0.740‰ 1 0.049‰ 0 0.000‰ 1 0.049‰ 0 0.000‰
lbm 248 1 4.032‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
sphinx3 8656 3 0.347‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
ctags 12997 2 0.154‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
gzip 3323 11 3.310‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
mongoose 3643 1 0.275‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
df 4202 1 0.238‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
du 4593 1 0.218‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
split 2851 1 0.351‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
timeout 1935 1 0.517‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
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Figure 7: Processing time for SPEC and REAL binaries

phabet order strategy. As expected, larger binaries take
more time to process. On average, UROBOROS spends
8.27 seconds on binaries from SPEC, 0.98 seconds on
binaries from REAL, and 0.57 seconds on binaries from
COREUTILS. We interpret this as a promising result, and
the efficiency of UROBOROS makes it a tool totally prac-
tical for production deployment.
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Figure 8: Processing time for COREUTILS binaries

7 Discussions and Limitations

Compiler Compatibility. Sometimes binary reverse
engineering is compiler dependent, but UROBOROS does
not explicitly depend on any compiler-specific features
as far as we know. To roughly investigate UROBOROS’s
compatibility with other compilers, we try to disassem-
ble and reassemble some binaries compiled by Clang,
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Table 3: Dynamic test results on reassembled binaries

Assumption Set Binaries Failing Functionality Tests
32-bit 64-bit

{} h264ref, gcc, gobmk, hmmer perlbench, gcc, gobmk, hmmer, sjeng, h264ref, lbm, sphinx3
{A1} h264ref, gcc, gobmk perlbench, gcc, gobmk
{A1, A2} h264ref, gcc, gobmk perlbench, gcc, gobmk
{A1, A3} gobmk gcc, gobmk
{A1, A2, A3} gobmk

Table 4: Symbolization false positives of 32-bit SPEC, REAL and COREUTILS (Others have zero false positive)

Benchmark # of Ref.
Assumption Set

{} {A1} {A1, A2} {A1, A3} {A1, A2, A3}
FP FP Rate FP FP Rate FP FP Rate FP FP Rate FP FP Rate

perlbench 76538 2 0.026‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
hmmer 13127 12 0.914‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
h264ref 20600 27 1.311‰ 1 0.049‰ 1 0.049‰ 0 0.000‰ 0 0.000‰
gcc 262698 49 0.187‰ 32 0.122‰ 32 0.122‰ 0 0.000‰ 0 0.000‰
gobmk 65244 1348 20.661‰ 985 15.097‰ 912 13.978‰ 78 1.196‰ 5 0.077‰
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Figure 5: Execution overhead for REAL and SPEC pro-
grams relative to the original versions

6.2.1 Execution Overhead

Some programs in COREUTILS are not suitable for per-
formance benchmarking, including su, nohup, and
timeout, etc. After excluding these programs, we
have 90 left to inspect in COREUTILS. The experiments
are conducted on a machine with Intel Core i7-3770
3.40GHz and 8GB memory running Ubuntu 12.04.

We present the execution slowdown of reassembled
binaries in Figure 5 and Figure 6. Since it is hard to
present the data of all 90 binaries from COREUTILS, we
sort COREUTILS programs by their names in alphabet
order and plot the data for the first and last 10 programs
in Figure 6. We report that the average slowdown for
is 0.44% for COREUTILS, 0.29% for SPEC and 0.52%
for REAL. The data suggests that UROBOROS does not
have any significant impact on the execution speed of re-
assembled binaries.
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Figure 6: Execution overhead for COREUTILS programs
relative to the original versions

6.2.2 Size Expansion

We use the stat program from GNU Coreutils to calcu-
late file size expansion of the reassembled binaries com-
pared to the originals. As the increase is generally negli-
gible, we only report the average data here. The average
expansion for COREUTILS is 0.83%, 0.00% for SPEC
and -0.02% for REAL. Data shows that UROBOROS
has almost zero impact on binary size when delivering
reassembility. As aforementioned in §5.6, subsequent
disassembly-reassembly iterations have zero expansion.

6.2.3 Processing Time

We measure how long it takes UROBOROS to disassem-
ble binaries. Figure 7 presents the processing time for
SPEC and REAL binaries. Figure 8 presents processing
time for COREUTILS binaries selected using a same al-

USENIX Association  24th USENIX Security Symposium 639

Table 5: Symbolization false negatives of 32-bit SPEC, REAL and COREUTILS (Others have zero false negative)

Benchmark # of Ref.
Assumption Set

{} {A1} {A1, A2} {A1, A3} {A1, A2, A3}
FN FN Rate FN FN Rate FN FN Rate FN FN Rate FN FN Rate

perlbench 76538 2 0.026‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
hmmer 13127 12 0.914‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
h264ref 20600 27 1.311‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
gcc 262698 11 0.042‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
gobmk 65244 86 1.318‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰

Table 6: Symbolization false positives of 64-bit SPEC, REAL and COREUTILS (Others have zero false positive). Also,
no false negatives are found for any binary.

Benchmark # of Ref.
Assumption Set

{} {A1} {A1, A2} {A1, A3} {A1, A2, A3}
FP FP Rate FP FP Rate FP FP Rate FP FP Rate FP FP Rate

perlbench 76952 32 0.416‰ 10 0.130‰ 10 0.130‰ 0 0.000‰ 0 0.000‰
gcc 259213 506 1.952‰ 126 0.486‰ 14 0.054‰ 112 0.432‰ 0 0.000‰
gobmk 65255 2437 37.346‰ 1079 16.535‰ 7 0.107‰ 1073 16.443‰ 1 0.015‰
hmmer 13165 11 0.836‰ 2 0.152‰ 0 0.000‰ 2 0.152‰ 0 0.000‰
sjeng 8837 22 2.490‰ 2 0.226‰ 0 0.000‰ 2 0.226‰ 0 0.000‰
h264ref 20264 15 0.740‰ 1 0.049‰ 0 0.000‰ 1 0.049‰ 0 0.000‰
lbm 248 1 4.032‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
sphinx3 8656 3 0.347‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
ctags 12997 2 0.154‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
gzip 3323 11 3.310‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
mongoose 3643 1 0.275‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
df 4202 1 0.238‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
du 4593 1 0.218‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
split 2851 1 0.351‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
timeout 1935 1 0.517‰ 0 0.000‰ 0 0.000‰ 0 0.000‰ 0 0.000‰
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Figure 7: Processing time for SPEC and REAL binaries

phabet order strategy. As expected, larger binaries take
more time to process. On average, UROBOROS spends
8.27 seconds on binaries from SPEC, 0.98 seconds on
binaries from REAL, and 0.57 seconds on binaries from
COREUTILS. We interpret this as a promising result, and
the efficiency of UROBOROS makes it a tool totally prac-
tical for production deployment.
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Figure 8: Processing time for COREUTILS binaries

7 Discussions and Limitations

Compiler Compatibility. Sometimes binary reverse
engineering is compiler dependent, but UROBOROS does
not explicitly depend on any compiler-specific features
as far as we know. To roughly investigate UROBOROS’s
compatibility with other compilers, we try to disassem-
ble and reassemble some binaries compiled by Clang,

No increase in binary size after first disassemble-assemble cycle
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Conclusion

Heuristic-based symbolization of memory references
Uroboros1 provides reassembleable disassembly
Assumes availability of raw disassembly and function starting addresses
Tested with gcc and Clang compiled binaries
Limited support for C++ (need to parse DWARF)

1Available at https://github.com/s3team/uroboros
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